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My Background and Role

ÅTableau Forensic Products ς2006 thru 2015
Based in Wisconsin, USA

Forensic Imaging Products ςDuplicators, Write Blockers, & Tableau Imager

ÅGuidance Software ς2010 thru 2015
Vice President of the Forensic Business Unit

ÅDigital Intelligence ς2016 forward
Business Development 

ÅEngineer and Business Manager by Education / Training



Who Performed The Testing?
ÅJim Woodring

ÅDigital Intelligence Systems Engineer

ÅTest Workstations with various industry software

ÅCertify new versions
Hardware
Operating Systems

ÅFRED C Forensic Datacenter
R&D
Installation and Training
Support



²Ƙȅ ²Ŝ ¢ŜǎǘΧ

ÅSystem Compatibility and Stability

ÅResource Requirements
ÅCPU/Cores
ÅMemory
ÅDisk Subsystems
ÅRotational Media
ÅSSD
ÅNVMe
ÅRAID and RAID configurations

ÅResult ςwe can provide INFORMED assistance during system 
selection and support!



Iƻǿ ²Ŝ ¢ŜǎǘΧ
ÅScriptProcesses

Å5ŜǘŜǊƳƛƴŜ άǘȅǇƛŎŀƭέ ǇǊƻŎŜǎǎƛƴƎ ƻǇǘƛƻƴǎ

ÅάǇǊƻŦƛƭŜέ ƻŦ !ǇǇƭƛŎŀǘƛƻƴ
ÅRun test in phases to isolate the demands of each 

function
Å EvidenceVerify
Å Pre-Processing
Å Indexing
Å Carving

ÅSelect Baseline System
ÅTypically entry-level FRED
ÅExamine combinedstorage volumes

ÅSingle Factor Tests
ÅAlter one resource

ÅMultiple Factor Tests
Å{ŜƭŜŎǘ άōŜǎǘέ ǊŜǎƻǳǊŎŜǎ
ÅConfirm Assumptions and Optimize



Test Phases

ÅVerify ςpart of adding evidence
ÅChecks the integrity of the E01 files 

ÅPre-Process
Å{ǘŀǊǘ ǿƛǘƘ άŘŜŦŀǳƭǘǎέ

Å!ƭǘŜǊ ōŀǎŜŘ ƻƴ ƛƴǇǳǘ ŦǊƻƳ 5LΩǎ 
Services team

ÅAdd protected file analysis
ÅChecks for file encryption



Test Phases - continued

ÅIndex
ÅDe-select all current options

Å{ŜƭŜŎǘ άLƴŘŜȄ ǘŜȄǘ ŀƴŘ ƳŜǘŀŘŀǘŀέ
Å{ŜƭŜŎǘ ά9ŀǎǘ !ǎƛŀƴ {ŎǊƛǇǘ {ǳǇǇƻǊǘέ

ÅCarve
ÅSelect File Carver module
ÅNote ςcarving utilizes the Hash 

Libraries



Evidence Repository
ÅSource http://digitalcorpora.org/corpora/files

Å courtesy of Garfinkel, Farrell, Roussev and Dinolt,Bringing Science to Digital Forensics with Standardized 
Forensic Corpora, DFRWS 2009, Montreal, Canada

ÅBuild Repository
Åм Ƴƛƭƭƛƻƴ άǊŀƴŘƻƳέ ŦƛƭŜǎ όDƻǾ5ƻŎǎύ
ÅEnrondataset
ÅBrowsing History

ÅProcess to create TestDisk
ÅSample files to get appropriatedataset size
ÅPrepare base OS install (win10)
ÅMake usersǿκέŘŜǎƪǘƻǇǎέ ŀƴŘ ƻǘƘŜǊ ǎǳǇǇƻǊǘƛƴƎ ǎǘǊǳŎǘǳǊŜǎ
ÅCopyŦƛƭŜǎ ǘƻ ǳǎŜǊΩǎ άŘƻŎǳƳŜƴǘǎέ όǊƻǳƴŘ-robin)

Å Obfuscate by changing extension periodically
Å/ƻǇȅ ŀƴŘ ŘŜƭŜǘŜ ǘƻ άŦǊŀƎƳŜƴǘέ ǘƘŜ ŘǊƛǾŜ ςcreate carving challenge
ÅPutǎŀƳǇƭŜ LƴǘŜǊƴŜǘ !ŎǘƛǾƛǘȅ ƛƴǘƻ ŀ ǎƛƴƎƭŜ ǳǎŜǊΩǎ ōǊƻǿǎŜǊ ƘƛǎǘƻǊȅ ŦƛƭŜǎ

Å https://www.symantec.com/connect/articles/web-browser-forensics-part-1

ÅSee also http://www.forensicfocus.com/images-and-challenges

http://digitalcorpora.org/corpora/files
http://www.simson.net/clips/academic/2009.DFRWS.Corpora.pdf


άLƳŀƎŜ5ƛǎƪтέ

ÅWindows 10x64

Å2 users

Å51GB data/~96,000 user files
ÅSplit evenly between the 2 users

Å46 file extensions*
ÅNote some may be obfuscated 

ÅBaseline system test takes ~ 8 hours

ÅLƴǘŜǊƴŜǘ ƘƛǎǘƻǊȅ άƛƴƧŜŎǘŜŘέ ŦƻǊ ƻƴŜ ǳǎŜǊ

ÅImage with Tableau Imager/Digital Intelligence UltraBay 4
Å29 E01 Files

Count extension Count extension

21009 .PDF 17 .PST

19424 .HTML 14 .TEX

19395 .JPG 14 .TMP

7161 .TXT 13 .TROFF

6979 .DOC 7 .BMP

5782 .XLS 4 .PUB

4461 .PPT 4 .SGML

3298 .GIF 3 .GLS

1961 .PS 3 .XLSX

1668 .CSV 1 .BAT

1287 .GZ 14 .TMP

945 .LOG 13 .TROFF

491 .EPS 7 .BMP

Χ ... 4 .PUB



System Resources and Testing

ÅSingle Factor Testing
ÅIdentifies the relative contribution of a specific resource

ÅMay have inter-dependencies

ÅMulti-factor Testing
Å/ƻƳōƛƴŜǎ άōŜǎǘ ŎƻƴǘǊƛōǳǘƻǊǎέ ǘƻ ƻōǘŀƛƴ ŎǳƳǳƭŀǘƛǾŜ ƛƳǇǊƻǾŜƳŜƴǘǎ

ÅHelps identify and resolve inter-dependencies

ÅCPU/Cores
ÅX99 (i7 6800K Family)
ÅZ10 (Xeon E5-2600 Family)

ÅMemory
ÅI/O Subsystem Types and Architectures



CPU Concepts
ÅClock speed
ÅFaster clock speed canyield Faster test 

times when:
Å¢ƘŜǊŜ ŀǊŜ ά{ƛƴƎƭŜ ¢ƘǊŜŀŘŜŘέ ǇǊƻŎŜǎǎŜǎ 

like Validation
ÅEither the application, specific workload, 

or just the forensic process in general 
ŘƻŜǎƴΩǘ ƭŜƴŘ ƛǘǎŜƭŦ ǘƻ Ƴǳƭǘƛ-threading

ÅThreads (Hyper-threading = 2X cores)
ÅIncreased cores for the same clock 
ǎǇŜŜŘ ŘƻŜǎƴΩǘ ƘŀǾŜ ƳǳŎƘ ŜŦŦŜŎǘ ғ м҈
ÅMore cores usually result in reduced 

clock speed due to thermal issues



CPU ςi7
Intel(R) Core(TM) i7-6800K CPU @ 3.4 GHz ς6 cores ς12 Threads
Thread loads are well balanced ςStdDev = 5.3
The average thread is 32% utilized



CPU ςXeon
Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.1 GHz ς8 cores ς16    threads 
and 2 processors = 32 threads
Threads are well balanced ςStdDev = 5.3
The average thread is 12.5% utilized



Memory

ÅaŜŀǎǳǊŜǎ ά/ƻƳƳƛǘǘŜŘ aŜƳƻǊȅέ
Å Committed to application(s)

Å Extremely sensitive to case contents and size
Å Large carving jobs need more memory

Å Additional memory used by Operating System
Å I/O Buffering
Åά.ŀŎƪƎǊƻǳƴŘέ ǇǊƻŎŜǎǎŜǎκǎŜǊǾƛŎŜǎ

Å The effects of memory changes are hard to 
predict ςtesting is required



Disk I/O

Å 7 Different I/O Channels Identified
Å OS ςOperating System
Å OSTEMP ςTMP and TEMP 

environment variables
Å Evidence ςE01 file storage
Å Case ςCase file location
Å Cache ςCache file location
Å APPTEMP ςά¢9atέ ǎǳō-folder of 

Case file location
Å KFF ςFile signatures (NIST)

Å Examine Throughput, I/O Operations, Disk 
Queue Length

Å Example - Disk Q Length
Å Shows Channel Activity
ÅLŘŜƴǘƛŦƛŜǎ άōƻǘǘƭŜ ƴŜŎƪǎέ


