


My Background and Role

ATableau Forensic Produatf006 thru 2015

Based in Wisconsin, USA
Forensic Imaging ProduatDuplicators, Write Blockers, & Tableau Imager

AGuidance Software 2010 thru 2015
Vice President of the Forensic Business Unit

ADigital Intelligence 2016 forward
Business Development

AEngineer and Business Manager by Education / Training
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Who Performed The Testing?

AJim Woodring = | e
ADigital Intelligence Systems Engineer =
ATest Workstations with various Industry software '5

ACertify new versions
Hardware
Operating Systems

AFRED C Forensic Datacenter
R&D
Installation and Training
Support
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ASystem Compatibility and Stability

AResource Requirements __ .
ACPU/Cores — Bl
AMemory DA N
ADisk Subsystems

A Rotational Media
A SSD

A NVMe
A RAID and RAID configurations

AResultc we can provide INFORMED assistance during system
selection and support!

Digital Inteligence




Vd

| 2 9

A ScriptProcesses
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ASSUSNNXYAYS aiGeLIAOlfté LINRO

AGLINRTAESE 2F ' LIJ AOI GA

A Run test in phases to isolate the demands of each
function

A EvidenceVerify
A PreProcessing
A Indexing
A Carving

A Select Baseline System

A Typically entrylevel FRED
A Examine combinestorage volumes

A Single Factor Tests
A Alter one resource

A Multiple Factor Tests

A{ St SOU ao0Saué¢ NBaz2dzZNDSa

A Confirm Assumptions and Optimize

u X

$EnProcFile = @ScriptDir & $EnProcFile
Else

$EnProcFile = @ScriptDir & "\" & $EnProcFile
EndIf

If $Debug And MsgBox(4, $ProgramName, "Enproc file:

SEAAYI 2LIA2ya

: get x,y pairs and click on each
pffe'shMag ("Processing ini section: " : £Task
2 yray = IniReadSection(§ProgramName & ".ini", $Task)
$Debug Then _ArrayDisplay($XYArray, $Task & ".ini"
If @Error = 0 Then; x,y values found
If sDebug Then _ArrayDisplay ($XYArray
For éx = 1 to sXYArray[0][0]
If (62 = 1 BEnd $RunRecoverFoldersFirst And $Task = "Index") Then Continueloop; skip furn off of Recover Folders - should already be off
MouseClick("left", GetField(¢XYArray([éx][1],1, éComma), (_GetField(¢KYArray[éx][1],2, 6Comma)*1) +5y0ffzet
_SplashMsg(“Clicking on... " & sXYArray|[£x][0]
Sleep(2000)
Next
Switch StringUpper (£Task
Case "INDEE"
Send("!I[Down 2} [SPACE}") ; Select East Asian Script Support
Sleep(2000)
Send (" {TAB}"
Sleep(2000)
Send ("{ENTER}"}; OK
Case "CARVE"
Send("1S{RIGHT} {RIGHT}"
Sleep(2000)
Send("!N")
Sleep(2000)
Send (" {ENIER}") ; OK
EndSwitch
Else; No Ini section found - skip
If ¢Debug Znd MsgBox (4, $ProgramNane,
$Skipping = True
EndIf
EndTf
Sleep (5000
Options_Label Click():
Send (£Task

" & $EnProcFile}=7 Then Exit 1

"No INI section found for " & £Task)=7 Then Exit 1

If £Debug And MsgBox (4, 5ProgramName,
Sleep (1000
MpuseClick("left™, 590, 957) ; click OK button
_SplashMsg("Processing " & $Task = " task....")

"Ready to Proceed")=7 Them Exit 1

; check for "Warning - options have changed window
If WinExists(GetWinHandleZ ("Warning”,2)| Then

Send("!y")




Preprocess

TeSt P h ases EnCase Processor Options

BE ~H ~| 7 Edit B save & Load @ Use Defaults —
Task Enabled

AVerify ¢ part of adding evidence | =

AChecks the integrity of the EO1 file:| ;gtldw E
APreProcess R— :
AL GF NI 6AGK ARSTFI e o
Al f GSNJ ol &SR 2y ) oo ’
Services team B .
AAdd protected file analysis Search for keynords :

ndex text and metadata

A Checks for file encryption

Modules
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Test Phasescontinued ..

Use this module to find file fragments in files, file slack, and unallocated space.

AI n d eX This module uses file signatures from the File Types table to identify file fragments.

Once identified, file fragments can be exported to a specified location.

ADeselect all current options sercearienes
A{ St SOU GLYRSE U(SEU [Ermei=

u E
A{ SESOG a9l aild ' aAlY {.omon
Search All Files Unselected

ACarve S et e
ASelect File Carver module e

A Note ¢ carving utilizes the Hash relee e e
Libraries Expcé;t:c?:tg:i Files |Unselected
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Evidence Repository

A Sourcehttp://digitalcorpora.org/corpora/files

A courtesy ofGarfinkel, Farrell, Roussev and Dindfinging Science to Digital Forensics with Standardized
Forensic CorporaDFRWS 2009, Montreal, Canada

A Build Repository
AmM YATEfA2Y AGaN)lYR2Y¢ FTAfSa o0D2@052040
A Enrondataset
A Browsing History

A Process to create TeBiisk
A Sample files to get appropriatiataset size
A Prepare base OS install (win10)
A Makeusergs k e RS&a102LJa¢ YR 20KSNJ adzLILI2 NG AY 3 &0 NHzOG dzNB &
ACopyFAf Sa (2 dza SNQ#obiR2 OdzYSy i1aé¢ 6 NP dzy R
A Obfuscate by changing extension periodically
/| 2L | yR RSt S0S (realeTciting oh&llghgeé (KS RNRA IS
Putd I YLX S LYOGSNYySid ! OGAaAgArade Ayid2 | aiay3aftsS dzzaSNQa oNRgaSNI
A https://www.symantec.com/connect/articles/welbrowserforensicspart-1

T> T

A See also http://www.forensicfocus.com/imagasd-challenges
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http://digitalcorpora.org/corpora/files
http://www.simson.net/clips/academic/2009.DFRWS.Corpora.pdf

aLYlF3S5Aa1T1é

A Windows 10x64 e —
A 2 users —+—
A 51 GB data/~96,000serfiles ~ w w ——

A Split evenly between the 2 users

A 46 file extensions*
A Note some may be obfuscated

A Baseline system test takes ~ 8 hours
ALYGSNYSO KAal2NE aAyaeSoncs
A Image with Tableau Imager/Digital Intelligence UltraBay =~ = =
A 29 EO01 Files - .
X
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System Resources and Testing

A CPU/Cores
A X99 (i7 6800K Family)
A Z10 (Xeon EZ600 Family)
A Memory
A 1/0 Subsystem Types and Architectures

A Single Factor Testing
A Identifies the relative contribution of a specific resource
A May have interdependencies

AMulti-factor Testing
Al 2Y0AYySa a0Sali O2yuUNROdzI2NEBRE G2 2001 Ay Odzy
A Helps identify and resolve intefependencies

"4
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CPU Concepts

AClock speed :
A Faster clock speechnyield Faster test
times when: “
ACKSNBE IINB af{Ay3fS
like Validation

A Either the application, specific workload, £
or just the forenS|c process in general
R2SayQid f Sy-hreddidg: S f

AThreads (Hypethreading = 2X cores)
Alncreased cores for the same clock = .,
alJSSR R2SayQu KI @.
A More cores usually result in reduced
clock speed due to thermal issues

350
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Clock Speed and # of Threads vs Test Time

—a—Clock Speed

—e—Threads




CPL 17

100
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Intel(R) Core(TM) {8800K CPU @ 3.4 GH@ coresg 12 Threads
Thread loads are well balancedstdDev = 5.3
The average thread is 32% utilized

%-Processor-Time

e P OCES:

r-Time

nt Utilization

Perce:

45

wun

EnCase v8 Average Thread Utilization
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Intel(R) Xeon(R) CPU-E#20 v4 @ 2.1 GHZ8 coresg 16 threads

and 2 processors = 32 threads
C P lk XEO n Threads are well balancegdStdDev = 5.3

The average thread is 12.5% utilized

%-Processor-Time EnCase v8 Average Thread Utilization
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EnCase v8 Memory Usage
90000 40

Memory

AaSladaNBa da/ 2YYAUUSR asSy2zNEHE
A Committed to application(s)

A Extremely sensitive to case contents and size
A Large carving jobs need more memory -

A Additional memory used by Operating System

50000 Carve

A 1/0 Buffering . —
Ad. Ol INRdzy Ré LINR OS a-a&SakaSN 0.8 & T
A The effects of memory changes are hard to [1
predict¢ testing is required |L_

10000 I

5
M ll 1 I P i)
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Disk I/O

A 7 Different I/O Channels Identified
A OS¢ Operating System
A OSTEMR TMP and TEMP
environment variables
A Evidence; EOL1 file storage
A Case: Case file location
A Cache; Cache file location
A APPTEMPG ¢ 9 a t dolder dizo
Case file location
A KFF File signatures (NIST)
A Examine Throughput, I/O Operations, Disk
Queue Length
A Example Disk Q Length
A Shows Channel Activity
ALRSYGATASa ao200GtS ySOl até
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