As cloud adoption continues to grow and workloads increasingly
move away from on-premises environments, security remains
the biggest cloud worry for IT professionals

01

of IT professionals said
they are concerned
about cloud security,
yet only...

419,

of companies
have a cloud
security architect

189%

had experienced a cloud-
related security incident
over the past 12 months

Cybersecurity Insiders 2018

90

say at least half
their data on the
cloud is sensitive

Oracle/KPMG 2018

CLOUD SECURITY

83%

rate cloud security as
good as or better than
on-premises security

Biggest cloud security concerns

Percentage of |IT professionals who said the following are a concern

Data loss/leakage

67%
61%

Data privacy

53%

Confidentiality

Accidental exposure

47%
46%

Legal and regulatory compliance

46%

Data sovereignty/control

Lack of forensic data

37%

Incident response

35%

Cybersecurity Insiders 2018

Most effective cloud security technologies and controls

Percentage of IT professionals who believe the following are effective at protecting data in the cloud

- 64% - 54%

Data . Network
. encryption . encryption

Public or on-premises cloud?

How cyber-professionals view the security of
public cloud and on-premises environments

21% 20%
Equally secure Much more
as our on- secure than
premises on-premises
14%

Somewhat less
secure than
on-premises

42%

Somewhat more
secure than
on-premises
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Where enterprise data resides

Percentage of company data residing in the public cloud

14% 9%
50%+ 1-10%

30%
46% 11-25%
26-50%
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. 51%
. Trained cloud security
. professionals

YA
. Security information
. and event management

10 )74
. Intrusion detection
. and prevention

. 49%
. Vulnerability
: assessment
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Cloud-based security services market

Revenue forecasts by segment (Sm)
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Total

$5.85bn
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Tot%l
$8.92bn
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