loT CYBER SECURITY

CONCERNS ABOUT PERSONAL DATA*

HOW AFRAID ARE YOU ABOUT THE FOLLOWING PERSONAL DATA BEING
COLLECTED VIA loT AND MISUSED BY A CYBER CRIMINAL? (%)
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. Not very afraid or not at all
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*UK survey of IT professionals

2 50/ loT’s SHARE OF THE GLOBAL CYBER-SECURITY MARKET

O

of identified enterprise
attacks will involve the
internet of things by 2020

however...

@ only 100/0

of IT security budgets
will be spent on protecting

against these types of
o yP 775 10% 167 237 307% 387
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Source: Gartner 2015
loT SECURITY*

DO EXISTING SECURITY STANDARDS IN THE INDUSTRY SUFFICIENTLY ADDRESS loT?

No, but updates and/or new standards are not needed
Yes 89 - No, and updates and/or new standards are needed

73% | Unsne 13%

ARE DEVICE MANUFACTURERS IMPLEMENTING SUFFICIENT SECURITY MEASURES IN loT DEVICES?

Yes

37

WHICH OF THE FOLLOWING IS THE MOST SIGNIFICANT loT SECURITY CONCERN FOR ENTERPRISES? Asset management

Vulnerabilities in the device themselves

T —

Unsure 220/0

37

Other

*UK survey of IT professionals

loT INSTALLED BASE, BY CATEGORY

Source: Information Systems Audit and Control Association 2015
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HACKING loT DEVICES
HOW LIKELY IS IT FOR A COMPANY TO BE HACKED HOW AFRAID ARE YOU THAT YOUR loT DEVICE WHAT SIZE ENTERPRISE DO YOU THINK IS MOST
THROUGH AN loT DEVICE? MAY BE HACKED? VULNERABLE TO IoT-RELATED RISK?
UK fIT professional 2 7
survey o professionals 550/0 330/0 68/0 1/0
390/0 250/0 Somewhat Not very Theyare None of them are
: ) afraid afraid equally vulnerable
Medium High vulnerable
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Low

Source: Information Systems
Audit and Control Association 2015

WHICH OF THE FOLLOWING IS THE MOST IMPORTANT
FOR USERS TO KEEP INFORMATION SECURE ON loT DEVICES?

437% 177
Avoid storing Change
sensitive/ privacy settings

confidential data
on the device(s)

co/ 147

Change
Other passwords
77 149

Avoid using or logging into

Turn off internet-enabled

public wi-fi access points functions when not actively in use

Source: Information Systems Audit and Control Association 2015



