SECURITY CHALLENGES OF BYOD

EMPLOYER MOBILE SECURITY MANAGEMENT
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preferred to manage mobile agreed involving agreed allowing employees agreed they agreed potential agreed employees have
security in a common end-point employees is a good to use different security try to include productivity increases from enough knowledge of
management environment way to improve solutions is too time employees in mobile personal devices outweighed security apps to make
security measures consuming security decisions the right decision
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BIGGEST PAINPOINT WITH MOBILE SECURITY of BYOD users

have a security

420/0 app installed
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We need a solution that not only
detects threats but also remediates
them based on the corporate policy
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INTEGRATION BYOD-ENABLED USERS

We need a mobile security solution that
integrates with our existing network, Employees
endpoint or ITSM platforms

Contractors

We don't enable BYOD

VISIBILITY

We need to see all affected devices Partners
and the types of threats

Customers

Suppliers
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ESSENTIAL MOBILE SECURITY FEATURES INHIBITORS TO BYOD ADOPTION
Data encryption _ Security concerns We don’t experience
any resistance
to BYOD adoption
Password
management Employee
privacy
Secure web concerns Other
browsing
devices as efp{resiien
. L. alternatives
Application
Ma“CiPUS app Employees Support cost
scanning don't want/ concerns
need access
Device locator -
e Gerl e Employees don't User-experience
“sandbox” for corp - want additional concerns
data/apps expense
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EMPLOYEE CONCERNS OVER MANDATED SECURITY
EMPLOYER PERSONAL DATA EMPLOYER DEVICE BATTERY
ACCESS BEING WIPED TRACKING LOCATION PERFORMANCE CONSUMPTION
TO DATA BY EMPLOYER OF DEVICE IMPACT IMPACT
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MAIN SECURITY CONCERNS
RELATED TO BYOD

Data leakage/loss

Unauthorised access to
company data/systems

Users download unsafe
apps or content

Malware

Lost/stolen devices

Vulnerability exploits

Inability to control
endpoint security

Ensuring security
software is up to date

Compliance with
regulations

Device management

Network attacks
via wi-fi
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