
FIGHTING FRAUD ONLINE
As the value and volume spent online continues to surge, payment fraud is an escalating problem for merchants and 
card issuers worldwide. According to Juniper Research, card-not-present transactions account for 60 to 70 per cent 
of all card fraud in many developed countries and, without appropriate preventative measures in place, can result in 
billions of dollars-worth of lost revenues each year
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USE OF FRAUD PREVENTION TOOLS BY CARD ISSUERS

Currently using Plan to use in the future

A Transaction screening
(software driven)

B Rule-based alerts

C Analytics (predictive, 
pattern matching)

D Transaction screening 
(manual)

E Real-time fraud scoring

F Neural networks

G Artificial Intelligence

H None
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FRAUDULENT ONLINE TRANSACTIONS BY MERCHANT SECTOR

48%
Airlines

10%
Others

16%
Money transfer

13%
Computers/electronics

9%
General retail

RSA Security 2016

5%
Clothing

1%
Travel

MERCHANT FRAUD PREVENTION
Do you have a common set of fraud prevention capabilities 
across all channels?

8%
Unsure

53%
Yes

39%
No

Do you have a common set of payment security capabilities 
across all channels?

9%
Unsure

49%
Yes

42%
No

ACI Universal Payments 2016
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CARD FRAUD WORLDWIDE
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Includes 
fraud losses 

from counterfeit 
cards, card-not-

present transactions, 
lost and stolen cards, 

and chargeback 
fraud

Nilson Report 2016

Global losses to card-based payment fraud Cents lost to fraud per every $100 spent on cards

CONSUMER IMPACT

78%

56%

of online shoppers believe they 
need more protection

shop less and cut back on card 
usage following a fraudulent 

transaction

Tender Armor 2016


