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Confi dence in cyber-
threat detection
Percentage of global general 

counsels who are very confi dent 

in their organisation’s ability 

to detect a cyber-incident
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Employee error, careless users, ransomware and malware
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The American Lawyer 2017

CYBER-SECURE LAW
From phishing and social engineering to malware and the theft of client information, increasing cyber-risks to law fi rms 
mean security processes and protocols need to be top notch and kept up to scratch with the fast-evolving threat landscape

Biggest cybersecurity 
threats to law fi rms
Percentage of law fi rms that ranked 
the following the biggest threat

Cybersecurity methods at law fi rms
Percentage of law fi rms that have implemented the following

Biggest security challenges for law fi rms
Percentage of law fi rms that fi nd the following a challenge

Password 
management 

security

Penetration and 
vulnerability 

testing

Cybersecurity 
insurance

Records 
management 

policy

Cybersecurity 
policies

Formal training Data loss prevention 
technology

Multi-factor 
authentication

99% 88% 65% 64% 55% 54% 47% 47%

of law fi rms* do 
not have a proper 
security executive

66%

do not have 
cybersecurity 
insurance

36%

do not have formal 
cybersecurity policies

Logicforce 2018

45%

had an information incident 
related to their own staff 
over the past year when 
there had been a loss or 
leakage of confi dential 

46%

International Legal Technology Association 2017

Logicforce 2018
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Balancing security with usability

User experience and behaviour

User education and awareness

Malware, viruses and 
zero-day threats

Client security requirements

Limited time resources

Budgeting and expenses

Bring your own device 

Social engineering and phishing

Staying current with the 
threat landscape

Compliance and enforcement

Staffi ng resources

Firm culture

Data loss and leak prevention

Planning and policies

Auditing


