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ADSS Privacy Notice
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Last updated 8 March 2022

This privacy notice explains how we, the ADSS Group (ADSS),
process your personal information when you use our services
such as our website, app, content and features, or otherwise
engage with us online or offline.

The ADSS entity responsible for your personal information is
the one you have approached to provide services to you in your
region.

Individuals in the United Kingdom (UK) should read the “For UK
Individuals” section and individuals in the United Arab Emirates
(UAE) should read the “For UAE Individuals” section.

If you are under 18 years old (UK) or under 21 years old (UAE),
you must not access our services. Our core services involve
financial risk-taking and are neither suitable nor intended for
those underage.

If you have any question about your data protection rights or if
you do not understand anything explained in this notice, please
contact us by email to compliance@adsslondon.com (UK) or
cs.asia@adss.com (UAE).

1.  Who does this privacy notice
apply to?

This notice applies to:

e our users who access our website, app, content,
features or other online services;

e our prospective customers identified as such by us or
our third parties;

e ourregistered users who are our customers;
e oursuppliers and business partners;
e our job applicants; and

e anyone else who interacts with us, when you call, email
or visit us or otherwise interact with us.

This notice applies to you if you act in your personal capacity,
for example, as our customer, and if you act in your
professional capacity, for example, as an employee or agent of
our supplier.

ADSS_Privacy_Notice_08Mar2022

2022 Lujlo 8 euyani i

D ol ol (53 51 8cg0a0 ;8 (Al pgdi Law arg: I arngnall jledd ]
lindgo Jio Uloaa! ielolaaiu aic aunaidl elilily aalleos (Gl gul 52

Gub e sl aayh lizo Jolaill gl wiljiollg (sginollg lidwhi g gl
il et ¢ga gf Jlaidl

lnlgi Gill agall o aumanill el e dlg§uo Sei Gl pul gl (52 !
lidhio 6 el wiloaall pindil lg=o

GO Mpalll" ouud oclpd (62210l d5looll) 63aiall d4loall o alkalll Gle wiagiy
ouud bely 6anioll apjell ciljlog alga 6 aljalll Liagiy Loy "6aaioll a4looll
Soaaioll auell vijlodl dlga 6 ljalll"

0) lole 21 o 4l gl (6aniall @4loall ,6) lole 18 (o Jal elpac 14 13]

" lidlona ) lilona LIl Jgingll lyle a4/ (83aioll el ciljlodl dlga
092 pb (ol aniae 1lg anwlio cunlg adloll ool e (sghi anubudll
" aigilall Fuull

0047 ol Jb 4 ol anlall elilily &loa §gan e Jiluwi sl ehal yls Jb 4
g Al JJ}.L”}.L( o Julgill gajia /jledtll Iad oy ango s sl

gl (62aioll 44looll) compliance@adsslondon.com

.(82aioll aypell ciljlod algal) cs.asic@adss.com

Jl2ui] ogie Gihiy (udll oh o 1
lah dungnall

ol gy el 3 o

9l 59l gl lahi gl Ligalill isdgo Gl ggloy (uall lisoadlwo  *
it Gle s patlleiloaall gl il jioll

calpnl Jud (o of llud (o aanll oagi amayaai o (uall gllotaoll Uflloe @
.aill

Ugiloc o (il g Guliwoll lsosdo @
Jo=ll 6 lithpdg liaygo
ad Jooll (ondioll

9l i) of Gig il 2up Jluyl of W Juaidl ic liso Jelaly Blgpadigst o
T J4s sl i Jela

ol Juww le Gucutllelioany copti i dou e ol 150 Guby

gfabigod Jlioll Juw Gle arigoll elian Cafnit e 13l of lyal Jioes

iajgol Juhg

1/14


mailto:compliance@adsslondon.com
mailto:cs.asia@adss.com
mailto:compliance@adsslondon.com

2. What types of personal
information do we process?

Generdlly, “personal information” means any information that
identifies you or relates to you, except for anonymised
information that cannot reasonably be linked back to you.

Personal information will include your name, login details,
transaction details, payment details, the details of your enquiry
and other information that is obviously about you. However, it
may also include technical device, browser or app data, such as
your IP address, your movement on the website, information
about how you engage with our services and similar
information. Based on your online visits, we may observe or
infer information about your preferred content, features,
trading style and other interests, even without you telling us.
For more on personal information, please see the categories of
personal information below.

You can exercise your rights in relation to all personal
information about you as set out below.

3. Why do we process your
information?

The section below explains what personal information is
necessary for each purpose. We keep our processes and data
collection under review and will update this notice should any
personal information no longer be necessary for the given
purpose.

The lawful basis column explains how we comply with a
technical legal justification for data processing under data
protection laws. Please contact us if you have any questions.
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Lawful basis for processing
(UAE individuals)
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To assist with your enquiries.

For example, our sales team may respond to your request for a
demo or our compliance team may respond to your legal
enquiry or complaint.
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We may record our calls with you for compliance, transaction
records and crime prevention purposes.

For example, we may record calls in and out of our sales team
and any dealing instructions.
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Purpose & description
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To provide our services to you, such as our website, app, client
portal, trading platform, market data and other content.

For example, when you visit our website, your browser will
provide your IP address, browser type and other technical
information to enable us displaying our content in a compatible
manner. If you login we will verify your account name,
password and multifactor authentication data before granting
access.
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To enable you to set up and maintain your user account,
carrying out a credit reference check and service
appropriateness check.

For example, we will request your documentation to verify your
identity and comply with our "know your customer"
responsibilities. We will request information about your
experience as investor to assess which services are
appropriate for you. We will carry out checks for anti-money
laundering, fraud prevention and similar purposes and share
your information with credit reference agencies and similar
organisations. A record of any fraud or money laundering risk
will be retained by such organisations, and may result in others
refusing to provide products or services to you.
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To enable you to fund and use your account by paying a
deposit and purchasing services.

For example, our third party payments vendor will collect your
payment card information if you make a deposit.
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To send you service communications about matters relevant to
your use of our services and your engagement with us, such as
surveys or other forms of active engagement, prize draws,
availability of new services, changes in our terms, transaction
records, etc.
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Necessary for the performance
of our contract with you or
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Necessary for the performance
of our contract with you.
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Lawful basis for processing
(UAE individuals)
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Purpose & description Personal information

cangll g Al Al eaitl (62aioll auyell caljlodll alga
To assess your job application and for business administration general details Your consent or, as the case may
purposes. details of your query be, as is necessary for taking
For example, if you apply for a job, we will review your CV, public data steps prior to entering into a
publicly available information about you, information from your ) contract at your request or the
previous employers, professional references, criminal and third party data performance .Of our contract with
credit check and other information. We may use automated special categories data yeuer Comp"éﬂc? with our legal
decision-making to eliminate applicants who fail to meet the o= o obligations.
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. product and sery|ce develgpment, research, morket . account details <l1ddlgo
intelligence, marketing, advertising, content personalisation ) i
and business administration, as described below. Depending device and browser details
on purpose, we use your profile information in anonymised or usage data

pseudonymised or, when it comes to marketing by say email,

transaction data
identifiable form, e.g. your email address. In some cases, this

will include information observed or inferred from your activity public data
or other information about you. preferences and interests
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personalisation features)
relevant events.

pseudonymised customer profile

For example, we deploy a tool which shows where your mouse data.
travels on our website to measure the popularity of our content uggl dlggao jggoall cilily
and features. Analytics tools help us understand your country, N ) )
age group, pages visited before and after and other statistical ) dhojl‘d**-*“ ole) 029220 b o
demographic information about you and other users. waysicalo vilily (il cljio pghail
Anonymous website statistics are used to decide which part of B

our services are not popular or may need further development
to cater for our primary markets. In limited cases, it may be
necessary to use your pseudonymised information to develop
personalisation and similar features.
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Purpose & description
wangllg Al

To conduct industry research for internal and external use.

For example, anonymous transaction statistics allow us release
reports about what asset types in what volumes are trending
with retail customers.
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To send you risk management messages or restricting scope of
our services based on your risk profile, which may include
automated tools.
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To send you relevant marketing commmunications about our

existing and new products and services by email, text, push,

post or other channels if you sign up for a demo or if you are
our existing customer.

Our marketing tools rely on cookies and similar scripts to track
your interaction with our marketing messages, such as open
rates or content clicked on, to optimise campaign
performance.

e el amallg alall litoasg lilaiio Jga aln cils dydyguui citluljo Jluyyl
1] cilgiall o lpe of piil of gaall of dwnill Jiluyll gfgg}iﬁlyl ypll Gun
et dlilooll a¥nill aoljllg nliyill caypei cilale le aydnguuill lilgal 2oief
ade jaill pi (53l (sginall gl atall cidaeo Jio drdguill Wilw) go ellclai
T Ghoo 33 Lnal Ll dleall ol Guwail

To display relevant advertisements on websites, apps, social
media and other inventory. Our advertising tools rely on
cookies, similar scripts and advertising ID solutions and
complex automated processes and decision-making. However,
we use pseudonymised information that does not include your
name or similar information, except in limited cases where your
details such as your email address is needed to identify you on
social media for advertising purposes.

We rely on your customer profile data to understand your
interests and preferences known, observed and inferred to
design marketing and advertising campaigns that are relevant
to you (also known as “profiling”, “personalisation” and
“predictive analytics”), use an ID such as your hashed email
address to identify you within third party datasets without
actually disclosing your email and allocate your profile to
relevant audience segments (also known as “matching”, “data
enrichment”, “targeting”) or matching you against our typical
customer profile (creating "lookalike audiences"), and
measuring conversion events linked to your advertising ID to
optimise campaign performance.
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Personal information
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pseudonymised customer profile
data
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Lawful basis for processing
(UAE individuals)
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You consent.
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Necessary for compliance with
our legal obligations or to protect
your interests as our customer.
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Lawful basis for processing
(UAE individuals)
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Purpose & description Personal information
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To deliver personalised news, market insights, notificationsand = pseudonymised customer profile You consent.
other content to you based on your investment interests. data «eliaglgo
The feature relies on numerous datapoints concerning you, alggao Jrosll il caloll cilily
your trading behaviour and the content you look at online. This ayggll

will include information such as your age, industry, country of
residence, currency, content browsing history, time spent on
content, but also your investment portfolio, details about your
trading instructions, profit, how often you fund your account,
your balance and other information.

The information is ingested by our partner Alphastream in
encrypted and pseudonymised form and analysed using its
proprietary algorithm to create your profile which is then
allocated in audience segments. Once we establish your areas
of interest we source and present you and other customers in
the same audience segments with relevant content from third
party content providers and the Internet.

Alphastream.io Limited acts as our service provider. It will also
anonymise your data for its own legitimate purposes such as
product development. Please see
https://alphastream.io/privacy-policy for more information.
ole 2l el s alll cliginallg ciljleuiifllg Ggull 5§)9 dntiao Jual aiaail

)it eliolaiol i
)il elhglung el daleioll cilibyll bléi o ayaell Gle djroll aoied
Jlo g elpée Jio wilogleo el Joubnw cuipilll Gle ad] faii sall (sginallg
allcuaglg weli plall sginall adni Jawg alosllg eliold) abg wlloc
dllodlei Jga Juolaig Aylotiwill elibiano Elladg (sginoll e apnai
9 chunyg Ellun lgad Jof ,ill cilfoll 1acg ol illg el anlall Jghail
sl cilogleo
oAty jautio JAuly o piw lall WA J1g (o cilogleall 20 Jolsill ol
walo cliiitl ogy anlall a)5lall dtojjlgs plaiiul lghiar s o 1jleiuo oul
24237 3j201 - Jggoall Allpd 6 el a9y anunii oy (53llg el (plll caypeill
ouai ot (al cldoslg dlall 53 (sginall Ell paai lils Elolaial ciillao
il (og ) all (sginoll =iln (ojggonll alpi
Josi aiga clasl Ayl ygogauw il 4033 38 jos 63920l gl (s ou i &l
e edladll Lo alioll pghi Jio dcg uitoll anlall rag.r_'ul}ﬁﬂ elilily
https://alphastream.io/privacy-policy.cilogleall (o 2ujal

To manage our professional relationship with you using our general details Your consent or, as the case may
record management systems and engagement tools, details of your query be, as is necessary for the
identifying opportunities, contacting you by phone and sending . ) performance of our contract with
you marketing communications. professional opportunity records YyOu.
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Purpose & description
wangllg Al
To ensure proper administration of our organisation, including
to:

e keep appropriate records about how our services are used;
e resolve complaints;
e conduct troubleshooting;
e conduct equality monitoring;
e ensure the health & safety and make reasonable
adjustments to accommodate special needs;
e registerinteractions with our communications, such as
emails;
e enforce our terms;
e debt collection; and
e similar purposes.
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To engage our third party service providers who may process
your personal information on our behalf to facilitate the
provision of our services and the fulfilment of essential service
functions which we cannot fulfil ourselves, such as web hosting,
cloud storage, IT, analytics, payments, plugins,
communications, accounting, security, CCTV and others as well

as our advisors such as lawyers, accountants, insurers and
others.
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To introduce you to third parties who will provide additional

services if you expressed an interest or requested such
services.

Elolaial e cupd 1] &uale] Ciloan (gordpw 80 ailli calyal | ¢losaail
iloadll oam Jio cull gf

To share information with our affiliated companies.

For example, we may outsource certain functions to our
affiliated companies or engage in group-wide marketing
campaigns.

i aeylill calb piddl go calogleoll &4)liital
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Personal information
aynaddl calibyll

all information as is necessary
and proportionate for the
administration of our
organisation

ulifog (5)9 4 9 Lot wilogleall 21oa
liokio 6l

all information as is necessary
and proportionate to enable the
relevant service
A0l duuliiollg dojulll cilogleoll 2100
alall el aoaall

all information as is necessary
and proportionate to enable the
relevant third party service
phoil auuliiellg dojdll cilogleall gion
alall cila aeaall

all information as is lawful,
necessary and proportionate
aigild 943 Ol Lle cilogleall gron
Auuliiog 41)g 119

Lawful basis for processing
(UAE individuals)

o aljaill) dalleoll L igilall Gulwll
(82aioll dupell culjlolll dlga

Necessary for the performance
of our contract with you or, as the
case may be, as is necessary to
establish, exercise or defend
legal claims or comply with our
legal obligations.

ol eliy g liiy ppoll 2dell dafl (5)gp0
(51910 9o Lo Jll ATdo Lo
9l lgiujloo gl auigilall (sglell aolall
auigilall iloljilul JUiodll of lgic glaall

Necessary for the performance
of our contract with you or
compliance with our legal
obligations.

liyg Uiy opoll adell call (5)gpA
auiqilall litoljilul Jliiodllg

Your consent or, as the case may
be, as is necessary for the
performance of our contract with
you.

g lo Jlll Lrido Lun gf eliddlgo
liy g iy opoll agell il s5)gp4

Necessary for the performance
of our contract with you or
compliance with our legal
obligations.
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Purpose & description
wangllg Al
To share information with public authorities or regulators to
comply with our legal obligations as a financial services
regulated firm.
lilol jilel JUioul] autal cilgall gf dolell cillaliul go cilogleall @4jlitel
Adloll ala ] denlh a4 pid adgilall

To ensure health and safety at our premises.

For example, depending on circumstances, we may introduce
additional procedures to protect our staff from transmissible
diseases.

Uifldiio 6 otlullg danll ;los
o liakigo &iloal &uale] wilel ] §tini 26 Lagyall cuug s ol Juw Gle
Amsall ol

To ensure the safety of people, security of our premises, the
security of our systems and online services.

For example, we may monitor our networks, website, systems
and premises for suspicious activities, test and audit our
systems and deploy appropriate security measures.

gt Gle liloaag ikl il ¢of Glong ol dotlu ol
liloc (44lolg LLm_la_l\g 9Ll linagog lihu wadlyi 26 JUall Juw Gle
&pulio agiol plai pidig lpadaig WiaAil pitig daguito aladd (e

lixalhgo ailoal &8l il pli pgdi 28 gl e 2lug JUell Juw Lle
&nzall Aol o

To monitor interactions and operations for the prevention and
detection of crime including fraud, and share information with
law enforcement authorities and other stakeholders.

a4jliog (JUill ells 4 loy pflpll i piol cililosllg cuilclail anyl
ATl aalnoll Llaniy gital alail aalbell cilialull 2o Cilogleoll

To share data with another organisation in accordance with
the law for the purposes of ajoint venture, collaboration,
financing, sale, merger, reorganisation or similar event relating
to our organisation.

gldpumgg}um:hm\ el oqitall laag 6plonbmgouhuu\qﬁjhud
lichior Glei Jiloo cia i ouhii ale] gf 201 gl 2y glJnggluglsu

To process and share information as is required for our
compliance with the law or to establish, exercise or defend
legal claims.

To process and share information with other third parties
where required by law, such as regulators, law enforcement
agencies or where mandatory under a court order.

soleall dolay gl ojgilall liiod Liglho g a4 cilogleall 44)litog dalleal
gic glaall gf lgijloo of ayigilall
Jio (ygilall auAidy Lo LSP‘ ailli calynl go g4 litog Lilogleoll dalleol
wingol b.ol}J\ ella ol leis gl Gailall slail aalsoll cillaldulg aulall cilgall
&o04a0ll uo},o\

We will update you about any new purposes of processing of
your personal information from time to time, and we will obtain
your prior consent for such new purposes where we are
required to do so at law.
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Personal information
aynaddl calibyll

all information as is lawful,
necessary and proportionate

ayigile )95i l Lle Cilogleall gioa
Quuliiog dyjgpag

special category data relating to
health

aanll gleii ciill o anlh @y

device and browser details
usage data
CCTV data

bl ciliyg aaniollg jlgall Junlai
audlall Cilols cililyg

all information as is lawful,
necessary and proportionate
aigild 9941 Ul Lle wilogleall 2103
Auuliiog 41)g g

all information as is lawful,
necessary and proportionate
aigild 9981 Ul Lle wilogleall 2103
Auuliiog 41jg 1149

all information as is lawful,
necessary and proportionate
aigild 943 Ol Lle cilogleall gron
Auuliiog 41)g 1109

Lawful basis for processing
(UAE individuals)

o aljaill) dalleoll L igilall Gulwll
(82aioll dupell culjlolll dlga

Necessary for the performance
of our contract with you or, as the
case may be, for compliance with

our legal obligations.

ol .eliy g Ly oHoll agell dail 5jgpn
Lidloljild JUioll Jll Lido wwa
Auigilall

Necessary for compliance with
our legal obligations, to protect
public health as required by law,
or necessary to protect you and

your interests.

ol uigiall litoljildl JUiol s)gpe

9l ogilall rids loh dolell aanll &ylanl

lallno ajlong elijlonl g b

Necessary for compliance with
our legal obligations or licence
conditions, or to protect you and
your interests.

ol aigitall litoljildl Jliiol) SJ9MB
&loag elijloal of gruapill Ing pis
ehllne

Necessary for compliance with
our legal obligations or necessary
to establish, exercise or defend
legal claims.

ol avigilall ltloljilul Jliiol] (5)g 4
of laiwjlao gf ayigilall sgleall dolayl
lgic glanll
Necessary for compliance with
our legal obligations.

Ayigilall litoljrhl JUsio ! (5j9 1A

Where processing or sharing
your data is necessary for
compliance with a legal
obligation, or to establish,
exercise or defend legal claims.
lgi4)luito gl elilily dalleo (jg4i loaic
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4. Who else gets to see your data?

Where required in connection with the purposes set out above,
we will share your personal information with third parties where
it is necessary, proportionate and lawful, including with:

e ourthird parties that provide services or advice to us;

e our marketing, advertising and analytics partners
including Google, Adobe, Facebook, Salesforce and
others;

e our dffiliated companies;

e youragent such as a broker or advisor who interacts
with us on your behalf;

e third parties who provide additional services, features
or content to you;

e tax, regulatory and other authorities to comply with our
legal obligations or best practice;

e credit reference, anti-fraud agencies, law enforcement
and other stakeholders;

e persons or authorities where we are compelled by law,
responsible practices or for legal claims;

e therelevant entity in case of a merger, acquisition or
collaboration; and

e other third parties where you have provided your
consent.

5. Third parties may process your
personal information

Our services may contain links to other websites, third party
services, such as Twitter, Facebook, LinkedIn, Instagram,
YouTube and plugins. Some of the third parties who we share
your personal information with, such as credit reference
agencies, payment services providers or public authorities,
process your personal information for their own purposes.

You should check the privacy statements of these third parties
and we are not responsible for how they may process your
personal information. Some of our third party service providers
may use your anonymised personal information for business
administration and product development purposes.

6. How longis your personal
information kept?

We will keep your personal information for as long as is
necessary for the purposes listed above or longer, as may be
required by law or for legal claims. You may contact us for
further details or request deletion of your personal information
at any time.

The table below illustrates what general retention periods may
apply to specific categories of personal information. However,
the periods may vary depending on circumstances in
accordance with the law.
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Category of personal information
aunAadull calibull Gilia

account details, general details, call recording data, transaction
data

citloleall cililyg cilalball Sy cililyg dolell Junlailly wluall Junlai

CCTV data
asélyoll il pols calily
device and browser details, engagement information, preferences
and interests, third party data, usage data

aililug ciloloiallg cuirailly a4)liell cilogleog afx.oia]lg jlgall Junlai
phbaiuwl cililug aillill cal il

professional opportunity records
uigoll gojall cutlaw
payment details
.20l cilogleo

special categories personal information
il bl o danld Eilia

7. How do we secure your
personal information?

We maintain appropriate organisational and technological
safeguards consistent with best international standards to help
protect against unauthorised use, access to or accidental loss,
alteration or destruction of the personal information we hold.

We also seek to ensure our third-party service providers do the
same. We only appoint service providers under appropriate
contract who provide sufficient guarantees about data security
in accordance with applicable law.

We will endeavour to use the least amount of personal
information as is required for each purpose. We will employ
pseudonymisation and anonymisation techniques, where
appropriate.

Where appropriate, we apply security measures such as
encryption or hashing when sharing your personal information
with third parties.

Our staff will access your personal information on a “need to
know” basis.
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Retention period
hlaiaull 620
up to 10 years after account closure/last interaction depending
on legal and regulatory requirements
agigilall llnioll lag patll Jelail aio g wlwall Gulé] agy cilgiun 10 Lin
asouhiill
30 days from capture
Jalailll o logs 30

2 years from collection
goalll a4l o G liaw

6 years from collection
o2l Al o Cilgiw 6
Processed by our payment provider. Direct debit details will be
kept for the duration of the mandate.

830 Jlgh pilall anall Junlai Wblanul i sl 283l agjo Jié (o lgialleo
ugdl

Generally, not retained or only kept for the duration of the relevant
event.
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8. Where s your personal
information processed?

Depending on where you reside, your personal information will
be held in the UK or the UAE, as applicable.

However, we may transfer your personal information to our
aoffiliates, suppliers, business partners and other third parties in
countries different to your country of residence, including the
UK, UAE, EU or US.

Each of our recipients is subject to appropriate safeguards
such as due diligence and the standard contractual clauses or
similar contract for international transfers of personal
information.

9. Opt-out

If you would like us to stop sending you marketing
communications and to process your personal information for
direct marketing purposes, please contact us.

You can request to stop receiving our marketing
communications at any time by clicking on the unsubscribe link
at the bottom of each marketing message and we will add you
to a suppression list or otherwise arrange that you no longer
receive marketing communications.

10. Categories of Personal
information

Category of personal information

Apnaidl calibudl calia

«{ADSS
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Description

cangll

Username, password, and similar information.

agilisoll cilogleallg jgjall daldg prziual el

user account details
o2l ilwa Junlai

CCTV data
audlyoll cilpold ciliby

Image data recorded by our CCTV.
ligad audljoll il jod alhulg dlauoll gl cilily

A recording of your calls with us.

call recording data
Glollboll Jrauwd calily

Information in your query, complaint, job application or other coommunication.
sl culnil T of aagagl il gl eligius g el ludiwl ,a 63)lgll cilogleoll

details of your query
ey bwdiwl Junlas

device and browser details

aaniollg jlgall Junlai

Information automatically provided by your device and browser including mobile device ID,
internet protocol (IP) address, cookie ID, online identifiers, operating system, browser type,
language, time zone setting, location and date and time of access.

) cuigiilll Jg4gigy Olgicg Jgonall jlgall afeo clla La Lo Lilaliclhaniog ¢jlga lgoad Lill ciloglealllP (
auiojll adhioll alaclg aelllg adanioll £gig Jusuiuill olaig cuipill (e cilafeollg hlijul capeicalo Lafeog
-aiylig Jongll cudgg gdgollg

Information about your engagement with our emails and other coommunications or with our
content on the Internet including open rates, click rates, view rates, active time spent,
survey data, feedback data and similar information.

e W ol (sginall go gl cutllitll o Uy s ¢po Blusgoll g ALl aypul il go llclai e cilogleo
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engagement information
a4)linoll cilogleo
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Category of personal information
Al alibdl cailia

Description

cangll

general details
dolall Junlaill

identity details
diggll Junlai
professional opportunity records
auigall yayall cutlauw
payment details
gaall ailily

preferences and interests
Ciloloimillg cutluAaill

public data
dolall calibull

special categories data
anlh cilia ailily

third party data
&l calyhal calily

transaction data

criloleoll cilily

usage data

plaaiwl cilily

11. Data protection officer

Our Data Protection Officer can be contacted by post to
QOutsourced Data Protection LLP, 71 Queen Victoria Street,
London, EC4V 4AY or email to contact@prodpo.com.
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Your name, date of birth, address, email, telephone number, email address, nationality,
countries of residence, power of attorney, net income, net worth, sources of funds, PEP
status, role and employer details if you are acting in your professional capacity and similar
information.
alall ellaag olell Jigillg wliold] Jgag whipuiag wlaild ad)g Gigiblill Elayy g eligicg clalgi alig Elowl
Eliany capaii cuib 13 Josll coln Jyolaig @ljga Gwluw uapeall galadll allag Elligol jalnog ég il Laling
alilaoll culiidl ¢ro ella peg auigall

Your passport details, image, social insurance number, tax payer ID and similar information.
aliloo Eilogleog Liflpall gala Lafeog cloiaill lisoli pa)g Elijgng ljauw jlga cilogleo
Your personal and professional details as business customer and other opportunity records.
wapall spdllcdang (s)lad Juoes digollg duna gl ellunlar
Payment card, bank account details and similar information.
.alilooll cilogleollg elidl il Junlaig gasdl asliag

Information about your preferences and interests known, observed or inferred from various
sources.

aaling jalno o dluiiio g alhgale gi adgyeo cuil4 cguw liloloinlg lityAai Jga cilogleo
Publicly available information about you.
.090=ll aslioll lilogleo

Except for health and safety, diversity monitoring or for other important reasons, we do not
process information revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation.
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cililull agiall il aalleeg ciblall ajgiac gf arauwlall gf agyall cilhaieol gf amuludl Tl gf Litul of Lajell
apuiall lally aaletall il gf axally daleioll cilitll of el jaaddl sajaioll ajggll a7 Ayl & pogull
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Information provided by third parties about your interaction with our posts and content and
‘likes” on social media platforms, such as Twitter, Facebook or Instagram, your preferences
and interests received from our advertising and analytics partners, references from your
previous employer, referees, membership organisations and other third parties.
Jolgill Jilug cilnio Lle "wiblacdll g olginog Lifljguitio go ellelar Jga ailli caljhl (o doadall cilogleoll
weadidaillg calitde gl Lo Wi (o 63yl liloloialg wlitliaaig ol jeiwil of wlguua gf ugi Jio Lcloiadll
spdll all clhillg aigasll cilobiog ueapal (pluiilly @ilud Josll wala ¢o galxally

Information about the transactions you make in our services.
ilons 6 gy pgai Gill citloleoll Jga cilogleo

Information about how you navigate and engage with our online services, features
including online activity data such as downloads, clickstream data with URLSs visited
previously, page interaction, such as scrolling, clicks, and mouse-overs, methods used to
browse away from our website, information in security logs and similar information.
o cuipiill pe bl calily el 6 lou Wiljro cuipiitll Gle liloaa go Jelaillg Jaiill afars Jga cilogleo
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12. Updates

If we make any changes to our notice, you will be able to see them
on this page. You should regularly check for updates, as indicated
by the “Last updated” date at the top.

If you do not agree with the changes, please do not continue to
use our website or services. Of course, if any such changes
significantly affect you, we will ask for your prior consent where we
are required to do so by law.

13. For UAE individuals

This section provides further disclosures and describes the
rights in relation to your personal data that you may have
under UAE's Federal Decree-Law No. 45 of 2021 called the
Personal Data Protection Law if you are an individual in the
UAE.

A. Controller

ADS Securities L.L.C. will process your personal data as
“controller” for the purposes and on the legal grounds for
processing set out above.

ADS Securities L.L.C. ("ADSS LLC") is a limited liability company
incorporated under United Arab Emirates law. The company is
registered with the Department of Economic Development of
Abu Dhabi (No. 1190047) and has its principal place of
business at 8th Floor, Cl Tower, Corniche Road, P.O. Box 93894,
Abu Dhabi, United Arab Emirates. ADSS LLC is licensed by the
Central Bank of the United Arab Emirates to act as a financial
and monetary intermediary in the conduct of financial and
monetary brokerage business for the sale and purchase of
currencies and intermediating in money market transactions as
permitted in accordance with Central Bank Resolution Number
126/5/1995 (as amended) and to carry out certain categories
of financial investment business as permitted under Central
Bank Resolution Number 164/8/1994 (as amended).

B. Personal Data

“Personal data” means any data relating to anidentified natural
person, or one who can be identified directly or indirectly by way
of linking data, using identifiers such as name, voice, picture,
identification number, online identifier, geographic location, or
one or more special features that express the physical,
psychological, economic, cultural or social identity of such
person.

C. Natural person's rights

Subject to certain exemptions, limitations and appropriate
proof of identity, you will generally have the following rights in
relation to your personal data:

e Right to information about matters set out in this
notice. You may also contact us for further details
about our data retention policy and international data
transfers.

e Right to make an access request to receive a copy of
your personal information held by us.
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All requests will be processed without undue delay as required

Right to rectification of any inaccurate or incomplete
personal information.

Right to withdraw consent previously provided.

Right to object and stop our processing for direct
marketing purposes including profiling and statistical
surveys, any automated processing that has legal or

other serious consequences on you or any processing in

breach of the law.

Right to erasure of personal information that is no
longer needed.

Restriction on the processing of personal information.

Right to data portability from one service provider to
another, where applicable.

Right to lodge a complaint with the UAE Data Office.

by applicable law.

ADSS_Privacy_Notice_08Mar2022
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