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Important Safety Instructions

Comply with all warnings and operating instructions in this manual and save them for future reference. Do not operate this
unit before carefully reading through all safety information and operating instructions.

Understanding Safety Symbols

: DANGER The lightning flash with the arrowhead symbol, within an equilateral triangle is

intended to alert the user to the presence of uninsulated dangerous voltage
HAZARDOUS s , . : )

within the product’s enclosure that may be of sufficient magnitude to constitute a
VOLTAGE . )

risk of electric shock to persons.

é WARNING g\ev;tar:mng alerts you to a situation that could result in serious personal injury or

A caution alerts you to a situation that may result in minor personal injury or damage
CAUTION
to the product and/or property.

A note is used to highlight procedures pertaining to the installation, operation, or

L maintenance of the product.

Transportation and Storage

A Transport the UPS system only in the original package to protect against shock and impact.

The UPS must be stored in a ventilated and dry room.

Preparation

A Condensation may occur if the UPS system is moved directly from cold to warm environments. The UPS system
must be absolutely dry before being installed. Please allow at least two hours for the UPS system to adjust to the
environment.

A Do not install the UPS system near water or in damp environments.
A Do not install the UPS system where it would be exposed to direct sunlight or near a heater.
A Do not block ventilation holes on the UPS housing.

Installation

A Do not connect appliances or devices to the UPS output sockets or terminal that would over load the UPS.

\'
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Place cables in such a way that no one can step on or trip over them.

A Do not connect domestic appliances such as hair dryers to UPS output sockets.

Connect the UPS system only to a grounded, shockproof outlet, which must be easily accessible and close to the
ystem.

C

PS

(2}

A Use only a VDE-tested, CE-marked (or UL-marked for 100/110/115/120/127 VVac models) mains cable (e.g. the
mains cable of your computer) to connect the UPS system to the building wiring outlet (shockproof outlet).

A Use only VDE-tested, CE-marked (or UL-marked for 100/110/115/120/127 Vac models) power cables to connect
he loads to the UPS system.

—

A When installing the equipment, ensure that the sum of the leakage current of the UPS and the connected devices
oes not exceed 3.5mA.

Q

A Temperature Rating: Units are considered acceptable for use in a maximum ambient environment of 104°F (40°C).
A For Pluggable Equipment: The socket-outlet shall be installed near the equipment and shall be easily accessible.
A The unit is heavy. Lifting the unit requires a minimum of two people.

Operation

A Do not disconnect the ground conductor cable on the UPS or the building wiring terminals at any time since this
would cancel the protective earth of the UPS system and of all connected loads.

A The UPS system features its own, internal current source (batteries), therefore, the UPS output sockets or output
terminal blocks may be electrically live even if the UPS system is not connected to the building wiring outlet.

A In order to fully disconnect the UPS system, first press the “OFF” button, and then disconnect the mains.
A Ensure that no liquid or other foreign objects can enter into the UPS system.

The EPO, RS-232 and USB circuits are an IEC 60950-1 safety extra low voltage (SELV) circuit. This circuit must
be separated from any hazardous voltage circuits by reinforced insulation.

Maintenance, Service and Faults

A The UPS system operates with hazardous voltages. Repairs may be carried out only by qualified maintenance
personnel.

Vi
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A Risk of electric shock. Even after the unit is disconnected from the mains (building wiring outlet); components
inside the UPS system are still connected to the battery and are electrically live and dangerous.

A Before performing any service and/or maintenance, disconnect the batteries and verify that no current is present
nd no hazardous voltage exists on the terminals of the high capability capacitor, such as BUS-capacitors.

Q

A Only persons are adequately familiar with batteries and with the required precautionary measures may replace
batteries and supervise operations. Unauthorized persons must be kept well away from the batteries.

A Risk of electric shock. The battery circuit is not isolated from the input voltage. Hazardous voltages may occur
between the battery terminals and the ground. Before touching, please verify that no voltage is present.

A Do not dispose of batteries in a fire. The batteries may explode.
A Do not open or mutilate batteries. Released electrolyte is harmful to the skin and eyes. It may be toxic.

Batteries may cause electric shock and have a high short-circuit current. Please take the precautionary measures
specified below and any other measures necessary when working with batteries:

Remove watches, rings, or other metal objects.
Use tools with insulated handles.

Wear rubber gloves and boots.
Do not lay tools or metal parts on top of batteries.
Disconnect charging source and load prior to installing or maintaining the battery.

Remove battery grounds during installation and maintenance to reduce likelihood of shock. Remove the connection
from ground if any part of the battery is determined to be grounded.

A When changing batteries, install the same number and same type of batteries or battery packs.

A For UPS with internally mounted battery:

e Instructions shall have sufficient information to enable the replacement of the battery with a suitable manufacturer and
catalogue number.

e Safety instructions to allow access by Service Personnel shall be stated in the installation/service handbook.

e |If batteries are to be installed by Service Personnel, instructions for interconnections, including terminal torque, shall
be provided.

A Do not attempt to dispose of batteries by burning them. This could cause an explosion.
A Do not open or destroy batteries. Escaping electrolyte can cause injury to the skin and eyes. It may be toxic.

A Only replace the fuse with the same type and amperage to avoid fire hazards.

Vil
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A Do not disassemble the UPS system.

A This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful interference in which case the
user will be required to correct the interference at his own expense.

A Changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment.

A This is a product for commercial and industrial applications. In second environment installations, restrictions or
additional measures may be needed to prevent disturbances.

Waste Electrical and Electronic Equipment (WEEE)
Directive

Correct disposal of this product: This symbol indicates that this product must not be disposed of with
household waste, according to the WEEE Directive (2012/19/EU) and your national law. This product
should be taken to a collection center licensed for the recycling of waste electrical and electronic
equipment (EEE). The mishandling of this type of waste could have a possible negative impact on the
environment and human health due to potentially hazardous substances that are generally associated
with EEE. At the same time, your cooperation in the correct disposal of this product will contribute to

_ the efficient use of natural resources. For more information about where you can take your waste
equipment for recycling, please contact your local city office or your household waste collection
service.

Instructions Importantes Sur La Sécurité

Respectez tous les avertissements et consignes d'utilisation de ce manuel et conservez-le pour référence ultérieure. Ne
faites pas fonctionner cet appareil avant de lire attentivement toutes les informations de sécurité et les instructions
d'utilisation.

Comprendre Les Symboles De Sécurité

Le symbole de la pointe de fleche, dans un triangle équilatéral, est destiné a alerter
DANGER TENSION ['utilisateur sur la présence de tension dangereuse non isolée dans I'enceinte du
DANGEREUSE produit qui peut étre d'une ampleur suffisante pour constituer un risque
d'électrocution.

graves ou la mort.

é AVERTISSEMENT Un avertissement vous avertit d'une situation pouvant entrainer des blessures

viii
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Une remarque est utilisée pour mettre en évidence les procédures relatives a

LG l'installation, au fonctionnement ou a I'entretien du produit.

Une attention vous avertit d'une situation pouvant entrainer des blessures mineures ou
ATTENTION . . .
des dommages au produit et/ou a la propriété.

Transport et stockage

Transportez le systeme UPS uniquement dans son emballage d'origine pour le protéger contre les chocs.

>P

L'onduleur doit étre stocké dans une piéce ventilée et séche.

Préeparation

-

>

De la condensation peut se produire si le systeme UPS est directement déplacé d'un environnement froid a un
environnement chaud. Le systeme UPS doit étre absolument sec avant d'étre installé. Veuillez prévoir au moins deux
heures pour que le systeme d'ASI s'adapte a 'environnement.

N'installez pas I'onduleur a proximité d'eau ou dans un environnement humide.

>P

N'installez pas le systéeme UPS a un endroit exposé a la lumiére directe du soleil ou a proximité d'un appareil de
age.

o
>
)
c
=

>

Ne bloquez pas les trous de ventilation sur le boitier de I'onduleur.

Installation

Ne connectez pas de périphériques a la sortie de I'onduleur ou a un terminal susceptible de surcharger I'onduleur.
Placez les cables de maniére a ce que personne ne puisse marcher dessus ou trébucher dessus.

Ne connectez pas d'appareils domestiques tels que des séche-cheveux aux prises de sortie de I'ASI.

>BBb

Ne connectez le systéeme ASI qu'a une prise de terre protégée contre les chocs, qui doit étre facilement accessible
t proche du systéme ASI.

[0}

>

Utilisez uniquement un cable d'alimentation certifié VDE, marqué CE (par exemple, le cable d'alimentation de votre
ordinateur) pour connecter le systtme UPS au cablage du batiment sortie (sortie antichoc).

Utilisez uniquement des cables d'alimentation VDE, marqués CE pour connecter les charges au systéme UPS.

>P

Lors de l'installation de I'équipement, assurez-vous que la somme du courant de fuite de I'onduleur et des
périphériques connectés ne dépasse pas 3.5 mA.

iX
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A Température nominale: Les unités sont considérées acceptables pour une utilisation dans un environnement
ambiant maximal de 40°C (104°F).

A Pour les équipements enfichables: La prise de courant doit étre installée pres de I'équipement et doit étre
acilement accessible.

—h

A L'unité est lourde. Le levage de l'unité nécessite un minimum de deux personnes.

Fonctionnement

A Ne déconnectez pas le cable du conducteur de mise a la terre de I'onduleur ou des bornes de céblage du batiment
ar cela annulerait la mise a la terre de protection de I'onduleur et de toutes les charges connectées.

Q

A Le systéme ASI dispose de sa propre source de courant interne (batteries). Par conséquent, les prises de sortie ou
les borniers de sortie de I'ASI peuvent étre sous tension méme si le systéeme ASI n'est pas connecté a la sortie du
batiment.

A Pour déconnecter complétement le systéme UPS, appuyez d'abord sur le bouton "OFF", puis débranchez le
secteur.

A Assurez-vous qu'aucun liquide ou autre corps étranger ne puisse pénétrer dans le systeme ASI.

Les circuits EPO, RS-232 et USB sont des circuits de trés basse tension de sécurité (TBTS) CEI 60950-1. Ce
circuit doit étre séparé de tout circuit de tension dangereux par une isolation renforcée.

Maintenance, Service et Défauts

A Le systéme UPS fonctionne avec des tensions dangereuses. Les réparations ne peuvent étre effectuées que par
u personnel de maintenance qualifié.

(o8

A Risque de choc electrique. Méme aprés que I'appareil est déconnecté du secteur (prise de cablage du batiment);
es composants a l'intérieur du systéeme UPS sont toujours connectés a la batterie et sont sous tension et dangereux.

A Avant d'effectuer toute opération de maintenance, déconnectez les batteries et vérifiez qu'il n'y a pas de courant et

u'aucune tension dangereuse n'existe sur les bornes du condensateur haute capacité, telles que les condensateurs
us.

W o

Seules des personnes connaissent bien les batteries et, avec les mesures de précaution requises, peuvent les
remplacer et superviser les opérations. Les personnes non autorisées doivent étre tenues a I'écart des batteries.

A Risque de choc electrique. Le circuit de la batterie n'est pas isolé de la tension d'entrée. Des tensions
dangereuses peuvent se produire entre les bornes de la batterie et le sol. Avant de toucher, vérifiez s'il n'y a pas de
tension.

X
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A Ne jetez pas les piles dans un feu. Les piles peuvent exploser.

A N'ouvrez pas et ne mutilez pas les piles. L'électrolyte libéré est nocif pour la peau et les yeux. Cela peut étre
toxique.

A Les batteries peuvent provoquer un choc électrique et un courant de court-circuit élevé. Veuillez prendre les
mesures de précaution suivantes et toutes les autres mesures nécessaires lorsque vous travaillez avec des batteries:

e Retirez les montres, bagues ou autres objets métalliques.

e Utilisez des outils avec des poignées isolées.

e Portez des gants et des bottes en caoutchouc.

e Ne posez pas d'outils ou de pieces métalliques sur les batteries.
Débranchez la source de charge avant d'installer ou de maintenir la batterie.

e Retirez les masses de la batterie pendant l'installation et la maintenance afin de réduire les risques de choc. Retirez
la connexion de la masse si une partie de la batterie est déterminée pour étre mise a la terre.

A Lorsque vous changez les piles, installez le méme numéro et le méme type de piles ou de batteries.

A Pour onduleur avec batterie interne:

Les instructions doivent contenir suffisamment d'informations pour permettre le remplacement de la batterie par un
fabricant et un numéro de catalogue appropriés.

Les instructions de sécurité pour permettre I'acces au personnel de service doivent étre indiquées dans le manuel
d'installation/d'entretien.

Si des batteries doivent étre installées par le personnel de service, des instructions pour les interconnexions, y
compris le couple aux bornes, doivent étre fournies.

A N'essayez pas de vous débarrasser des piles en les brilant. Cela pourrait provoquer une explosion.

Ne pas ouvrir ou détruire les piles. L'électrolyte qui s'échappe peut causer des blessures a la peau et aux yeux.
Cela peut étre toxique.

A Ne remplacez le fusible que par le méme type et le méme ampérage pour éviter les risques d'incendie.
A Ne démontez pas le systéeme UPS.

Cet équipement a été testé et déclaré conforme aux limites d'un appareil numérique de classe A, conformément a
la partie 15 des regles de la FCC. Ces limites sont congues pour fournir une protection raisonnable contre les
interférences nuisibles lorsque I'équipement est utilisé dans un environnement commercial. Cet équipement génére,
utilise et peut émettre de I'énergie radiofréquence et, s'il n'est pas installé et utilisé conformément au manuel
d'instructions, peut causer des interférences nuisibles aux communications radio. L'utilisation de cet équipement dans
une zone résidentielle est susceptible de provoquer des interférences nuisibles, auquel cas I'utilisateur devra corriger les
interférences a ses propres frais.

Xi
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électroniques (WEEE)

A Les changements ou modifications non expressément approuvés par la partie responsable de la conformité
pourraient annuler l'autorité de I'utilisateur a utiliser I'équipement.

A Ceci est un produit pour les applications commerciales et industrielles. Dans les installations du deuxiéme
environnement, des restrictions ou des mesures supplémentaires peuvent étre nécessaires pour éviter les perturbations.

Directive sur les déchets d'équipements électriques et
électroniques (WEEE)

Elimination correcte de ce produit: Ce symbole indique que ce produit ne doit pas étre éliminé avec
les ordures ménageéres, conformément a la directive WEEE (2012/19/EU) et a votre |égislation
nationale. Ce produit doit étre déposé dans un centre de collecte agréé pour le recyclage des déchets
d'équipements électriques et électroniques (EEE). La mauvaise manipulation de ce type de déchets
pourrait avoir un impact négatif possible sur I'environnement et la santé humaine en raison de
substances potentiellement dangereuses généralement associées aux EEE. Dans le méme temps,
votre coopération dans I'élimination correcte de ce produit contribuera a une utilisation efficace des
ressources naturelles. Pour plus d'informations sur les lieux de recyclage de vos équipements usageés,
veuillez contacter votre mairie ou votre service de collecte des ordures ménageéres.

| 5
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Supplied Components and Hardware

If any pieces are missing or damaged, please report it immediately to Technical Support at
av.middleatlantic.techsupport@legrand.com or (866) 977-3901.

UPS RackLink™
Network Card
A

RJ45 to DB9 Cable
(o4

User Manual

Supplied Components and Hardware

E? NOTE

To order more hardware, contact support at av.middleatlantic.techsupport@legrand.com or
(866) 977-3901.

Required Tools

#2 Phillips Screwdriver

A

WARNING

AVERTISSEMENT

Use tools with caution and follow all necessary safety protocols.

Utiliser des outils avec prudence et suivre tous les protocoles de sécurité
nécessaires.

13
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Introduction

The RackLink™ Network Card (referred to as network card or card), provides network configuration interfaces for
the NEXSYS Line Interactive UPS. While communicating with the UPS, the card acquires its information and
provides remote workstation management over your network to conveniently obtain the status of your UPS and
configure a variety of functions and settings. The card supports Public protocols including SNMP and HTTP.

Features

e Allows remote management of the UPS from any workstation through Internet or Intranet.
e Remote UPS monitoring via SNMP and HTTP.
e UPS and system function configuration from any client (password protected)
e Set UPS system parameters through a Web Browser.
e Collect event log and metering data history of power events, power quality, status, and battery
conditions on your system.
Other features and supported protocols include:
o SNMP Trap and Email Notifications.
o Network Time Protocol.
o Telnet.
o BOOTP/DHCP.
o HTTPS, SSH, SFTP and SNMPv3 security protocols.
o RADIUS (Remote Authentication Dial In User Service) login and local authentication.
o Remote event log management through syslog
o IPv4
o |IPv6 (Ready Logo Phase 2 - Core for Host, Logo ID 02-C-000624).

— Most images in this manual come from an Outlet model UPS. Procedures and images are
= NOTE L .
= similar for a Bank model UPS unless otherwise noted.

Disable the sleep mode function to keep your network card on regardless of your UPS
power settings.
CAUTION When enabled, sleep mode deactivates the network card port when the UPS is Off, the

batteries are fully charged, and the LCD panel is asleep.
For more information, see "Understanding Network Access to Your UPS" on page 17.
Désactivez la fonction de mode veille pour garder votre carte réseau allumée quels que
soient les paramétres d'alimentation de votre onduleur.

ATTENTION Lorsqu'il est active, le mode veille désactive le port de la carte réseau lorsque I'onduleur

est éteint, les batteries sont complétement chargées est en veille et I'écran LCD.
Pour plus d'informations, voir " Comprendre I'accés réseau a votre onduleur" a la page 17.

14
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Feature Set

Lettered callouts on both the Top and Front of the following network card images (some letters are shown on both
views) match with a corresponding list of explanations below.

Front of Network Card © ® ®

@0 < A3

A. Ethernet Network Port
B. Ethernet Port LED Indicators

When the Ethernet network port is initializing or upgrading the card's firmware, two LED indicators flash
simultaneously and indicate the following statuses:

e Rapid simultaneous flashing (every 50ms): Initialization or firmware upgrade in progress.

e Slow simultaneous flashing (every 500ms): Initialization failed.

When upgrading your firmware, never disconnect the Ethernet or power
CAUTION . . :
connections. Doing so may result in data loss or damage to the port.
Lors de la mise a niveau de votre micrologiciel, ne déconnectez
ATTENTION jamais les connexions Ethernet ou d'alimentation. Cela pourrait entrainer une
perte de données ou endommager le port.

The green LED indicator shows the following network connection statuses:

e ON: Network connection established and the IPv4 address is useable.

e OFF: Not connected to a network.
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The yellow LED indicator shows the linking status between the SNMP IPv6, and your UPS as follows:
e Rapid flashing (every 50ms): UPS is linked.
e Slow flashing (every 500ms): UPS is not linked.

C. Console (COM) Port

D. Reset Button

When pressed, resets the SNMP card, and does not affect the operation of your UPS.
E. Operation Mode DIP Switches

factory).

@ NOTE Leave both switches in the Normal Mode position (away from the numerals, as set from the

Installing Your RackLink Network Card (If Applicable)

1. Use a #2 Phillips screwdriver to remove (2x) screws and the cover plate on the back of the UPS as shown.

2. Carefully insert the network card (A) in the upright position and firmly into place along the correct expansion
slot grooves as shown.

3. Use screwdriver, (2x) cover screws, and attach cover (B) to the opening.

16
©2022 | Legrand AV, Inc. All rights reserved.


https://www.legrandav.com/legal/term_and_conditions

UPS RackLink Network Card User Manual Understanding Network Card Configuration Methods

Understanding Network Card Configuration Methods
Disable the sleep mode function on your UPS. For more information, see “Understanding Network Access to Your
UPS” on page 17.

If a network connection is available at your location, you can configure your network card using the web
interface or command line interface (and using Telnet, HyperTerminal, or PuTTY).

For more information, see “Connecting to Your Network Card Using the Web Interface” on page 22 and “Connecting
to Your Network Card Using a Virtual Terminal Client over a Network Connection” on page 28, respectively.

If a network connection is not available, you can configure your network card using the COM port.

For more information, see “Connecting to Your Network Card Using a Virtual Terminal Client over a COM Port
Connection” on page 30.

No matter which method is used, when you log in to the system for the first time you
g NOTE are forced to change the default passwords on all three accounts for security purposes.
Be prepared to modify all three passwords.

Understanding Network Access to Your UPS

Disable the sleep mode function as shown in this topic to keep your network card on
regardless of your UPS power settings.
When enabled, sleep mode deactivates the network card port when the UPS is Off, the
batteries are fully charged, and the LCD panel is asleep.
Désactivez la fonction de mode veille comme indiqué dans cette rubrique pour que votre
carte réseau reste allumée, quels que soient les paramétres d'alimentation de votre
ATTENTION onduleur.
Lorsqu'il est active, le mode veille désactive le port de la carte réseau lorsque I'onduleur
est éteint, les batteries sont complétement chargées est en veille et I'écran LCD.

CAUTION

1. Keep your UPS plugged in and with the unit turned Off, press the Select button to enter the Main Menu.

2. Use Up and Down buttons to scroll and highlight the Configuration main menu option, and then press
Select.

3. Use Up and Down buttons to scroll and highlight the Service Mode configuration menu option, and then
press Select.

Service mode functions are password protected. The default password is 0000 and is
NOTE automatically entered on the LCD. Press Select to verify each password character and
enter the Service Mode menu.

4. Use Up and Down buttons to scroll and highlight the Sleep Mode service mode menu option, and
then press Select.

5. Use Up and Down buttons to scroll and highlight the Disabled option, and then press Select.
6. Press the Cancel button to exit.

For more information, refer to "Using Main Menu > Configuration Functions > Service Mode" in the NEXSYS Line
Interactive UPS User Manual (100-00072) at www.legrandav.com.
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Understanding Default Administrative Account Setting

Your network card has the following default IP address, DHCP setting, and administrative account credentials:

Administrator

IP Address: 192.168.1.201

DHCP: Enabled

Username: admin

Password: admin

Locating the Card on Your Network Using DHCP and the
Device Discovery Tool

You can access and configure your network card with or without a network connection
as explained in “Understanding Network Card Configuration Methods” on page 17.

=4 NOTE  No matter which method is used, when you log in to the system for the first time you
are forced to change the default passwords on all three accounts for security purposes.
Be prepared to modify all three passwords.

If desired, leave the default DHCP as enabled, connect your workstation to the network card Ethernet port using a
straight through RJ45 Cat-6 Ethernet cable (not provided).

Then, you may access the web interface using the assigned IP address from the LCD menu or using the RackLink
Device Discovery tool and change the device name or IP address as desired.

For more information, see “Installing The Device Discovery Software on a PC” on page 113 or “Installing The
Device Discovery Software on a PC” on page 113.

Configuring a Workstation Static IP Connected Directly
or via Switch

Out of the box, your RackLink device is configured to use DHCP. If you are using a DHCP server, your device
should work automatically, and you can proceed to “Connecting to Your Network Card Using the Web Interface” on
page 22. If you are not using a DHCP server, you can connect your workstation to the network card’s Ethernet port
(or through a switch) using a straight through RJ45 Cat-6 Ethernet cable (not provided) and configure your
workstation with a static IP address on the same network as follows.

NOTE Windows operating systems. Refer to documentation provided with your workstation to

G The following procedure shows steps using Windows® 11. The steps are similar in other
- access equivalent screens on other platforms.
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1. Disconnect the workstation from any networks.

2. Use the Windows taskbar to search for and open the Control Panel as shown.

J O control panel

Control PaneNAll Control Panel items. - o X
Al Apps  Documents Web  More v & 3 v A B> ControlPanel > All Control Panel ltems >
Best match Adjust your computer’s settings Viewby: Large icons ~

Control Panel
| eB e

»
@; a“tlod“k Plot Style [E‘E Autodesk Plotter Manager [} AutoPlay ¥ i;‘_k;p ""‘17_R95‘°’€
Apps Control Panel VANAgEr = rvincowes
: AN & BitLocker Drive Encryption Al Color Management M configuration Manager ) Credential Manager
O Settings o i
@ NVIDIA Control Panel y y Date and Time | Default Programs 3 Device Manager S® Devices and Printers
Settings @ Ease of Access Center B File Explorer Options @ File History A Fonts
L 1BM i Access Client ¢ »
- N Indexing Options 74 Internet Options Java
Solutions o e € P J
See if you have a 32-bit or 64-bit -
version of Windows & Power0 Keyboard J Mail (Microsoft Outlook) g Mouse 2‘9“;‘10“ and Sharing
enter
Search work and web 2 Auto )t Style Manager
Phone and Modem @ rower Options T Progamsand Features  JRll Recovery
lanager - in 0
control panel
ol =tpie o A RemoteAppand Deskiop gy SAP GUI Configuration e
; - 9 %9 Connections = 32-bit) Y
Sound ) speech Recognition g storsge Spaces & synccenter

3. Double click Network Sharing Center in the Control Panel.

The Network Sharing Center screen appears.

f-‘}_ Control Panel\All Control Panel ltems\Netwerk and Sharing Center

ol Panel > All Control Panel ltems > Metwork and Sharing Center

View your basic network information and set up connections
Contrel Panel Home

View your active networks

Change advanced sharing DIR.GRPLEG.COM Access type: Internet
settings Dornain netwark Connections: Il Ethernet

Media streaming options

Change your networking settings

dh. Set up a new connection or network
=

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

‘Windows Defender Firewall

4. Click Change adapter settings.
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The Network Settings screen appears.

trol Panel\Metwork and Internet\Metwork Connections

T !E'_ Metwork and Intern... * MNetwork Connections

Organize * Disable this network device Diagnose this connection Rename this connection =
L_'. Bluetooth Network Connection L_'- Ethernet
- Mot connected } == DIRGRPLEG.COM
x B Bluetooth Device (Persanal Area”.. @ Intel(R) Fthernet Connection (111 .
®y Disable
Status
Diagnose

®y Bridge Connections

Create Shortcut

oy
% Rename

5. Locate the workstation’s wired network connection, which should be listed in the LAN or High-Speed
Internet group and be named similar to “Ethernet” or “Local Area Connection.”

6. Right-click the wired network connection and select Properties.

The Local Area Connection Properties window appears.

@ Ethernet Properties

Networking ~ Authertication  Sharing

Connect using:

? Intel{R} Ethemet Connection {11) 1215-LM

This connection uses the following items:

&3 Client for Microsoft Networks
File and Printer Sharing for Microsaft Netwarks

v P e R PO S R |
W /| )
-1
= e tawtocol

T
. Microsoft LLDP Protocol Driver
4 Intemet Protocol Version 6 (TCP/IPvE)

Install... Properties

Description

Transmission Control Protocel/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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7. Click Internet Protocol Version 4 (TCP/IPv4) to highlight the row.
8. Click Properties.

The Internet Protocol (IP) Properties screen appears.

Internet Protocel Version 4 (TCP/1Pvd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
D Use the following IF address:

IF address: | 192 .168 . 1 .201 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192,168 . 1 . 200/ |

Obtain DMS server address automatically

0 Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server: | . . . |

[ validate settings upon exit Advanced...

9. Write down the workstation’s current TCP/IP settings.

Save these settings and use them to restore your workstation back to its original
NOTE . . . .
configuration after connecting to the device.

10. Select Use the following TCP/IP address radio button option and configure the following:
e Inthe IP address field, enter 192.168.1.201.
e In the Subnet mask field, enter 255.255.255.0.
e |In the Default gateway field, enter 192.168.1.200.

11. Click OK.

@ NOTE You may need to reboot your workstation for the new settings to take effect.
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Accessing Your IP Address on the LCD Menu

Use the following steps to view the IP address from the LCD display menu.

Y Select

“ O <—— Power Button
LCD

@ A A X Menu
) — f—) f— v PO
= | =
e e e e L Y == 13
S | — — — — — — — O
s | e | e | e | e | e | e | i
B [ [ | [ [ e e [ ] == O
©

!

Up

Arrow

6

) v
o 5] [Q] [8]

If you haven’t done so already, your UPS must first be charged for at least eight hours before it can provide
direct backup power to connected devices. For more information, refer to “Charging Your UPS, the First
Time” in the NEXSYS Line Interactive UPS User Manual (100-00072) at www.legrandav.com.

Press the power button on the front panel and hold it until you hear a single beep, then release, to turn on
your UPS.

For more information, refer to “Understanding the UPS Power Button” in the NEXSYS Line Interactive UPS
User Manual (100-00072) at www.legrandav.com.

Press the Select button to enter the Main Menu.

Use Up and Down buttons to scroll and highlight the Information menu option and then press Select.
Use Up and Down buttons to scroll and highlight the IP Address menu option, and then press Select.
The IP address appears.

Write down the |IP address for reference.

Connecting to Your Network Card Using the Web
Interface

If a network connection is available at your location, you can use the following steps to sign in and perform some
basic network card configurations using the web interface.

For more information about network card setup using the web interface, see “Configuring Your Network Card
Using the Web Interface” on page 43.

Use a CAT5 network cable (not provided) to connect the network port on the card to the network at
your location. Make sure your workstation is connected to the same LAN as your network card.
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2. Open a web browser and enter the default host name UPS—-RLNKCARD or the default IP
address 192 .168.1.201.

e |If you have previously changed the Host Name or IP address of your
[_? NOTE network card, connect with the new settings.

e Chrome is used as the web browser for the example shown in this topic.
The procedures and images are similar if you use a different browser.

3. Click Advanced and then Proceed to bypass the security certificate warning (since locally issued
certificates are used at this point).

A

Your connection is not private

Attackers might be trying to steal your information from (for example,
passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

“=~ «— Click Advanced

This server could not prove that it is ; Its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

l Proceed to (unsafe) :H Cl iCk Proceed

4. The web interface login appears.
5. Log into the web interface with the default credentials as username: admin | password:
admin.

The default names and passwords for the Administrator, Device Manager, and Read Only User accounts in
your web interface, respectively, are as follows:

Administrator Device Manager Read Only User
Username: admin Username: admin Username: admin
Password: admin Password: password Password: password
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e If you are logging in for the first time, the Web Interface Utility makes you
change the default passwords for all three accounts (for security purposes,
you cannot use the defaults for this forced change) and makes you
configure the system time settings. For more information, see “Using the

. Web Interface Setup Utility” on page 26.
NOTE e If you have previously changed the username and password for any of the

accounts, log in with the new settings.
e The web interface terminates idle connections after 30 minutes.

e If you are still unable to connect to the web interface, see “Troubleshooting”
on page 107.

6. Click Device >> Management >> Configure to change the Device Name as desired.

u RackLink Discovery - v.1.2
MIDDLE ) )
ATLANTIC. Device Discovery

& brers of D bogpaned

Home Device Type Device Description IP Address MAC Address Device Control

Monitor el UL RACE sl 192.168. _

-

Device [ - g
UPX-RACKSNY |
Management 1 Discmreredl Note: If you at — — ~ Jdisable your Windows Firewall o

Reaction Select UPS Configuration:

Generasetng

Auto-Restart

Control UPS Buzzer Device Name: | UPX-RACK5-NY

Weekly Schedule Voltage Sensitivi
Specific Schedule Low Battery Temperature Unit: ﬂ

Event Level Battery Replacement Date

+ Submit
SN Exiemal Battery Pack |

7. Click Submit.

We recommend changing the device name on each unit to make them easier to identify
_ when accessing units in-person or via remote. You can change the IP address, the device
g. NOTE name, and many other settings using Ethernet connections (directly or through a switch) or
remote connections. The following naming convention provides an example for easy
identification by device, enclosure, and location.

) Specific Enclosure )
Device ¢ Location

™ K
LUPX-RACKS-NYJ

8. Specify your preferred display language if different from the default (English). Your network card
remembers your language preference.
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9. Click Submit.

10. Click System >> Administration >> User Manager to manually specify whether users are
allowed to log in from other LANs as follows:

e Select Only in This LAN to block login attempts from external connections.
e Select Allow Any to permit external connections.
11. Click Submit.

12. Click System >> Administration >> TCP/IP from the navigation menu and set the Host Name, IP
address, Subnet Mask, and Gateway IP for your network card.

If you have multiple UPS network cards installed on your network, we recommend
changing the device name on each unit to make them easier to identify when accessing
units in-person or via remote. You can change the IP address, the device name, and many
other settings using Ethernet connections (directly or through a switch) or remote
connections. The following naming convention provides an example for easy identification
by device, enclosure, and location.

MIDDLE
ATLANTIC.

B brorsd of D bagrand

English ~ | (» Logout

2 Administrator |

UPS RackLink ™

Home System » Administration » TCP/IP

Monitor
TCPIIP ﬁ

Device System

TCP/P Settings for IPv4 System

System Contactor:

© Enable @@ Disable

System

Administration

DHCP Client: () Enable @ Disable Host Name:

User Manager
IP Address:

TCP/AP

Subnet Mask: 255.255.254.0 System Location:

Web

Gateway |P: 10.90.50.1 NBNS Service:

Console

FTP DNS IP: 8844

Time Server

Syslog

Batch Configuration
Firmware Upgrade

Notification

Search Domain:

DHCP Client:

TCP/AP Settings for IPve

© Enable @@ Disable

Link

Auto-Negotiation: ' Enable

Speed: () 100M @ 10M

© Full @ Haif

Duplex:

Model

Firmware Version

System Time

13.
14.

15.
16.

Changing the parameters in the Link group will cause the SNMP card to restart.
IP Address:

Prefix Length:
Gateway V6IP:

DNS V6IP:

Click Submit.

Click System >> Administration >> Time Server from the navigation menu to manually set the
date and time for the system or enable automatic time synchronization between the network card
and the time servers.

Click Submit.

For more information about network card setup using the web interface, see “Configuring Your
Network Card Using the Web Interface” on page 43.
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Using the Web Interface Setup Utility

The first time you log into the web interface as described in “Connecting to Your Network Card Using the Web
Interface” on page 22, the Web Interface Utility makes you change the default passwords for all three accounts (for
security purposes, you cannot use the defaults for this forced change) and makes you configure the system time
settings.

1. Log into the web interface with the default credentials as username: admin | password: admin. For
more information, see “Connecting to Your Network Card Using the Web Interface” on page 22

The Web Interface Setup Utility appears.

This utility will guide you to configure the following
initializations.

Administrator Password
Device Password
User Password

Time Setting

2. Click Start.

The utility prompts you for a new Administrator password and to set LAN limitations for the account.

Adminitrator Password

© Only in This LAN

Login Limitation gy iow Any

< Previous

3. Use fields for New Password, Confirm Password, and select a Login Limitation as Only in This LAN or
Allow Any, as desired.
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4. Click Next.

The utility prompts you for a new Device password and to set LAN limitations for the account.

Device Password

New Password

© Only in This LAN

Login Limitation @ Allow Any

= Previous

5. Use fields for New Password, Confirm Password, and select a Login Limitation as Only in This LAN or
Allow Any, as desired.

6. Click Next.

The utility prompts you for a new User password and to set LAN limitations for the account.

User Password

New Password

@ Only in This LAN

Login Limitation © Allow Any

< Previous

7. Use fields for New Password, Confirm Password, and select a Login Limitation as Only in This LAN or
Allow Any, as desired.

8. Click Next.
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The utility prompts you for system time settings.

Time Setting

QO SNTP @& Manual

Time Zone | GMT-05:00 Eastern Time ~
Time Server | time google.com

9. Use fields to select SNTP or Manual as desired. For more information, see “Using the System >>
Administration >> Time Server Page” on page 82.

10. Click Finish.

The dashboard appears.

Connecting to Your Network Card Using a Virtual
Terminal Client over a Network Connection

Microsoft® has removed HyperTerminal from Windows Vista and later versions. If your
g NOTE operating system does not include the program, a free alternative network virtual
terminal client named PuTTY is available at http://www.putty.org.

If a network connection is available at your location, you can use the following steps to sign in and configure your
network card via command line or using your preferred network virtual terminal client. Telnet™, HyperTerminal™,
and PuTTY are mentioned and used as examples in this manual.

For more information about network card setup using a network virtual terminal client, see “Configuring Your
Network Card Using a Virtual Terminal Client” on page 32.

1. Use a CAT5 network cable (not provided) to connect the network port on the card to the network at
your location. Make sure your workstation is connected to the same LAN as your network card.

2. Launch your preferred network virtual terminal client — Telnet, HyperTerminal, and PuTTY are
mentioned and used as examples in this manual. In your client software, look for connection
settings (or something similar) where you can enter the host name or IP address values and
connect to access the network card.

28
©2022 | Legrand AV, Inc. All rights reserved.


https://www.legrandav.com/legal/term_and_conditions
http://www.putty.org/

UPS RackLink Network Card User Manual Connecting to Your Network Card Using a Virtual Terminal Client
over a Network Connection

You may also prefer quickly launching and connecting to your network virtual terminal client using a
command line.

e On Windows: Select Start >> Run, enter cmd, and press Enter.

e On Linux®: Launch Shell.

The following are example commands that launch the Telnet virtual terminal client and establishes a
connection to the network card using the host name or IP address, respectively:

e telnet UPS-RLNKCARD
e telnet 192.168.1.201

e If you have previously changed the Host Name or IP address of your network

[_fr NOTE card, connect with the new settings.
— e Refer to your network virtual terminal client documentation for more information

about command line details, if available.

3. Log in with the default credentials as username: admin | password: admin.

The default names and passwords for the Administrator, Device Manager, and Read Only User
accounts in your web interface, respectively, are as follows:

Administrator Device Manager Read Only User
Username: admin Username: admin Username: admin
Password: admin Password: password Password: password

e If you are logging in for the first time, the system forces you to change the
default passwords on all three accounts for security purposes.

e If you have previously changed the username and password for any of the
accounts, log in with the new settings.

e If you are still unable to connect to the web interface, see “Troubleshooting”
on page 107.

e The network card terminates idle network virtual terminal client connections
after 60 seconds.

=# NoOTE

4. For more information about network card setup using a network virtual terminal client, see
“Configuring Your Network Card Using a Virtual Terminal Client” on page 32.
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Connecting to Your Network Card Using a Virtual
Terminal Client over a COM Port Connection

e Microsoft has removed HyperTerminal from Windows Vista and later
versions. If your operating system does not include the program, a free
alternative network virtual terminal client named PuTTY is available at

NOTE http://www.putty.org.

e If you are running a non-Windows system, refer to your system user manual
for Telnet or other virtual terminal clients.

If a network connection is not available at your location, you can use the following steps to sign in and configure
your network card using the COM port, and then use your preferred virtual terminal client. Telnet, HyperTerminal,
and PuTTY are mentioned and used as examples in this manual.

For more information about network card setup using a virtual terminal client, see “Configuring Your Network
Card Using a Virtual Terminal Client” on page 32.

1. Use the RJ45 to DB9 cable (C) to connect the COM port on the card to the COM port on your
workstation.

2. Make sure the DIP switches on your network card are both UP (in the OFF position), which puts
the card in normal mode.

Make sure both DIP
switches are UP.

3. Launch your preferred virtual terminal client.
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e HyperTerminal is shown as the example virtual terminal client in the
remaining steps of this topic. HyperTerminal and PuTTY are also mentioned
@ as example virtual terminal clients in this manual as well.

NOTE « Microsoft has removed HyperTerminal from Windows Vista and later
versions. If your operating system does not include the program, a free
alternative virtual terminal client named PuTTY is available at
http://www.putty.org.

4. Enter a name, choose an icon for the connection, and click OK.

5. Select the COM port connected to the network card from the Connect Using drop-down,

ConnectTo

Enter details For the phone number that you want to dial;

Cr yireqgion: lTaiwan (8886) Ll

Connect using: I Ccom3

[~ Detect Carrier Loss
¥ Use country/reqion cade and area code
r

Eedéa\ on busy

OK | Cancel

6. Click Configure and set up the COM port parameters as shown.

E6&i§ni;mpieﬂies ]

Bits per second: |FZI0

Databits: |8

Parity: [None

Stop bits: |1

Row control: I None

Restore Defaults

OK | cancet | Aoy
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7. Click Apply and OK to continue.

8. Make sure the DIP switches on your network card are both DOWN (in the ON position), which puts
the card in configuration mode.

Your virtual terminal client should then automatically connect to your network card. You may have
to click a telephone icon or a connect button in your client to force the connection.

Make sure both DIP
switches are DOWN.

e The network card terminates idle virtual terminal client connections after 60

% T seconds.
— e When you are finished making configurations, return both DIP switches on the
network card to the UP (OFF position) which puts the card back into normal mode.

9. For more information about network card setup using a virtual terminal client, see “Configuring
Your Network Card Using a Virtual Terminal Client” on page 32.

Configuring Your Network Card Using a Virtual
Terminal Client

Microsoft has removed HyperTerminal from Windows Vista and later versions. If your
% NOTE operating system does not include the program, a free alternative virtual terminal client
named PuTTY is available at http://www.putty.org.

1. Use a virtual terminal client to configure your network card over a network or COM port
connection.
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For more information about connecting to your network card either of these ways, see “Connecting
to Your Network Card Using a Virtual Terminal Client over a Network Connection” on page 26 and
“Connecting to Your Network Card Using a Virtual Terminal Client over a COM Port Connection”
on page 30.

=, NOTE If using a COM port connection, make sure the DIP switches on your network card are both
= DOWN (in the ON position), which puts the card in configuration mode.

The Main Menu appears.

3
[&
.

2. Select one of the Main Menu items shown by entering the corresponding number (or letter) and
pressing Enter.

3. Use the remaining topics in this section to access and configure various settings included in the
Main Menu.
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Using the User Manager Menu

e Type 1 and press Enter to select User Manager from the Main Menu.

Use the corresponding list in this topic to access and configure various settings in the User Manager
menu.

RADIUS Settings

1. RADIUS Auth: Select to specify whether a RADIUS login is allowed. RADIUS is disabled by default.
2. Server: If RADIUS is Enabled, select to provide the server’s name.

3. Secret: If RADIUS is Enabled, select to provide the secret name.

4. Port: If RADIUS is Enabled, select to specify the port number. The default port number is 1812.
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Local Auth Settings

Administrator

5. Administrator Account: The case sensitive administrator account name. The default name is admin.

6. Administrator Password: The case sensitive password for the administrator account. The default is
password.

7. Administrator Limitation: Select if you want the administrator account given access Only in This

LAN or outside of the LAN, as desired. The default setting is Only in This LAN.

Device Manager Account

8. Device Manager Account: The case sensitive device manager account name. The default name is
device.

9. Device Manager Password: The case sensitive password for the device manager account. The
default is password.

a. Device Manager Limitation: Select if you want the device manager account given access Only in
This LAN or outside of the LAN, as desired. The default setting is Only in This LAN.

Read Only User Account

b. Read Only User Account: The case sensitive read only user account name. The default name is
admin.

c. Read Only User Password: The case sensitive password for the read only user account. The default
is password.

d. Read Only User Limitation: Select if you want the read only user account given access Only in This
LAN or outside of the LAN, as desired. The default setting is Only in This LAN.

0. Back To Previous Menu
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TCP/IP Settings

E’ NOTE

If you have multiple UPS network cards installed on your network, you can avoid issues
by changing the default Host Name, disabling BOOTP/DHCP, and manually assigning
a static IP address on each card.

Type 2 and press Enter to select TCP/UP Setting from the Main Menu.

Use the corresponding list in this topic to access and configure various settings in the TCP/IP Setting

menu.
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IPv4 Address: Select to specify the IPv4 address. The default address is 192.168.001.201.
IPv4 Subnet Mask: Select to specify the IPv4 subnet mask. The default mask is 255.255.255.000.

IPv4 Gateway IP: Select to specify the IPv4 gateway IP address. The default address is
192.168.001.254.

IPv4 DNS or WINS IP: Select to specify either the IPv4 domain name server or WINS IP address. The
default address is 192.168.001.001.

DHCPv4 Client: Select to enable or disable the DHCPv4 protocol. The default setting is Enable.
IPv6 Address: Select to specify the IPv6 address.

IPv6 Prefix Length: Select to specify the IPv6 prefix length.

IPv6 Gateway IP: Select to specify the IPv6 gateway IP address.

IPv6 DNS IP: Select to specify the IPv6 Domain Name Server IP address.

DHCPv6: Select to enable or disable the DHCPvVv6 protocol. The default setting is Enable.

Host Name (NetBIOS): Select to specify the host name for your UPS RackLink network card. The
default name is UPS-RLINKCARD.

System Contact: Select to specify the system contact information.
System Location: Select to specify the system location information.

Auto-Negotiation: Select to enable or disable the automatic transfer rate (10/100Mbps) negotiation.
The default setting is Enable.

Speed: If Auto-Negotiation is disabled, select to specify the transfer rate. The default speed is 100M.
Duplex: If Auto-Negotiation is disabled, select to specify the duplex mode. The default mode is Full.

Status Stable: Select to specify the number of times the system acquires stable readings before the
status of the UPS and the network card are considered synchronized. This status is used to prevent
fluctuating readings. The default number the system checks for synchronization is 3.

Telnet Idle Time: Select to specify the time out setting for virtual terminal client connections. The
default time out span is 60 Seconds.

Back To Previous Menu
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Network Parameter

e Type 3 and press Enter to select Network Parameter from the Main Menu.

Use the corresponding list in this topic to access and configure various settings in the Network
Parameter menu.

1. HTTP Server: Select to enable or disable HTTP. The default setting is Enable.
2. HTTPS Server: Select to enable or disable the HTTPS. The default setting is Enable.
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Telnet Server: Select to enable or disable the Telnet protocol. The default setting is Enable.
SSH/SFTP: Select to enable or disable the SSH/SFTP protocol. The default setting is Enable.
FTP Server: Select to enable or disable the FTP protocol. The default setting is Disable.
Syslog: Select to enable or disable remote Syslog. The default setting is Disable.

HTTP Server Port: Select to specify the HTTP port number. The default port number is 80.
HTTPS Server Port: Select to specify the HTTPS port number. The default port number is 443.
Telnet Server Port: Select to specify the Telnet port number. The default port number is 23.
SSH Server Port: Select to specify the SSH port number. The default port number is 22.

FTP Server Port: Select to specify the FTP port number. The default port number is 21.
Syslog Server 1: Select to modify the host name of remote Syslog Server 1.

Syslog Server 2: Select to modify the host name of remote Syslog Server 2.

Syslog Server 3: Select to modify the host name of remote Syslog Server 3.

Syslog Server 4: Select to modify the host name of remote Syslog Server 4.

SNMP Get, Set Port: Select to specify the SNMP port number. The default port number is 161.

ModbusTCP Server: Select to enable or disable the ModbusTCP server. The default setting is
Disable.

ModbusTCP Slave ID: Select to specify the ModbusTCP slave ID. The default setting is 1.
ModbusTCP Port: Select to specify the ModbusTCP port number. The default port number is 502.

Back To Previous Menu

Time Server

I/ an automatic time server synchronization.
|5/; NOTE Y

Your network card allows you to either manually adjust the date and time or set up

To configure a time server service on your workstation, see “Troubleshooting” on
page 107.

Type 4 and press Enter to select Time Server from the Main Menu.
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1.

Use the corresponding list in this topic to access and configure various settings in the Time Server
menu.

[4]
-

1
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Time Selection: Select SNTP or manual. The default is SNTP.

=, NOTE Select SNTP to configure menu items 2 - 4. Or select manual to configure menu items 5 and
|=- ; 6.

Time Zone: If using SNTP, select to specify your time zone. The default is GMT — 5 Eastern Standard
Time (EST).

1st Time Server: If using SNTP, select to specify the first-time server for SNTP. The default is
time.google.com.

2nd Time Server: If using SNTP, select to specify a second time server for SNTP, if desired.

Manual Date: If using manual configuration, select to specify the date manually. The default date is
01/01/2000.

Manual Time: If using manual configuration, select to specify the time manually. The default time is
00:00:00.
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Soft Restart

e Type 5 and press Enter to select Soft Restart from the Main Menu.

This restarts the network card and does not affect any UPS operation.

Default Reset

e Type 6 and press Enter to select Reset All To Default from the Main Menu.

This resets all your network card settings to the factory defaults.
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Exit Without Saving

e Type z and press Enter to select Exit Without Save from the Main Menu.

This exits the main menu (and terminates the network card connection from your virtual terminal
client) without saving any of your changes.

Save and Exit

[4]
<

[ T 5 s 11

e Type O and press Enter to select Save And Exit from the Main Menu.

This exits the main menu (and terminates the network card connection from your virtual terminal
client) while saving your changes.
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Configuring Your Network Card Using the Web Interface

This section of the manual shows you how to configure your network card using the web interface.

e Connect your network card to your LAN and sign into the web interface. For more information, see
“Connecting to Your Network Card Using the Web Interface” on page 22.

@ NOTE

If you have previously changed the Host Name or IP address of your network
card, connect with the new settings.

If you have previously changed the username and password for any of the
accounts, log in with the new settings.

If you made configurations to your network card using a virtual terminal client
over a COM port connection, remember to return both DIP switches on the
network card to the UP (OFF position), which puts the card back into normal
mode before using the web interface.

Different screens and functions are shown based on the account used when
signing into the web interface.

Microsoft Edge is used as the web browser for the example shown in this topic.
The procedures and images are similar if you use a different browser.

e The web interface is divided into Dashboard, Monitor, Device, and System areas. The following topics
provide more detail about each area.
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Using the Dashboard

e Click Dashboard on the navigation menu.

— Most images in this manual come from an Outlet model UPS. Procedures and images are
= NOTE L .
= similar for a Bank model UPS unless otherwise noted.

The Dashboard page appears and contains information about the UPS Events, UPS Environmental
Sensors, UPS Device Status, and Outlet Control on corresponding sections of the screen. On the
Dashboard, these sections are referred to as blocks.

MIDDLE

S TM 2 Administrator | English ~ | (> Logout
LANT'C UPS RackLink

UPS Events
Dashboard
— pale | Tme | Level Event Log
03/24/2022 06:19:47 )
03/18/2022 19:39:29 rmation  Waiting for the input power return
System 03/18/2022 193920  Waming U em off

03/18/2022 19:39:29

Device

. 031812022 Information ~ Input power retumed
Firmware Version

System Time

B 35 ) |
. %/ 100

Temperature Humidity

UPS DEVICE STATUS [ O Noroe |

w0
0 |\ walts / 1170

Input Voltage Output Voltage i Load

OUTLET CONTROL

(O Select muttiple outiets () Select all outlets

Outlet 1 Outlet 5 Outlet 7

MIDDLE
ATLANTIC.

& brar ot Dllogrnd

UPS Events

Dashboard

Double click the top title area of UPS Monttor UPS ENVIRONMENTAL SENSORS

Events, UPS Environmental Sensors, UPS
TIP  Device Status, and Outlet Control blocks to Device UPS DEVICE STATUS | On ol |

= hide or show each dashboard section, as System
desired.

OUTLET CONTROL

Model

Firmware Version

System Time
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Using the Dashboard >> UPS Events Block

This block shows the last 5 events. Click the link shown for the complete list of event logs on the Monitor >>
History >> Event Log page.

For more information, see “Using the Monitor >> History >> Event Log Page” on page 53.

UPS Events

Event Log
11/M12/2021 08:58:02 Syste admin login to the WEB from 10.144.7 27
11/11/2021 17:17:13 : ‘ admin login to the WEB from 10.144.7.27
11/11/2021 17:15:23 Warning Login Failed,
11/11/2021 17:14:45 Warning  Login Failed,
11/11/2021  17:13:40 Warning

Using the Dashboard >> UPS Environmental Sensors Block

This block is only shown when the environmental sensor option is connected and provides temperature and
humidity values.

UPS ENVIRONMENTAL SENSORS

Temperature

For more information and configuring your sensor, see “Using Monitor >> Environment Pages” on page 55.
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Using the Dashboard >> UPS Device Status Block

This block provides a visual overview of your UPS Status, Input Voltage, Output Voltage, Battery Capacity, and
Load.

UPS DEVICE STATUS :

1755

Input Voltage QOutput Voltage Battery Capacity

Using the Dashboard >> Outlet Control Block — Outlet Models

Outlet UPS models allow you to control each outlet individually. You can turn outlets ON, OFF, Cycle (for 10
seconds), and Edit outlet names.

MIDDLE e
ATLANTIC UPS Rackiink

UPS Events

Home
Monitor UPS ENVIRONMENTAL SENSORS

M=l UPS DEVICE STATUS | On Normal |

UPS Properties
Battery Parameters OUTLET CONTROL
In/Out Parameters O selectmultiple outiets () Select all outiets Mon Moi O oyde o Edt
Identification
Status Indication
ShutdownAgent
History
About
Device

System
Model
Firmware Version

System Time

Outlet 2 Outiet 4 Outlet 6
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e When you mouse over an outlet, the corresponding circular number on the top center becomes
highlighted. Select the outlet by clicking anywhere in the rectangular region and the entire area is
shaded indicating that it's selected. Click any part of this area again to de-select the outlet.

MIDDLE e
ATLANTIC YPS RackLink

UPS Events
Home

Monitor UPS ENVIRONMENTAL SENSORS

Information UPS DEVICE STATUS [ On Mo |

UPS Properties.
Battery Farameters OUTLET CONTROL

In/Out Parameters O setectmuttiple outiets () Select all outlets ®Mon Mot  Tcoye 4 Ed

Identification

Status Indication

ShutdownAgent o

History
About
Device
System
Model

Firmware Version

System Time

Outiet 2 Outlet 4 Outlet 8

e Mark the Select multiple outlets check box to control or edit multiple outlets simultaneously.
o Mark the Select all outlets check box to highlight all the outlets simultaneously.

e Click the Edit button to change your outlet names.

@ NOTE When clicked, the Edit button is replaced with Save and Cancel buttons as shown.

MIDDLE s
ATLANTIC UPS RackLink

UPS Events

Monitor UPS ENVIRONMENTAL SENSORS

o UPS DEVICE STATUS | On Noral |

UFS Properties
T OUTLET CONTROL

In/Out Parameters  Save X cancel

Identification

Status Indication — =
ShutdownAgent o °

History

About

Device

System

Model

v Vv v v

For more information, see the Outlet or Bank Control explanation in "Using the Device >> Management >> Control
Page" on page 65.
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Using the Dashboard >> Outlet Control Block — Bank Models

Bank UPS models allow you to control each bank individually. The banks are named Outlet Bank 1 and Outlet Bank

2. Each bank includes its own set of controls to turn it ON, OFF, Cycle (for 10 seconds), and Edit the individual
outlet names.

MIDDLE e
ATLANTIC UPS RackLink

B breed o Dlbigrand

[ W)

UPS Events

Home
Monitor UPS ENVIRONMENTAL SENSORS
Information UPS DEVICE STATUS [ On ol |
UPS Properties
Battery Parameters OUTLET CONTROL
In/Out Parameters
Identification Outlet Bank 1
Status Indication
ShutdownAgent
History
About
Device . Outiet1 Outiet2 Outlet3 . Outlet4
System l

Model
Outlet Bank 2
Firmware Version

System Time

Qutiets Outiet6 Qutlet? Outiet8

e Click the Off button and confirm to turn off all of the outlets in the desired bank.

Are you sure to switch off outlet bank 1 ?

Switch Off

N

Command has been sent.
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— NOTE Refresh your browser, if necessary, and the outlets on the bank all turn red to indicate they
|=§i are off.

Outlet Bank 1 Mon  (MHof % cyde & Edt

Outlett Outlet2 Outlet3 Outletd

e Click the Edit button to change your bank names.

— NOTE When clicked, the outlet name boxes are bold (indicating you can change the names) and
= the Edit button is replaced with Save and Cancel buttons as shown.

Outlet Bank 1 (" on (") off > Cycle " Save ¥ cancel

4 Outlett Outlet2 Outlet3 Outlet4

For more information, see the Outlet or Bank Control explanation in "Using the Device >> Management >> Control
Page" on page 65.
Using the Monitor Functions

The Monitor pages are divided into Information, History, Environment, and About sections to view or modify the
settings. The following topics provide more detail about each Monitor page.

Using Monitor >> Information Pages

Pages for UPS Properties, Battery Parameters, In/Out Parameters, Identification, Status Indication, and
ShutdownAgent are included under Monitor >> Information.
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Using the Monitor >> Information >> UPS Properties Page

Click Monitor >> Information >> UPS Properties for a status overview of major parameters on your UPS. These

values are updated automatically by the system.

NTI'ERIN_$IC UPS RackLink ™ 42 Administrator English

PR —

Home Monitor » Information » UPS Properties

Monitor
Information

T — input UPS Status Output

LY PR VoltLN): Model: UPX-RLNK-1000R-8 Volt(LN):
In/Out Parameters Freq: Hz Type: Line interactive Load:
Identification [Z] petall..  p—— Rating 1RVA e Freq:
status Indication Comm:  OK
ShutdownAgent Source: Normal
History E| Detail...
About
Device Schedule Battery Countdown

system
Next Power Off Time: Status: Nommal Time To Power Off

modal Capacity: 100 % Estimated OS Delay:

Firmware Version Next Power On Time- [Z] Detail

System Time Next Test Time:

Next Deep Bati. Test Time:

G+ Logout

Hz

Detail..

[Z] event Log...

@ TIP  Some blocks and pages include shortcuts to corresponding detail or related pages.

Schedule Countdown

Next Power Off Time: Normal Time To Power Off:
MNone 100.% Estimated O35 Delay:

Next Power On Time: Detail...

Next Test Time: Opens the Device >> Management >>

None Weekly Schedule and Device >>

; Management >> Specific Schedule
Next Deep Batt. Test Time: pages, respectively.

Opens the Monitor >> Information >>
Battery Parameters page.

Opens the Monitor >> History >> Event
Log page.
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Using the Monitor >> Information >> Battery Parameters Page

Click Monitor >> Information >> Battery Parameters to view the information of Battery Status, Battery
Measurement, Battery Replacement Date.

N.I.I.EEIN_$IC UPS RackLink ™ L Administrator | English ~ | [» Logout
a4 gt

= 9
Home Monitor » Information » Battery Parameters

Monitor

Information
Battery Parameters Replacement Date

Battery Status

UPS Properties

Battery Parameters O Last Battery Replacement Date:

InfOut Parameters Batlery Status: Normal 02/10/2022 (MMDDAYYYY)
Identification Test Result: Passed Next Battery Replacement Date:
Status Indication On Battery Time: 0 Seconds 02/09/2025 (MM/DDIYYYY)

ShutdownAgent

History Battery Measurement

About Battery Capacity: 100
Device Voltage: 40.9
System Temperature 95.0

Remaining Time: 3 hours 14 minutes
Model

Firmware Version

Using the Monitor >> Information >> In/Out Parameters Page

Click Monitor >> Information >> In/Out Parameters to view Input Measurement, Bypass Measurement, Output
Measurement, and Outlet or Bank values.

p— The following image comes from an Outlet model UPS. On Bank UPS models, 2 banks are
=/ NOTE :
- shown on the lower right of the In/Out Parameters page.

N.II.ERIN-$IC UPS RackLink ™ L Administrator | English ~ | (> Logout

=)
Home Monitor » Information » In/Out Parameters

Monitor

Information

UPS Properties Input Measurement Output Measurement
Battery Parameters Frequency: Output Source:
InfOut Parameters () Voltage: Frequency:
Identification Curmrent: Voltage:
Status Indication Current:

ShutdownAgent Power:

History Loading:
About
Device

System Outlet Bank

Model 4
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Using the Monitor >> Information >> Identification Page

Click Monitor >> Information >> Identification to view Identification and UPS Rating values.

MIDDLE

,ATLANTIC, UPS RackLink ™

)

Home
Monitor

Information

Monitor » Information » Identification

UPS Properties

Battery Parameters

In/Out Parameters Type

Identihication ®
Status Indication

ShutdownAgent

History

Environment

About
Device

System

Senal Number

UPS Firmware

Web Firmware

VA
Power

Input Voltage
Output Voltage

Frequency

Battery Voltage

High T

ransfer Vollage:

Low Tiansfer Vollage.

Using the Monitor >> Information >> Status Indication Page

Click Monitor >> Information >> Status Indication to view the event list on your UPS. A corresponding green

light turns on when respective events listed on this page take place on your UPS.

MIDDLE
ATLANTIC.

* Owmged

Information
UPS Properties
Battery Parameters
InfOut Parameters
Identrhcation
Status Indication
ShutdownAgent

History

Environment

About

UPS RackLink ™

Status Indication
Buzzer Alarm
Input Ot O Range
Battery Low
Battery Depleted
Batiery Need Replace
Batlery Ground Fault

Test Fall

Oulput ON

On Bypass

UPS System Off
UPS Shuldown

Output Breaker

L
L]
-
L]
L]
L
@ TestIn Progress
-
o
L
L
L]
L2

@ 2 2 a2 @9 009

©2022 | Legrand AV, Inc. All rights reserved.

Monitor » Information » Status Indication

Output Under Voltage
Ovenoad
Temperature Oul Of Range
Other Waming

Fan Abnormal

Fuse Abnormal
Inverter Abnormal
Charger Abnormal
Bypass Oul Of Range
Emergency Power Off
Phase Asynchronous

Rectifier Abnormal
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Using the Monitor >> Information >> ShutdownAgent Page

Click Monitor >> Information >> ShutdownAgent to view your designated PC shutdown information, including
IP Address, OS (operating system), Countdown, Reason and Last Touch.

When downloading and installing the Shutdown Software onto PCs on the same network as your card, the Shutdown
Agent can properly close the operating system on the computer before turning off any corresponding outlets or banks.

The shutdown software must be installed on all workstations connected to your network
’ NOTE - :
card to initiate and complete operating system shutdown.

For more information, download the Shutdown Software at https://www.legrandav.com/resources/power-downloads
and refer to the Shutdown Software user manual (100-00091) at www.legrandav.com.

Properly shutting down a PC connected to the same network as your card and running the Shutdown Software
includes making configurations on this page along with the Reaction and Control pages. For more information, see
“Using the Device >> Management >> Reaction Page” and “Using the Device >> Management >> Control
Page” on page 58 and 65, respectively.

@ TIP  Use the Control page to trigger a Smart Shutdown and test your settings.

The ShutdownAgent Page only appears if any one of the following items apply:
e Your network card is configured to use the IPv6 protocol as shown in
“Configuring TCP/IP Settings for IPv6” on page 77.
NOTE « Your workstation has ShutdownAgent software installed.

e You specified the IP address of your workstation accessing the network card
in the Target IP field and selected ShutdownAgent 2012 on the Event Level
drop-down as shown.

Using Monitor >> History Pages

Pages for Event Log, Data Log, and Configure are included under Monitor >> History.

Using the Monitor >> History >> Event Log Page

Click Monitor >> History >> Event Log to view the event logs on your UPS. Event logs are entries that keep track
of specific tasks performed by the system or users accessing your UPS.

Event log results appear in tabular form with sortable column headings for Date, Time, Level, and Event Log

(description) as shown. The following fields are also available for accessing your event log data:

e Select the Page radio button and click 1] 2 | 3 | 4... to navigate the log entries as desired. After
exceeding 1,000, the new log entries start overwriting the old.

e You may also click the Download All button to download the entire event log archive as
event_log.xls.
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e Select the second radio button, specify From and To date ranges, and click Apply to restrict the
values displayed on the table as desired.

MIDDLE e
AT_,EANT|C- UPS RackLink

Monitor » History » Event Log » Page1

Information Event Log

o
>
History ~
© Page| << 1 2 3 4 >> Download All
Event Log ® e L LI -
o Log ® rron[ ovoeanzz_ Juwoorrrrtol osowzoz2 oo oy |

Configure Date | Time | Level | Event Log
[ —— 06/08/2022  11-29:12 2 18
06/08/2022 11:29:00
06/08/2022  11:18:03 Waming L ank1 on
06/08/2022 11:18:00 Information heduled Bank1 restart time
06/08/2022 11:17:02 Waming QOutiet bank1 off
06/08/2022  11:17:00
06/08/2022 11:15:28
06/08/2022 11:15:28
06/08/2022 11:15:28
06/08/2022 11:13:00 Information Scheduled test time
06/08/2022  11:13:00 Information UPS test start

Using the Monitor >> History >> Data Log Page

About

Firmware Version

System Time

Click Monitor >> History >> Data Log to view the saved data logs on your UPS. Data logs are entries containing
measurements and system value information about devices connected to your UPS system.

Data log results appear in a single, scrollable table with sortable column headings for Date, Time, and other details
as shown. The following fields are also available for accessing data log information:

e Specify From and To date ranges and click Apply to restrict the values displayed on the table as
desired.

e You may also click the Download button to download the entire data log archive (or range specified)
as data_log.xls.

MIDDLE E—
ATLANTIC. s Resblik
(. )
Houm Monitor » History » Data Log » 06/08/2022 ~ 06/08/2022
Waraka
[ —— Data Log

Heaay r .
From  06/08/2022 (MMDDYYYY) 10 06082022 DMADONYYYY)|  Apply Download

Ewwint Lug T T

Dus Lug In Vot UPS Temp wTemp || h:a;‘i;'r‘ BCTA Temp | BCT-2 Temp | BCT-2 Temp

InFreq In Out Out | Out |Out| Cut | By y | Batt Batt

Cumlagun e Per  Freg t | Amp | Pwr| Load | Freq owr| Vot | Amp

Essiionimmeid
Alsat
Desice

DEME/2022 1 / . OW B0.0Hz
B60.0HZ A 0.1A

Using the Monitor >> History >> Configure Page

Click Monitor >> History >> Configure to perform the following:
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e Click the Clear History Data button to erase the history data kept on your network card and UPS.

e Use the Save Data Interval drop-down and click the Apply button to specify the data log save interval
(in minutes).

e Click the Clear Event Log button to erase all event logs kept on your network card and UPS.

K!II-ERIIG$IC UPS RackLink ™ 2 Administrator | English v | C» Logout

A brend o 0 e

Home Monitor » History » Configure

Monitor
Information History Data Event Log

History

Event Log Clear History Data
Data Log Clear Event Log

Configure

About Save Data Interval:| 10 ~ | minute(s)

Device
system v Apply

Model
|

Firmware Version

Using Monitor >> Environment Pages

The Environment pages are only shown when the UPS environmental sensor option is correctly connected to
the UPS through your network card. Before connecting your environmental sensor, the DIP switches on the
network card must be set with switch 1 down (ON) and switch 2 up (OFF) as shown.

//
Make sure
DIP switch 1
is DOWN and
2 is UP.
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Web interface pages for Information and Configuration are included under Monitor >> Environment. Use the
environment pages to monitor and setup your UPS environmental sensor. For more information about setting up
your environmental sensor, refer to the UPS Environmental Sensor User Manual (100-00075) at
www.legrandav.com.

Using the Monitor >> Environment >> |[nformation Page

Click Monitor >> Environment >> Information to see your UPS environmental Sensor Information, Input Contacts,
and Contact Setting values.

MIDDLE "
ATLANT'C UPS RackLink

Ompad

Monitor » Environment » Information

Information Information

History Sensor Information Input Contacts Contact Sefting

Environment
lemperature 31.1°C Smoke(R1) Normal Smoke(R1) Normal Ope

"
>
>

Information @

Configuration
About Humidity L eak(R3) Normal Leak(R3)

87.9 F Fire(R2) NoImal Fire(R2)

Dooi(R4). { Door(R4).

Using the Monitor >> Environment >> Configuration Page

Click Monitor >> Environment >> Configuration to view and configure your UPS environmental sensor and input
contact using fields on Sensor Configuration and Input Contact Configuration sections of the screen.

Modify settings as desired and click Submit to apply the changes onto your UPS.

Sensor Configuration Settings

e Warning Threshold: Provide a temperature value in the Warning Threshold text box that produces a
warning from the system when met.

e Alarm Threshold: Provide a temperature value in the Alarm Threshold text box that sounds a
system alarm when met.

e Smart Shutdown: Mark or clear the corresponding Smart Shutdown check box to execute a smart
shutdown when the specified temperature threshold value is met.

Input Contact Configuration Settings
e Input: Displays a list of your sensor input contacts.
o Title: Displays corresponding contact titles for each sensor input contact.

e Type: Use the Type drop-down to set the contact type as Normal Open or Normal Closed, as desired.
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e Smart Shutdown: Mark or clear the corresponding Smart Shutdown check box to execute a smart
shutdown when the contact type you set is changed.

If you set your contact to be normally open, a smart shutdown occurs when the contact

REMINDER . )
is closed and vice versa.

MIDDLE 1
ATLANTIC. UPS RackLink ™

¢ - gt

Monitor » Environment » Configuration

Intormation Sensor Configuration

History Sensor Warning Threshold Alarm Threshold

Environment
Temperature 950 1 ‘F [l Smart Shuldown

Information

Humiay 80 % < % [l Sman Shutdown

Conhguration

About

Davics Input Contact Configuration

Smart
Sy Input Iype Shutdown

Model Contact 1 Normal Open v i

- e aon Contacl2 ] | Normal Open v‘

(i)
Contact3 Normal Open v [}

System Time
m

Contacl4 Normal Open v

Viewing Monitor >> About >> Information

Click Monitor >> About >> Information to view the version of your network card and other information about the
OpenSSL toolkit and licenses.

N_I,I_Egh$lc UPS RackLink ™ L Administrator | English + | G+ Logout

bt of Dbigand

Home Monitor » About » Information
Monitor

Information Information
History

About
ou InsightPower SNMP IPv6 for UPS

Information a
Version :

Device InsightPower SNMP IPv6 utilize the "OpenSSL toolkit” functionality provided by "The Open SSL Project” at hitp:iwww opensslorg/. SDI acknowledges all patent rights therein."
System

e The OpenSSL toolkit is licensed under a dual-license (the OpenSSL license and the original SSLeay license).

See the license text.

Firmware Version
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Configuring and Controlling Your Device Using Device >>
Management Pages

Configuring and controlling your UPS is done using the Management pages. Corresponding pages include settings
for Reaction, Configure, Control, Weekly Schedule, Specific Schedule, and Event Level functions.

Using the Device >> Management >> Reaction Page

Click Device >> Management >> Reaction to configure shutdown reaction times for the devices connected to
outlets or banks (depending on your UPS model) on your UPS. With the shutdown software installed on
connected PCs, this page also supports the proper shut down of operating systems (where applicable) before
terminating power to a corresponding outlet or bank.

The Shutdown Software must be installed on all workstations connected to your network
NOTE e X
card to initiate and complete operating system shutdowns.

On the Reaction portion of the page, mark the corresponding check boxes and specify delay times (in
seconds) as desired for the Power Fail, Battery Low, and Overload events listed as rows.

Reaction

UPS Shutdown Delay Load Bank-1 Off Delay
{in seconds) {in seconds)

- 1  Power Fail | .m v

Event

2 Battery Low v | IIl
3 Overioad [ III B III

The first column represents the entire UPS system including all outlets or banks. Subsequent columns differ
on Outlet or Bank UPS models. Outlet models display 8 banks as columns and represent each outlet on the
UPS. Bank models display 2 banks and represent the 2 separate banks of outlets 1 — 4 and 5 - 8 on your UPS.

When finished making shutdown reaction delay settings and Smart Shutdown settings, click Submit to apply
the changes onto your UPS.
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Reaction Event Settings

e UPS Shutdown Delay: Mark the check box to provide a number (in seconds) for the corresponding
event delay before shutting down the UPS.

e Load Bank-X Off Delay: Mark the check box to provide a number (in seconds) for the corresponding
event delay before turning off the specific bank.

Entire UPS system These columns represent outlets 1 and 2 for This column through 1
including all outlets or Outlet UPS models and banks 1 and 2 for Bank | Bank-8 only appear on
banks. 1 | UPS models. I Y Outlet UPS models.

Reaction

UPS Shutdown Delay - Load Bank-1 Off Delay Load Bank-2 Off Delay -~ Load Bank-3 Off Delay
(in seconds) (in seconds) (in seconds) (in seconds)

Power Fail [ | III v | III [ | III

Event

Battery Low v [ o] W o] W o |
Overload [ | IIl ] II' | II' u II'

Configure shutdown reactions on either outlets or banks (depending on your UPS model) to load

Ul shed devices connected to your UPS.

When downloading and installing the Shutdown Software onto PCs on the same network as your card, the Shutdown
Agent can properly close the operating system on the computer before turning off any corresponding outlets or banks.
You can specify additional time amounts for Estimated OS Shutdown Delay and UPS Shutdown Delay (both in
seconds) — on top of the ones set for event reactions — to initiate and wait for operating system closure on
workstations connected to your network card before shutting down outlets on your UPS. Mark the Perform
Smart Shutdown in Schedule check box to include the Estimated OS Shutdown Delay and UPS Shutdown
Delay times specified.

Smart Shutdown Settings

o Estimated OS Shutdown Delay: Provide a number (in seconds) for the system to initiate and wait for
operating system closure on workstations connected to your network card before shutting down
outlets on your UPS.

e UPS Shutdown Delay: Provide a number (in seconds) for the system to include an additional time
delay to the UPS shutdown from any time specified for the events listed above.
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e Perform Smart Shutdown in Schedule: Mark this check box to include the Estimated OS Shutdown
Delay and UPS Shutdown Delay times specified for the Smart Shutdown.

Smart Shutdown

Estimated OS Shutdown Delay Description:

The Smart Shutdown mechanism is used to shutdown all of the
UPS Shutdown Delay 1

First of all you should estimate the longest OS Shutdown Delay t

Perform Smart Shutdown in Schedule
u The card will delay the assigned OS Shutdown Delay time to wait

To start Smart Shutdown manually, please visit the Control turn off the UPS.
page.

: The shutdown software must be installed on all workstations connected to your network
’ NOTE A :
card to initiate and complete operating system shutdown.

For more information, download the Shutdown Software at https://www.legrandav.com/resources/power-downloads
and refer to the Shutdown Software User Manual (100-00091) at www.legrandav.com.

Properly shutting down a PC connected to the same network as your card and running the Shutdown Software
includes making configurations on this page along with the ShutdownAgent and Control pages. For more
information, see “Using the Monitor >> Information >> ShutdownAgent Page” and “Using the Device >>
Management >> Control Page” on page 53 and 65, respectively.

@ TIP  Use the Control page to trigger a Smart Shutdown and test your settings.

The example shown in the screenshot below delays a UPS shut down for 20 seconds whenever a Battery Low
event is detected on an Outlet model UPS.

Device » Management » Reaction

Reaction

UPS Shutdown Delay Load Bank-1 Off Delay Load Bank-2 Off Delay Load Bank-3 Off Delay Load Bank-4 Off Delay Load Bank-5 Off Delay Load Bank-6 Off Delay Load Bank-7 Off Delay  Load Bank-8 Off Delay
(in seconds) (in seconds) (in seconds) (in seconds) (in seconds) (in seconds) (in seconds) (in seconds) (in seconds)

Power Falil III' J .E .E .E .II' .E IE .Iil
Battery Low .II' .E .E III' .E .E .IIl -E
Overload III' .II' .E .E III' .E .E .IIl -E

Smart Shutdown

Event

Estimated OS Shutdown Delay Description:

The Smart Shutdown mechanism is used to shutdown all of the connected computers and the UPS safely by one click.
UPS Shutdown Delay pi y by

First of all you should estimaie the longest OS Shutdown Delay time of your operating sysiems, which have the shutdown software insialled and are connecied to this card

[l Perform Smart Shutdown in Schedule

The card will delay the assigned OS Shutdown Delay time to wait for all of the OSes that are shutdown by the shutdown software and then send the UPS Shutdown Delay time o
To start Smart Shutdown manually, please visit the Control tumn off the UPS.

page.
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Using the Device >> Management >> Configure Page

Click Device >> Management >> Configure to configure General, Auto-Restart, UPS Buzzer, Voltage
Sensitivity, Low Battery, Battery Replacement Date, and External Battery Pack settings and functions on your
UPS. The rest of this topic provides more detail the available settings on each of these pages.

Modify the following settings as desired and click Submit to apply the changes onto your UPS.

P—\,I'II'EEIN-%C UPS RackLink ™ 4 Administrator | English v | & Logout

A brardof O g

Home Device » Management » Configure

Monitor

Device

Configure

Management
Reaction Select UPS Configuration:

Configure General Setting General Setting
Auto-Restart

Weekly Schedule

Voltage Sensitivity
Specific Schedule Low Battery Temperature Unit: E

Event Level Battery Replacement Date

system External Battery Pack

e Select UPS Configuration: Use the Select UPS Configuration sub menu to navigate the different
configuration pages.

o Refresh: Click the Refresh button to read any recent settings that may have been applied on your
connected UPS into the network card.

e General Setting: Select to modify the device name, choose the default temperature unit, and click
Submit to save the changes on your UPS.

N_II_ERIN-$IC UPS RackLinkTM 41 Administrator English | &+ Logout

A brardof O g

Home Device » Management » Configure

Monitor
Device
Configure
Management

Reaction Select UPS Configuration:

Configure General Setting General Setting
Auto-Restart

Weekly Schedule

Voltage Sensilivity

Specific Schedule Low Battery VETFEEIE LITE

Event Level Battery Replacement Date

+ Submit
o .
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e Auto-Restart: Select and click Submit to enable auto restart on your UPS.

Configuring Your Network Card Using the Web Interface

= may be triggered by an event.

— NOTE This does not actually restart the UPS. It enables the auto restart function on your UPS so it

MIDDLE

ATLANTIC UPS RackLink ™ 2 Administrator

& brored ot Elbigrane

Home Device » Management » Configure

Monitor
Device
Configure
Management

Reaction Select UPS Configuration

Configure General Setting Auto Restart

Auto-Restart
Control

UPS Buzzer Reboot After Power Restore:

Weekly Schedule Voltage Sensitivity

Specific Schedule Low Battery

Event Level Batiery Replacement Date
system Extemnal Battery Pack

English

+ Enable

| G Logout

Descn‘ption: Send the command fo the UPS to conﬁgure the auto restart function.

UPS Buzzer: Select and click Submit to enable the buzzer on your UPS as desired. Use the Buzzer
Alarm drop-down to choose the behavior when the function is triggered by an event. Choose from
Alarm to sound the buzzer and create a log entry or Log Only to forego the alarm, but still create the

entry.

[=? NOTE This does not actually sound the buzzer on the UPS. It enables the buzzer on your UPS so it may

be triggered by an event.

MIDDLE _ .
ATLANTIC_ UPS RackLink ™ Administrator

& b of Ol ogrind

Home Device » Management » Configure

Monitor
Device
Configure
Management

Reaction Select UPS Configuration:

Configure General Seiting UPS Buzzer
Auto-Restart

Control UPS Buzzer Buzzer Control:

Weekiy Schedule Voltage Sensitivity

English

+ Enable

Specific Schedule Low Battery Buzzer Alarm: | Log Only +

Event Level Battery Replacement Date

o .

Model

C» Logout

) ) Description: Send the command to the UPS to configure the buzzer function.
Firmware Version
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e Voltage Sensitivity: Use the Detection Rate drop-down to choose from Normal, Reduced, and Low
voltage sensitivity options and click Submit to save the changes on your UPS.
M_II_ERINE_IC UPS RackLink ™ 2 Administrator English
# brered of O begrand )
Home Device » Management » Configure
Monitor
Device
Configure
Management
Reaction Select UPS Configuration:
Configure General Setting Voltage Sensitivity
Auto-Restart
Control e — Detection Rate:
Weekly Schedule Voltage Sensitivity
Specific Schedule Low Battery
Event Level Battery Replacement Date
F— Extemnal Battery Pack
Description: Send the command to the UPS to adjust the voltage ensitivity function.
L]

Low Battery: Select to modify the low battery threshold and click Submit to save the changes on your

UPS. The system compares the low threshold level setting with values detected on your UPS and
triggers a low battery alarm if the threshold is reached.

X_II_ERIN—$IC UPS RackLink ™ A Administrator | English v | (& Logout
Home Device » Management » Configure

Monitor

Device

‘Configure
Management

Reaction Select UPS Configuration

Configure General Setting
Auto-Restart

Gontrol

UPS Buzzer

Depend On Battery Level: ¥ Enable
Voltage Sensitivity
Low Battery

Lo
Event Level Battery Replacement Date
System Extemal Battery Pack

<| s minute(s)
Firmware Version

System Time

Low Battery
Weekly Schedule

Specific Schedule

Depend On Battery Remainnig: [Jj Enable

Description:  Keep the setup values in the card then compare with the received value from the UPS. I the received battery level or remaining is lower than the assigned value then the card sends the Low Battery alamm out.
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o Battery Replacement Date: Select to modify the battery replacement dates and click Submit to save
the changes on your UPS.

MIDDLE e
TLANT'C UPS RackLink

2 Administrator English ~ | G+ Logout

Device » Management » Configure

Monitor
Device
Management

Reaction
Configure
Control
Weekly Schedule
Specific Schedule

Event Level

Configure

Select UPS Configuration

General Setling Battery Replacement Date
Auto-Restart

UPS Buzzer Previous Replacement: | 02/10/2022 (MM/DD/YYYY)

Voltage Sensitivity

Low Batlery Next Replacement: | 02/09/2025 (MM/DD/YYYY)

Battery Replacement Date

Battery Replacement Notification: & Enable

S Extemal Battery Pack

Firmware Version

system Time

Description: After the battery replacement dates are assigned, the card then sends the command to store the information in the UPS.

o External Battery Pack: Select to modify the number of external batteries connected to your UPS and
click Submit to save the changes.

@ NOTE

MIDDLE s
ATLANTIC UPS RackLink

& brudof Dl bogrund

If you select Auto from this corresponding field on the front panel of your UPS, this field is
disabled, and the system automatically detects and displays the number of expandable runtime
batteries on your system.

2 Administrator | English ~ | (> Logout

Home Device » Management » Configure
Monitor

Device
Configure
Management

Reaction Select UPS Configuration:
General Setting
Auto-Restart

Control UPS Buzzer Number of Battery Pack:

Weekly Schedule Voltage Sensitivity
Specific Schedule Low Battery

External Battery Pack

Configure

Event Level Battery Replacement Date

System External Battery Pack

Description:  Send the command to the UPS to store the extemal battery pack number in the UPS
Model
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Using the Device >> Management >> Control Page

Click Device >> Management >> Control to configure Battery Test, Shutdown & Restart UPS Only, Smart
Shutdown, Outlet Control, and Power Fail/Restore Simulation settings and functions on your UPS. The rest of
this topic provides more detail the available settings on each of these pages.

Modify the following settings as desired and click Submit to apply the changes onto your UPS.

MIDDLE
ATLANTIC.

& brend of O biegpanel

UPS RackLink ™ 4 Administrator | English ~ | (> Logout

Home Device » Management » Control
Monitor

Device
Control

Management

Reaction Select UPS Control:

Battery Test Battery Test
Shutdown & Restart UPS Only

Configure

Control Smart Shutdown Battery Test Type: | 10-seconds Test v

Weekly Schedule Outlet Conirol

Specific Schedule Power FaillRestore Simulation

Event Level

System

Description: Send the command fo the UPS to perform the battery test.
Model

Firmware Version

Refresh
oystem T

e Select UPS Control: Use the Select UPS Control sub menu to navigate the different control pages.

e Refresh: Click the Refresh button to read any recent settings that may have been applied on your
connected UPS into the network card.
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o Battery Test: Use the Battery Test Type drop-down to choose from Abort Test, 10-seconds Test, and
Test Until Battery Low options.

MIDDLE
ATLANTIC.

)

UPS RackLink ™ A Administrator | English v | ([ Logout

Device » Management » Control
Monitor

Device
Control
Management

Select UPS Conirol:
Battery Test
Shutdown & Restart UPS Only
Smart Shutdown
Outlet Conirol
Power FaillRestore Simulation

Reaction

Configure Battery Test

Control Battery Test Type: | 10-seconds Test

Weekly Schedule

Specific Schedule

+ Submit

Event Level

System

Description: Send the command to the UPS to perform the battery test.
Model

Firmware Version

System Time

e Shutdown & Restart UPS Only: Select to modify how your UPS shuts down and/or restarts.

The UPS Shutdown Delay field shown here is the same as the one on the Device >>
Management >> Reaction page. For more information, see “Using the Device >>
Management >> Reaction Page” on page 58.

REMINDER

MIDDLE
ATLANTIC.

b g

= - )

Home Device » Management » Control
Monitor

UPS RackLink ™ A Administrator English v | ( Logout

Device
Control
Management

Reaction
Configure

Control

Select UPS Control:

Battery Test

Shutdown & Restart UPS Only

Shutdown & Restart UPS Only

‘Smart Shutdown
‘Outiet Control
Power Fail/Restore Simulation

UPS Shutdown Delay: « Seconds
UPS Restart Delay: Minutes
' submit

Model +' Cancel Shutdown | ‘ + Cancel Restart
|

Weekly Schedule
Specific Schedule
Event Level

system

Firmware Version

System T"“e. Description: Send the command to the UPS to perform the Shutdown and/or Restart UPS immediately.
If you want 1o just shutdown the UPS please mark the UPS Shutdown Delay check box and fill in the delay time
If you want to just restart the UPS please mark the UPS Restart Delay check box and fill in the delay time.

If you want to perform the shutdown and the restart please mark both of the check boxes and fill in both of the delay times.
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o Mark the UPS Shutdown Delay check box and specify a delay time (in seconds), if desired.

o Mark the UPS Restart Delay check box and specify a delay time (in minutes).

You may select and provide one or both check boxes and delay times, if desired. Click Submit to save the
changes on your UPS.

e Smart Shutdown: Click the Start Smart Shutdown button to manually execute a smart shutdown of
connected computers and your UPS.

You can use this button to trigger a shutdown and test the Smart Shutdown settings you made on the
ShutdownAgent and Reaction pages. For more information, see “Using the Monitor >> Information

>> ShutdownAgent Page” and “Using the Device >> Management >> Reaction Page” on page 53
and 58, respectively.

The seconds displayed for Estimated OS Shutdown Delay and the UPS Shutdown Delay
REMINDER  ¢°Me from the values you provided on the Device >> Management >> Reaction page. For

more information, see “Using the Device >> Management >> Reaction Page” on page
58.

MIDDLE e
ATLANTIC, UPS Racklink

Device » Management » Control

Control

Select UPS Control

Battery Test

Shutdown & Restart UPS Only
‘Smart Shutdown

Outiet Control

‘Smart Shutdown
Estimated OS Shutdown Delay: 300 Seconds

UPS Shutdown Delay: 60 Seconds

‘ + Start Smart Shutdown

ind the UPS safely by o

ystems, which have the re installed and are connected to this card.The card will delay the assigned OS Shutdown Delay time to wait for all of the OSes to

When downloading and installing the Shutdown Software onto PCs on the same network as your card,

the Shutdown Agent can properly close the operating system on the computer before turning off any
corresponding outlets or banks.

The shutdown software must be installed on all workstations connected to your network
/ NOTE - :
card to initiate and complete operating system shutdown.

For more information, download the Shutdown Software at https://www.legrandav.com/resources/power-
downloads and refer to the Shutdown Software User Manual (100-00091) at www.legrandav.com.
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e Outlet Control (Depending on the Outlet or Bank UPS Model You Purchased)

o Outlet Control: For Outlet UPS models, rows 1 — 8 on this page represent outlets 1 — 8 on
your UPS. Enter a corresponding delay time (in seconds), if desired, and use the outlet switch
buttons to turn outlets ON or OFF.

b ot Bl

Home Device » Management » Control
Monitor

Device
Control
Management

Reaction Select UPS Control
Battery Test Qutlet Control
Shutdown & Restart UPS Only

Smart Shuidown Qutlet 1:
Weekly Schedule Outlet Control

Configure

Control Seconds

5

Specific Schedule Power Fail/Restore Simulation Outlet 2-

5

Seconds
Event Level

System Outlet 3:

5

Seconds

Model

QOutlet 4: Seconds

5

Firmware Version

QOutlet 5: Seconds

System Time

Outlet 6: Seconds

5

QOutlet 7: Seconds

5

oot

O ®© o & o o o o
5

QOutlet 8: Seconds

5

Description: Press the Switch Bank button to control the UPS outlet banks to tum them off or turn them on.

Detail>__

@ TIP  Click the Detail shortcut to access the Monitor >> Information >> In/Out Parameters page.

Opens the Monitor >>

Information >> In/Out
Parameters page.

Bank button to control the UPS outlet banks to tum them off or tum them on.

Detail>....

o Bank Control: For Bank UPS models, rows 1 and 2 on this page represent the 2 separate
banks of outlets 1 — 4 and 5 - 8 on your UPS. Enter a corresponding delay time (in seconds), if
desired, and use the outlet switch buttons to turn banks ON or OFF.

68

©2022 | Legrand AV, Inc. All rights reserved.


https://www.legrandav.com/legal/term_and_conditions

UPS RackLink Network Card User Manual Configuring Your Network Card Using the Web Interface

NOTE The word "outlet" on this page refers to the bank of outlets on your Bank model UPS.

P{!II-ERIIG$|C UPS Rackdink ™ 2 Administrator | English v |

PRSSVIPE TR

G Logout

Home Device » Management » Control
Monitor
Device
Control
Management

Reaction Select UPS Control

Configure B

Qutlet Control
Shutdown & Restart UPS Only
Control [ —— Qutlet 1: [ ] [ Seconds
Weekly Schedule Qutlet Control
Specific Schedule Power Fail/Restore Simulation Outlet 2: [ ]

Seconds
Event Level

system
Description: Press the Switch Bank button to control the UPS outlet banks to tum them off or tum them on.
Model

Detail>....
Firmware Version

@ TIP  Click the Detail shortcut to access the Monitor >> Information >> In/Out Parameters page.

Opens the Monitor >>
Information >> In/Out
Parameters page.

Bank button to control the UPS outlet banks to tum them off or tum them on.

Detail>....

69

©2022 | Legrand AV, Inc. All rights reserved.


https://www.legrandav.com/legal/term_and_conditions

UPS RackLink Network Card User Manual Configuring Your Network Card Using the Web Interface

Power Fail/Restore Simulation: Select to click either the Power Fail Test or Power Restore Test
button and simulate the event on your UPS. Use this function to test all the connected software.

Power fail or restore tests do not affect UPS operations and the UPS remains in its original operation
mode and doesn’t transfer into battery mode.

Simulations do not affect actual UPS operations. When running a

simulation, your UPS remains in the original operation mode and will not
[ NOTE transfer to battery mode due to simulation events.

Simulations also do not trigger Smart Shutdown operations.

E

@ TIP Use the Control page to trigger a Smart Shutdown and test your settings. For more information,
1LY see “Using the Device >> Management >> Control Page” on page 65.

MIDDLE s
ATLANTIC, UPSRackLink

4 Administrator English | & Logout

Device » Management » Control
Monitor
Device

Control
Management

Reaction Select UPS Control
o Battery Test

Power Fail/Restore Simulation
Shutdown & Restart UPS Only
Gontrol

Smart Shutdown
Weekly Schedule

+ Power Fail Test + Power Restore Test
Outiet Control
Specific Schedule

Power Fail/Resiore Simulation
Event Level

System

Description.  Pressing one of the buttons causes the card to simulate the UPS power fail or power restore event. Based on this function, we can test all of the connected software to verify whether they work properly or not.
The UPS will remain in its original state and will not switch to the battery mode.

Model

Firmware Version
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Using the Device >> Management >> Weekly Schedule Page

Click Device >> Management >> Weekly Schedule to configure a weekly schedule for selected UPS actions.

Select from the Action drop-down, mark days of the week and provide a scheduled start time for any of the 12
rows of weekly schedules. Available actions on each weekly schedule drop-down differs slightly for Outlet and
Bank UPS models as follows:

e Outlet UPS Models: Available actions include No Action, Shutdown, Restart, 10-Second Test,
Shutdown Bank 1, Restart Bank 1, Shutdown Bank 2, Restart Bank 2, Shutdown Bank 3, Restart Bank
3, Shutdown Bank 4, Restart Bank 4, Shutdown Bank 5, Restart Bank 5, Shutdown Bank 6, Restart
Bank 6, Shutdown Bank 7, Restart Bank 7, Shutdown Bank 8, and Restart Bank 8.

NOTE The word "bank" on this drop-down refers to each outlet on your Outlet model UPS.

MIDDLE s
ATLANTIC UPS RackLink

2 Administrator English | G Logout
The word “bank” on
this drop-down refers

to the outlets on an

Home Device » Management » Weekly Schedule outlet model UPS.

Monitor

Device Weekly Schedule

—D=TEE Action SUN MON TUE WED THR FRI SAT Time

Reaction
Configure
Control

Weekly Schedule
Specific Schedule
Event Level

System

Model

Firmware Version

System Time

No Action

No Action
Shutdown All
Restart All
10-Seconds Test
Shutdown Bank 1
Restart Bank 1
Shutdown Bank 2
Restart Bank 2
Shutdown Bank 3
Restart Bank 3
Shutdown Bank 4
Restart Bank 4
Shutdown Bank 5
Restart Bank 5
Shutdown Bank 6
Restart Bank 6
Shutdown Bank 7
Restart Bank 7
Shutdown Bank &

No Action

HHHEH
< < < < <

00:00
00:00
00

HHR
< < <

hlR
< <
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e Bank UPS Models: Available actions include No Action, Shutdown, Restart, 10-Second Test,
Shutdown Bank 1, Restart Bank 1, Shutdown Bank 2, and Restart Bank 2.

Device » Management » Weekly Schedule

Weekly Schedule

Action SUN MON TUE WED THR [

l No Action ~ | | B

Shutdown All
Restart All
10-Seconds Test
Shutdown Bank 1
Restart Bank 1
Shutdown Bank 2

g NOTE Execute a complete power cycle on devices connected to your UPS by configuring a
| shutdown on the corresponding outlet or bank first, and then a restart.

Using the Device >> Management >> Specific Schedule Page

Click Device >> Management >> Specific Schedule to configure a specific schedule for selected UPS
operations.

Provide a Date, Time, and select from the Action drop-down for any of the 20 rows of specific schedules.
Available actions on each specific schedule drop-down differs slightly for Outlet and Bank UPS models as
follows:

e Outlet UPS Models: Available actions include Stop Action, Shutdown All, Restart All, 10-Second Test,
Deep Battery Test, Shutdown Bank 1, Restart Bank 1, Shutdown Bank 2, Restart Bank 2, Shutdown
Bank 3, Restart Bank 3, Shutdown Bank 4, Restart Bank 4, Shutdown Bank 5, Restart Bank 5,
Shutdown Bank 6, Restart Bank 6, Shutdown Bank 7, Restart Bank 7, Shutdown Bank 8, and Restart
Bank 8.
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@ NOTE The word "bank" on this drop-down refers to each outlet on your Outlet model UPS.

N%ER:G%IC UPS RackLink ™ L Administrator | English ~ | ( Logout

= The word “bank” on
Home Device » Management » Specific Schedule this drop-down refers
to the outlets on an
outlet model UPS.

Monitor

Device Specific Schedule

SRR Date(MM/DD/YYYY) Time(hh:mm) Action

Reaction

7
01/01/2000 Stop Action \‘—|

Configure
Stop Action
Control 01/01/2000 Shutdown All
Restart Al
e 01/01/2000 10-Seconds Test
Specific Schedule Deep Batlery Test
01/01/2000 Shutdown Sank 1
Event Level Restari Bank 1
Shutdown Bank 2
System DL Restart Bank 2
Shutdown Bank 3
Model 01/01/2000 Restart Bank 3
Shutdown Bank 4
! ) 01/01/2000 Restart Bank 4
— [ovoreon |
ML TON ST Shutdown Bank 5
e Restart Bank 5
system e [oworao0 |
Restart Bank &
01/01/2000
[ oworcon | oo B
Restart Bank 7
01/01/2000 Shutdown Bank 8
00/00/2000 ; Stop Action ~

e Bank UPS Models: Available actions include Stop Action, Shutdown All, Restart All, 10-Second Test,
Deep Battery Test, Shutdown Bank 1, Restart Bank 1, Shutdown Bank 2, and Restart Bank 2.

Device » Management » Specific Schedule

Specific Schedule

Date(MM/DDIYYYY) Time(hh:mm)

01/01/2000

Stop Action
01/01/2000

Shutdown All
Restart All
01/01/2000 10-Seconds Test
Deep Batlery Test
01/01/2000 Shutdown Bank 1
Restart Bank 1
Shutdown Bank 2

01/01/2000 Restart Bank 2

01/01/2000

01/01/2000

01/01/2000

— NOTE Execute a complete power cycle on devices connected to your UPS by configuring a
= shutdown on the corresponding outlet or bank first, and then a restart.
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Using the Device >> Management >> Event Level Page

Click Device >> Management >> Event Level to configure a level for an event.

1. Select a specific event by clicking the specific row you wish to modify.

NOTE Any of the 12 event levels are updated one at a time.

2. With the desired event row selected, use the Level drop-down to select a new level for the
corresponding event.

3. Click Update.

MIDDLE s
ATLANTIC UPS RackLink

o o Dbograne

2 Administrator | English v | C* Logout

Home Device » Management » Event Level

Monitor

Device

Management

Control Click the 4 Click update.

[ Select your desired level from the drop-down. ]

tl | None
VEET: | event leve Information

row you Warning

wish to Alarm

- | modify from

the list on UPS temperature out of range Waming

the lower

part of the
screen. Power failure Warming

Event Description

UPS temperature back to normal

Power restored Wamning

\ / Output abnormal

Recover from output abnormal

Overload

To configure email notifications for events, see “Using the System >> Notification >> SNMP Trap Page” on
page 93 and “Using the System >> Notification >> Mail Server Page” on page 96.

Configuring System Settings

NOTE Only the Administrator account can view and access the System pages.

Configuring and controlling your UPS is done using the System pages. Corresponding pages are divided into
Administration and Notification sections to view and/or modify various settings. The following topics provide more
detail about each System page.
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Using System >> Administration Pages

Only the Administrator account can view and access the System pages.

The System >> Administration section includes pages for configuring User Manager, TCP/IP, Web, Console,
FTP, Time Server, Syslog, Batch Configuration, and Upgrade settings.

Using the System >> Administration >> User Manager Page

Modify the following settings as desired and click Submit to apply the changes onto your UPS.

1.

1812) values.

Enable RADIUS by marking the Use RADIUS check box, providing Server, Secret, and Port (default:

Use RFC 2865 Service Types section of the screen and mark corresponding check boxes to apply

specific services to Administrator, Device Manager, and Read Only user accounts as desired.

Use the Local Authentication section of the screen to mark or clear the Enable Login Lock check

box and specify a number of login attempts in Allow Retry, and a number (in minutes) for the Lock
Time, as desired.

The same Local Authentication configurations for login lock, retries,

and lock time apply to all three accounts (Administrator, Device
Manager, and User).

Local Authentication configurations still apply even if RADIUS is
disabled.

4. Use fields for each of the three accounts to change the Account Name, New Password, Confirm

Password, and select a Login Limitation as Only in This LAN or Allow Any, as desired.

MIDDLE s
ATLANTIC UPS RackLink

Home

Monitor

Device

System

Administration

User Manager
TCPIP
Web
Console
FTP
Time Server
syslog
Batch Configuration
Firmware Upgrade

Notification

Model

Firmware Version

System Time

& Administrator English | & Logout

System » Administration » User Manager

User Manager

[l Use RADIUS

RFC2865 Service Type
Device Manager Read Only User
B Login User

B Framed User

M Login User
¥ Framed User

¥ Login User

W Callback Login
W Calback Framed

a
B NAS Prompt

M Authenticate Only

I Calbback NAS Prompt
M Call Check

B Calback Administrative

Enable Login Lock:
gi

Privilege

Administrator

M Calback Login

M Calback Framed

W Out

u ative

I NAS Prompt

W Authenticate Only

I Callback NAS Prompt
M CallCheck

M Calbback Administrative

Local Authentication

B NAS Prompt
[ Authenicate Only

M Callback Administrative

Local Authentication
Lock Time: Minue(s)
Login Limitation
© Onlyin This LAN
@ AlowAny
© Onlyin This LAN
@ AlowAny
@ Onlyin This LAN
© AlowAny
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Using the System >> Administration >> TCP/IP Page

e Only the Administrator account can view and access the System pages.

@ NOTE e |f you have multiple UPS network cards installed on your network, you can
— avoid issues by changing the default Host Name, disabling BOOTP/DHCP,
and manually assigning a static IP address on each card.

Use the TCP/IP page to configure local network parameters for the network card.

MIDDLE e
ATLANTIC UPS RackLink

B brursd ot Db

2 Administrator | English v | [ Logout

Home System » Administration » TCP/IP
Monitor
Device TCPNP

System TCP/IP Settings for IPv4 System

M A DHCP Client: () Enable @@ Disable Host Name: I:l
User Manager
IP Address: System Contactor- I:l
TCP/P
Subnet Mask: | 255.255.254.0 jon:

Console Gateway IP- | 10.90.50.1 NBNS Service: () Enable @@ Disable

FTP DNS IP: 8844
Link
Time Server Search Domain’

Syslog Auto-Negotiation:  «f Enable
Batch Configuration TCP/IP Settings for IPv6 Speed: () 100M (@ 10M

Firmware Upgrade Duplex: () Full (@ Haif

DHCP Client: () Enable @ Disable

Notification Changing the parameters in the Link group will cause the SNMP card to restart
IP Address:

Model Prefix Length:

Firmware Version Gateway V6IP:

System Time DNS V6IP:

Configuring TCP/ IP Settings for IPv4

TCP/P Settings for IPv4

DHCP Client: () Enable #§) Disable
IP Address:

Subnet Mask: 255.255.254.0

Gateway |P: 10.90.50.1

DNS IP: 8844

Search Domain:

In the TCP/IP Settings for IPv4 section of the page, provide information for the following (if applicable) and click
Submit to apply changes onto your UPS:

e DHCP Client: Select the Enable or Disable radio button as desired. When enabled, the DHCP server
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automatically assigns an IP address to the network card.

e |P Address: Displays your network card IPv4 address. You can only modify the address when DHCP
is disabled.

o Subnet Mask: Displays the subnet mask for your network.
e Gateway IP: Displays the network gateway IP address.
e DNSIP: Displays the domain name server IP address.

e Search Domain: Displays the search domain. If the Host Name you provided cannot be found, the
system appends the search domain to your Host Name.

If the host name you provided on the System section of the screen cannot be found, the

e system adds the search domain to the entire URL.

Configuring TCP/IP Settings for IPv6

TCP/P Settings for IPv6

DHCP Client: () Enable @ Disable

Prefix Length:
Gateway V6IP:

DNS V6IP:

In the TCP/IP Settings for IPv6 section of the page, provide information for the following (if applicable) and click
Submit to apply changes onto your UPS:

e DHCP Client: Select the Enable or Disable radio button as desired. When enabled, the DHCP server
automatically assigns an IP address to the network card.

e |P Address: Displays your network card IPv6 address. You can only modify the address when DHCP
is disabled.

e Subnet Mask: Displays the subnet mask for your network.
e Gateway V6IP: Displays the network gateway V6IP address.
e DNS V6IP: Displays the domain name server V6IP address.

Configuring TCP/IP System Settings

System

System Contactor: I:l

NBNS Service: (O Enable @ Disable
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In the System section of the page, provide information for the following (if applicable) and click Submit to apply
changes onto your UPS:

e Host Name: Displays your existing network card host name which may be modified, if desired.
e System Contact: Displays your system contact information which may be modified, if desired.

e System Location: Displays your system location information which may be modified, if desired.

Configuring TCP/IP Link Settings

Link

Auto-Negotiation:  « Enable

Speed () 100M @@ 10M
Duplex: () Full { Half

Changing the parameters in the Link group will cause the SNMP card to restart.

In the Link section of the page, provide information for the following (if applicable) and click Submit to apply changes onto
your UPS:

e Auto-Negotiation: Mark the Auto-Negotiation Enable check box to activate an automatic transfer rate
negotiation (100M/10M).

e Speed: If the Auto-Negotiation Enable check box is cleared, use the Speed radio button to select
either 100M or 10M, as desired.

e Duplex: If the Auto-Negotiation Enable check box is cleared, use the Duplex radio button to select either Full or
Half duplex, as desired.

Using the System >> Administration >> Web Page

g NOTE Only the Administrator account can view and access the System pages.

Use the Web page to enable or disable the HTTP and HTTPS communication protocols and/or configure an SSL
(PEM) certificate.

MIDDLE i
ATLANTIC. UPS RackLink ™

System » Administration » Web

Web SSL Certificate

System
4 HTTP: ) Enable @ Disable Cenncate File (PEM format)

Administration

HTTPS: () Enable @@ Disable Choose File [ R RS

Force o HTTPS: () Enable () Disable Updale the cerlificale file, which i generaled by oponss for the now SSI connection

User Manager

TCPIP

HTTP Port 80
Web

HTTPS Port 443

FTP

Time Server Web Refresh Period " Submit

Syslog
Batch Configuration
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Configuring Web (HTTP/HTTPS) Settings

N_II_ERIN'EIC UPS RackLink ™ 2 Administrator English v | (C Logout

& brored ot D b

Home System » Administration » Web
Monitor
Device Web SSL Certificate

stem
5 HTTP: (D Enable {§ Disable Certificate File (PEM format):

Administration

HTTPS: () Enable {§§ Disable Choose File INLRI¥e LN

Force to HTTPS:  (J) Enable @) Disable Update the certificate file, which is generated by openss! for the new SSL connection.

User Manager
TCP/IP

HTTP Port:
Web

Console HTTPS Port:

FTP

Time Server Web Refresh Period: Seconds

Ssyslog
Batch Configuration

In the Web section of the page, provide HTTP, HTTPS, Port, and Refresh values as follows and click Submit to
apply changes onto your UPS:

e HTTP: Use this radio button to enable or disable the HTTP connection.
e HTTPS: Use this radio button to enable or disable the HTTPS connection.

e Force to HTTPS: Use this radio button to enable or disable exclusive web access through the HTTPS
connection.

e HTTP Port: Use this field to specify an HTTP port number. The default number is 80.
e HTTPS Port: Use this field to specify an HTTPS port number. The default number is 44 3.

e Web Refresh Period: Use this field to specify the web refresh interval (in seconds). The default setting is
2 seconds.

Configuring an SSL Certificate
To ensure a secure connection between your network card and connected workstations, you may configure an SSL

certificate to encrypt and secure the data.

In the SSL Certificate section of the page, click Choose File to upload a certificate file onto your network card, if
desired and click Submit to apply changes onto your UPS. The network card supports certificates in the PEM
format generated by OpenSSL.

For more information about generating a private SSL certificate file, see “Troubleshooting” on page 107 or visit
http://www.openssl.org.
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Using the System >> Administration >> Console Page

@ NOTE Only the Administrator account can view and access the System pages.

This page allows the Administrator to enable or disable Telnet/SSH communication protocols and upload host and
authentication public keys using the web interface.

The Console connections (Telnet and SSH/SFTP) just have passwords and are enabled or disabled over respective
ports, while the Host and Authentication Keys are used for specifically encrypting those respective internet protocol
connections.

Enabling and Specifying Console Ports

Use the Console section of the page to enable and specify ports numbers as needed.

& trend of D bogand

Home System » Administration » Console
Monitor

Device Console Host Key

stem
R Telnet: () Enable @ Disable DSA Key:

Administration
SSHISFTP: (O Enable @ Disable Choose File [ALRIFalET]
User Manager
Telnet Port: RSA Key

TCPI/IP
Web SSH Port Choose File LR lda)]

Console Update the certificate file, which is generated by openssl for the new SSL connection.
FTP
Time Server

Syslog Authentication Public Key

Batch Configuration Public Key:

Choose File IEDRe 1]

Provide the public key for authentication. The public key can be generated by openssh or putty.

Firmware Upgrade

Notification

Model

Firmware Version

stem Time
= + Submit

o Telnet: Use the radio button to Enable or Disable Telnet protocol connections. Telnet connections
are disabled by default.

e SSH/SFTP: Use the radio button to Enable or Disable SSH/SFTP connections. SSH/SFTP
connections are enabled by default.

e Telnet Port: Specify the Telnet protocol connection port number. The default number is 23.

e SSH Port: Specify the SSH protocol port number. The default number is 22.
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Configuring the Host and Authentication Public Keys

These sections of the screen allow upload your own SSH keys for specifically encrypting those respective internet
protocol connections. The UPS RackLink supports key files generated by OpenSSH, including DSA, RSA, and
Authentication Public Keys.

For information about generating DSA, RSA, and Authentication Public keys for SSH, see “How do | generate
DSA, RSA, and Public keys for SSH?” in the Troubleshooting section on page 111.

Using the System >> Administration >> FTP Page

% NOTE Only the Administrator account can view and access the System pages.

Configuring FTP
1. Click System >> Administration >> FTP on the navigation menu.

The FTP page appears.

kq}.EEh;IC UPS RackLink ™ 2 Administrator | English ~ | (* Logout

& brursd of 0 bgranel

Home System » Administration » FTP
Monitor
Device FTP

System

FTP: @ Enable Q) Disable

Administration
FTP Port: 21
User Manager

TCPIIP

o
Console
FTP

Time Server

1. Use the FTP radio button to Enable or Disable FTP connections. FTP connections are disabled by default.
2. Use the FTP Port text box to specify the port number. The default number is 21.

3. Click the Submit button to apply changes to your UPS.
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Using the System >> Administration >> Time Server Page

@ NOTE Only the Administrator account can view and access the System pages.

The System Time radio button options allow you to choose between configuring automatic time synchronization using
specified SNTP servers or manually setting the date and time using the Local PC or actual field entries.

Both event and data log files are not processed if SNTP is selected from the System
CAUTION Time radio button option and the primary and secondary time servers specified are

unresponsive.

MIDDLE M 21 Administrator
ATLANT'C UPS RackLink

# brored of [0 bisgrand

Home System » Administration » Time Server

Monitor
System Time: SNTP W ENIE] < -
Device y O .

Simple Network Time Server

System

Administration T

User Manager GMT-05:00 Eastemn Time v

TCP/IP

Configuring the Simple Network Time Server

The System Time radio button options allow you to choose between configuring automatic time synchronization using
specified SNTP servers or manually setting the date and time using the Local PC or actual field entries.

Both event and data log files are not processed if SNTP is selected from the System
CAUTION Time radio button option and the primary and secondary time servers specified are

unresponsive.

1. Click System >> Administration >> Time Server on the navigation menu.
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The Time Server page appears.

MIDDLE .
ATLANTIC UPS RackLink

& brend of 0 Vg

L Administrator | English ~ | > Logout

Home System » Administration » Time Server

Monitor

S— SystemTimez: (O SNTP ) Manual
System Simple Network Time Server ELUE]

AT TR Time Zone: Set Current Time:

User Manager GMT-05:00 Eastern Time w B Refer to Local PC Time
TCPIIP
Primary Time Server. Date | 09/24/2021 (MM/DDIYYYY)
Web
TIME.GOOGLE.COM Time - (hh:mm:ss)
Console

— Secondary Time Server:

Time erver ]

Syslog

Batch Configuration I Enabie Daylight Saving (MM/DD): +/ Submit
Firmware Upgrade From| 04/01 ta| 11/01

Notification

2. Select SNTP from the System Time radio button.

Both event and data log files are not processed if SNTP is selected from the System
CAUTION Time radio button option and the primary and secondary time servers specified are
unresponsive.

>

Selecting SNTP disables the fields on the Manual section of the page and enables fields on the
=4 NOTE ; : :
= Simple Network Time Server section.

3. Modify simple network time server settings as desired and click Submit to apply the changes onto your
UPS.

Time Zone: From the dropdown menu, select the time zone for the location where the UPS
RackLink is located.

e Primary and Secondary Time Server: Two-time servers can be added. Every 60 minutes, the
UPS RackLink synchronizes with the first responding server.

e Enable Daylight Saving: Check to enable daylight saving time and provide From and To date
range values as desired. During this time period, the UPS RackLink adjusts the time forward by one
hour.

Configuring the System Time Manually

You can manually set date and time.

—_— NOTE Every time the network card is rebooted, or factory reset, the system reinstates the day and time to
= the original factory settings.
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1. Click System >> Administration >> Time Server on the navigation menu.

The Time Server page appears.

# brund of 1 bagrinel

Home System » Administration » Time Server

Monitor

System Time: SNTP Manual
Device b . O

System Simple Network Time Server Manual

Administration Time Zone: Set Current Time:

User Manager GMT-05:00 Eastemn Time W . Refer to Local PC Time

TCP/IP
Primary Time Server: Date | 09/24/2021 (MM/DDAYYYY)
Web
TIME.GOOGLE.COM Time (hh:mm:ss)
Console

Secondary Time Server:

Time server ]

Syslog

FTP

Batch Configuration B Enable Daylight Saving (MM/DD): +” Submit
Firmware Upgrade From| 04/01 to| 11/01

Notification

2. Select Manual from the System Time radio button.

— Selecting Manual disables the fields on the Simple Network Time Server section of the
= NOTE . )
- page and enables fields on the Manual section.

3. Set the current time fields as desired and click Submit to apply the changes onto your UPS.

e Refer to Local PC Time: Mark the Refer to Local PC Time check box to use the system time
settings from the PC connected to your UPS.

When the Refer to Local PC Time check box is selected, the Date and Time field values are
E’ NOTE automatically provided by the system time from the PC connected to your UPS and cannot be
modified.
OR...

e Refer to Local PC Time: Clear the Refer to Local PC Time check box and provide specific Date
and Time values (in MM/DD/YYYY and hh:mm:ss formats, respectively) as desired.

Using the System >> Administration >> Syslog Page

= NOTE e Only the Administrator account can view and access the System pages.
l=;i Syslog records do not affect local event log entries.
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Configuring Syslog Servers
1. Click System >> Administration >> Syslog on the navigation menu.

The Syslog page appears.

ETI-EE'I\-I$IC UPS RackLink ™ 2 Administrator English

# brersd of [ bengren]

Home System » Administration » Syslog

Monitor
Device Syslog

stem
Sy Sysiog: @@ Enable () Disable

Administration
User Manager

Syslog Server 2:

TCP/IP

Web Syslog Server 3:

Console Syslog Server 4:
FTP
Time Server

O

Batch Configuration

2. Select Enable or Disable as desired from the Syslog radio button.

3. Specify up to four remote Syslog server IP addresses of your choosing in the corresponding text boxes for
log storage and analysis.

4. Click Submit.

Using the System >> Administration >> Batch Configuration Page

e Only the Administrator account can view and access the System pages.
E NOTE e When batch configuring, all the UPS devices must each have network
cards and be configured onto the same network.

Use batch configuration to replicate the UPS settings from a single setup to multiple UPS devices (each with
network cards). This is done by exporting a configuration file from the UPS setup you wish to replicate from,
and then downloading and importing it onto a new UPS.
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The UPS RackLink provides batch configuration to allow quick and effortless setup on multiple SNMP devices.

You can duplicate settings by exporting configuration files from the UPS RackLink that you have successfully
configured and import that configuration file on otherdevices.

MIDDLE
A

ANTIC UPS RackLink ™ A Administrator English v

| G Logout

Home System » Administration » Batch Configuration

Device System Configuration SNMP Configuration

System

Administration System Configuration: | Downioad SNMP Configuration: |  Downioad

User Manager
TCPIP
Web

[STTREaT Nofile ch [STRTaT Nofile ch
pee— JIZSXGlY No file chosen Upioad JSSXGTY Nofile chosen Upload

FTP
Time Server

sysiog Description  The balch configuration is used to configure all of the system parameters at one time. Please follow the following steps to complete the process: Desciiption The batch configuration is used to configure all of the SNMP parameters at one time. Please follow the following steps to complete the process:
Batch Configuration
S URaTae Step1 Press the Download button to download the configure ini file which includes all of the system parameters. Step 1 Press the Download button to download the snmp ini file which includes all of the system parameters.
Notification

Step2 Please follow the file format, There must be a [Section] before the ftem_name=item_value. And the Iast line must be the [End] section Step2

Please follow the file format, There must be a [Section] before the ftem_name=item_value. And the fast line must be the [End] section.
Model
_

step3 Edit the configure ini fle by the text edit software. Remove the items which you don't want to be changed, Just leave the ftems which you want to Step3
Firmware Version

Edit the snmp.ini file by the text edit software. Remove the items which you don't want to be changed, just leave the items which you want to
configure.

configure.
System Time
- - Select the modified configure ini file and press the Upload button to upload the file Select the modified snmp.ini file and press the Upload button to upload the fil.

‘Walt for about 10 seconds for the system to update the changes.

Wait for about 10 seconds for the system to update the changes.

Using Batch System Configurations

g— NOTE System configuration settings include all configurations made on the Device and
i System pages.

1. Click System >> Administration >> Batch Configuration on the navigation menu.

The Batch Configuration page appears.

System Configuration

System Configuration:

Description The batch configuration is used to configure all of the system parameters at one time. Please follow the following steps to complete the process:

Step 1 Press the Download button to download the configure.ini file which includes all of the system parameters.

Step 2 Please follow the file format, There must be a [Section] before the item_name=item_value. And the last line must be the [End] section.

Step 3 Edit the configure.ini file by the text edit sofiware. Remove the items which you don't want to be changed, just leave the items which you want to
configure.

Select the modified configure.ini file and press the Upload button to upload the file.

Wait for about 10 seconds for the system to update the changes.

2. Click Download to create a configuration file with all Device and System settings from the UPS.
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4. Onthe UPSYy

Save the file on your connected workstation, flash drive, or other storage method.

ou wish to apply the system settings, click the Choose File button, and select the system

configuration file you downloaded during step 1.

Click the Upload button to apply the system configuration to your UPS.

NOTE

If you specified static IP addresses for either IPv4 or IPv6 instead of DHCP on
corresponding TCP/IP pages and you wish to copy settings to other devices on the same
LAN, you must manually remove the IP=xxx. xxx.xxx.xxx line on the System section of the
screen before downloading the system configuration file.

For more information refer to “Using the System >> Administration >> TCP/IP Page” on
page 76.

You also can open the system configuration file using a text editor and modify or assign IP
addresses before uploading.

Using Batch SNMP Configurations

SNMP configuration settings include all configurations made on the Notification pages.

1. Click System

>> Administration >> Batch Configuration on the navigation menu.

The Batch Configuration screen appears.

SNMP Configuration

Description

step 1

Step 2

Step 3

SNMP Configuration:

Choose File ERleBilNsilii==] load

The batch configuration is used to configure all of the SNMP parameters at one time. Please follow the following steps to complete the process:
Press the Download button to download the snmp.ini file which includes all of the system parameters.
Please follow the file format, There must be a [Section] before the fem_name=item_value. And the Iast line must be the [End] section.

Edit the snmp.ini file by the text edit sofiware. Remove the items which you don't want to be changed, just leave the items which you want to
configure

Select the modified snmp.ini file and press the Upload button to upload the file.

Wait for about 10 seconds for the system to update the changes.

2. Click Download to create a configuration file with all Notification settings from the UPS.

3. Save the file on your connected workstation, flash drive, or other storage method.
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4. On the UPS you wish to apply the SNMP settings, click the Choose File button, select the SNMP
configuration file you downloaded during step 1.

5. Click the Upload button to apply the SNMP configuration to your UPS.

Using the System >> Administration >> Firmware Upgrade Page

NOTE Only the Administrator account can view and access the System pages.

Viewing and Upgrading Firmware Versions

1. Download a firmware update file you wish to apply onto a UPS from www.legrandav.com.

2. Save the file on your connected workstation, flash drive, or other storage method.

3. Click System >> Administration >> Firmware Upgrade on the navigation menu of the UPS you wish to
upgrade.

The Firmware Upgrade screen appears.

N'II'ERII\-.EIC UPS RackLink ™ L Administrator English v | C Logout

& brurmd of [0 i

Home System » Administration » Firmware Upgrade
Monitor

Device Network Card Firmware

system

Administration
Current Ver.:

Firmware File: (o e I-N Il No file chosen
TCP/IP

Console

User Manager

FTP

Time Server This feature is used to update the SNMP card firmware. Please follow the following steps to complete the process:

Syslog

Batch Configuration Select the SNMP card firmware file and then press the Upload button to upload the file to the SNMP card.

Firmware Upgrade ()

Wait about 1 minute for the SNMP card to reprogram the flash and reboot.

Notification >

4. Take note of the Current Ver field displaying the firmware version currently installed on the UPS.
5. Click the Choose File button, select the firmware update file, and click Upload.
6. Click the Upload button to install the new firmware on your UPS.

The network card takes approximately one minute to apply the upgrade.
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Using System >> Notification Pages

NOTE Only the Administrator account can view and access the System pages.

The System >> Notification section includes pages for configuring SNMP Access, SNMPv3 USM, SNMP Trap,
Mail Server, and Wake On LAN settings.

Using the System >> Notification >> SNMP Access Page

Your network card supports the SNMP protocol and SNMP NMS (Network Management System) used for network
devices monitoring based on conditions calling for administrative attention.

X_II_ERIN_$IC UPS RackLink ™ 2 Administrator | English ~ | [ Logout

Home System » Notification » SNMP Access
Monitor

Device SNMP Access

System Port Configuration

Administration

Notification
SNMP Server Port: | 161 + Submit Download MIB: UPSv4 UPSv5 Sensor REC1628
SNMP Access

SNMPv3 USM

SNMP Trap

Mail Server LS LED

Wake On LAN
Allowed NMS IP: NMS IP address 0.0.0.0 will allow the SNMP packets to be received from any host

Modbus TCP

Community String:| public
Model

Access Level:| Read Only +
Firmware Version

Add Updaie
System Time
Community Access Level

public Read Only

Configuring SNMP Server Port Settings
1. Click System >> Notification >> SNMP Access on the navigation menu.

The SNMP Access page appears.

Port Configuration MIB

SNMP SewerP::-rl: Download MIB:  UPSud UPSV5 Sensor REC1628

2. Use the SNMP Server Port text box to specify the port number.
3. Use corresponding UPSv4, UPSv5, Sensor, and RFC1628 links to download applicable MIB files, if desired.

4. Click the Submit button to apply changes to your UPS.
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Adding NMS List Entries
1. Click System >> Notification >> SNMP Access on the navigation menu.
The SNMP Access page appears.
NMS List
Allowed NMS IP: NMS IP address 0.0.0.0 will allow the SNMP packets to be received from any host.
Community String:| public

Access Level:| Read Only

Add Update

Community Access Level

public Read Only

e Prevent unauthorized access by specifying the NMS IP addresses you
wish to provide access, their community strings, and access levels. The
maximum number of IP entries is 256.

@ NOTE e Entering 0.0.0.0 as the NMS IP disables any access restriction. The
network card checks the community string to identify the access level
and permission based on these settings.

e As indicated on the interface, enter 0. 0. 0.0 as the remote IP address
to receive SNMP packets from any host.

Enter the following field values for your specific IP address and click Add to include it as one of your NMS IP
entries.

e Allowed NMS IP: Use the text box to specify an IP address you wish to provide SNMP access on your
UPS system.

e Community String: Use the text box to specify a community string for the IP address.

e Access Level: Use the drop-down to select an access level for the IP address.

Updating an NMS IP

1. Click System >> Notification >> SNMP Access on the navigation menu.
The SNMP Access page appears.

2. Click the row of the corresponding NMS IP list entry you wish to update.
The field values from the entry then appear in the fields above the list.

3. Modify the fields as desired.

4. Click the Update button.
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Using the System >> Notification >> SNMPv3 USM (User Session Management)
Page

SNMPv3 offers features such as the encryption of packets and authentication to improve security. The SNMPv3
USM (User Session Management) allows you to assign eight users whose access is granted using the SNMPv3
protocol. You can also define their respective Security Levels, Auth Passwords, Priv Passwords and Access Levels.

Use the top portion of the screen to configure Auth Protocol and Context Name settings for all eight available
SNMPv3 users.

Configuring Standard SNMPv3 User Settings
Configuring Adding or Editing SNMPv3 Users
1. Click System >> Notification >> SNMPv3 USM on the navigation menu.

The SNMPv3 page appears.

MIDDLE .
ATLANTIC, UPS Racklink ™

2 Administrator English v | (> Logout

System » Notification » SNMPv3 USM

Monitor
Auth Protocol: | MD5 ~
Device SNMPv3 USM 4

MDS

System SHA1
JR—— T S commarame: |

Administration SHA256
Notification Priv Protocol: CBC-DES
SNMP Access
SNMPv3 USM User Name = - Auth Password Priv Password

(16 bytes max ) Security Level (>= 8 bytes) (>=8 bytes) Access Level

SNMP Trap
noAuth, noPriv  ~ Read Only +
Mail Server

I

noAuth, noPriv Disable
Wake On LAN Auth, noPriv Read Only
Auth, Priv Read/Write
Modbus TCP noAuth, noPriv. v Read Only +

Model noAuth, noPriv v Read Only +
Firmware Version noAuth, noPriv v Read Only +
System Time noAuth, noPriv. v Read Only +

noAuth, noPriv. v Read Only

noAuth, noPriv. ~ Read Only ~

2. Enter the following field values on the upper part of the SNMPv3 page as desired and click Submit to apply
changes to your UPS.

NOTE Selections made on the fields in the upper part of the SNMPv3 page apply to all eight SNMP
| users.

e Use the Auth Protocol drop-down to choose from MD5, SHA1, SHA224, and SHA256 options.
e Use the Context Name text box to provide a context name.

e The Priv Protocol display field shows the privacy protocol used.
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Adding an SNMP User
1. Click System >> Notification >> SNMPv3 USM on the navigation menu.

The SNMPv3 page appears.

User Name o Auth Password Priv Password
(16 bytes max ) Security Level (>= 8 byles) (>= 8 byles) Access Level

noAuth, noPriv vk‘ Read Only +

noAuth, noPriv Disable

Auth, noPriv Read Only

Auth, Priv Read\Write
Read Only v

I

noAuth, noPriv v Read Only +
noAuth, noPriv Read Only +
noAuth, noPriv v Read Only v
noAuth, noPriv v Read Only +

noAuth, noPriv. + Read Only +

2. Enter the following field values as desired and click Submit to include the values for any of your eight
possible users.

e Use the User Name text box to provide a 16 byte/character maximum length user name.

e Use the Security Level drop-down to choose from [noAuth, noPriv], [Auth, noPriv], or [Auth, Priv]
security level options for the user.

e Use the Auth Password text box to specify an 8 byte/character maximum length authorization
password for the user.

e Use the Priv Password text box to specify an 8 byte/character maximum length privacy password
for the user.

e Use the Access Level drop-down to choose from Disable, Read Only, and Read/Write access level
options for the user.

Updating Any of the Eight SNMPv3 Users

1. Click System >> Notification >> SNMPv3 USM on the navigation menu.
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The SNMPv3 page appears.

User Name N Auth Password Priv Password
(16 bytes max ) Security L evel (>= 8 byles) (>= 8 bytes)

noAuth, noPriv vk Read Only +

noAuth, noPriv Disable

Auth, noPriv Read Only

Auth, Pri Read/\rite
Read Only

Access Level

I

noAuth, noPriv v Read Only +
noAuth, noPriv  + Read Only +
noAuth, noPriv v Read Only
noAuth, noPriv v Read Only

noAuth, noPriv v Read Only v

2. Update existing field values for any of the eight users as desired.

For more information, see the previous topic.
3. Click the Submit button to apply changes to your UPS.
Using the System >> Notification >> SNMP Trap Page

An SNMP trap alerts specific target IP and user names of event occurrences in your monitored environment.
Adding an SNMP Trap Target
1. Click System >> Notification >> SNMP Trap on the navigation menu.

The SNMP Trap page appears.
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KI_[I.ERIN'$IC UPS RackLink ™ 4 Administrator | English v~ | > Logout

Home System » Notification » SNMP Trap

Monitor

Device SNMP Trap Target List Trap Type:| SNMPv1 A MIB:| UPSv4 Vk
System SNMPV q | UPSv4
Administration

Port
Jser Name: [TV [ 5;2:?2&
TargetIP: SNMPV3 [~ Community String:| public -~ -
Notification >
SNMP Access Trap Type:| SNMPv1 v | { Event Level| None vk
SNMPv3 USM i . I:| Trap Port:| 162
SNMP Trap
the SNMPv

None
) tdownAgent: INTERTRET
)
d Warning
— e S the 1 the SNMPv3 US tabl ( Alarm
ShutdownAgent 2012
Wake On LAN SNMP Port for ShutdownAgent:| 161

Modbus TCP

Model
|

Firmware Version Target IP Community

0.0.0.0 ibli
System Time public

Event Level SNMPV3 User

None

2. Enter the following field values as desired and click Add to include the trap target to the list below.

NOTE Update, Delete, and Test e-mail buttons only appear on the screen after providing a trap
| to the list.

e Use the Target IP text box to specify an IP address for your trap target.
e Use the Community String text box to specify the string for your trap target.

e Use the Trap Type drop-down to choose from SNMPv1, SNMPv2, and SNMPv3 access level
options for your trap target.

In the case of SNMPv3, use the additional User Name field to provide a user name.

NOTE system environments. If you are using the SNMPv3 type, provide a user name in the
SNMPv3 field from the ones entered on the System >> Notification >> SNMPv3 USM
(User Session Management) page in the previous topic.

Trap targets on your network card support SNMPv1, SNMPv2, and SNMPv3 for different

e Use the MIB drop-down to choose from UPSv4, RFC1628, and UPSv5 access level options for the
user.

e Use the SNMPv3 User Name text box to specify one of the user names you wish to assign to this

target IP and trap from the ones entered on the System >> Notification >> SNMPv3 USM (User
Session Management) page in the previous topic.

Use the Trap Port text box to specify the port number for your trap target. The default port number
is 162.

Use the Event Level drop-down to choose from the following levels and determine what kind of
event notifications are sent to the target.

o None: No event notifications are sent to the target.

o Information: All event notifications are sent to the target.
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o Warning: Both Warning and Alarm event notifications are sent to the target.
o Alarm: Only Alarm event notifications are sent to the target.

o ShutdownAgent: All event notifications are sent to the target, and you can click
Monitor >> Information >> ShutdownAgent to review your designated PC’s
shutdown information.

The shutdown software must be installed on all workstations connected to your network
/ NOTE L :
card to initiate and complete operating system shutdown.

For more information, download the Shutdown Software at
https://www.legrandav.com/resources/power-downloads and refer to the Shutdown Software
User Manual (100-00091) at www.legrandav.com.

Properly shutting down a PC connected to the same network as your card and running the
Shutdown Software includes making configurations on this page along with the Shutdown
Software, Reaction, and Control pages. For more information, see “Using the Monitor >>
Information >> ShutdownAgent Page,” “Using the Device >> Management >> Reaction
Page,” and “Using the Device >> Management >> Control Page” on page 53, 58, and 65,
respectively.

@ TIP You can modify the assigned levels for specific events, if desired. For more information, see “Using the
1LY Device >> Management >> Event Level Page” on page 74.

e Use the SNMP Port for ShutdownAgent text box to specify the port number for the ShutdownAgent
on your target, if used.

Updating a Trap Target
1. Click System >> Notification >> SNMP Trap on the navigation menu.

The SNMP Trap page appears.

N_II.ERIN-$IC UPS RackLink ™ L Administrator | English + | C+ Logout

Home System » Notification » SNMP Trap
Monitor
Device SNMP Trap Target List

System

Administration
Target IP;| 192.168.1.11 Community String:

Notification

SNMP Access Trap Type:| SNMPvi ~ MIB:| UPSv4 ~

SNMP Trap
y The SNMPv3 User Nai the same as the User Name in the SNMPv3 USM table Event Level:| None
Mail Server

Wake On LAN SNMP Port for ShutdownAgent:| 161
Modbus TCP

Firmware Version TargetIP Community Event Level SNMPV3 User

Model

192.168.1.10 UPSv4

P

System Time
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2. Click the corresponding row you wish to update.

Respective values for the selected entry appear in the fields above the list.
3. Modify the fields as desired.

For more information, see the previous topic.

4. Click the Update button.

NOTE Update, Delete, and Test e-mail buttons only appear on the screen after providing a trap
| to the list.

Deleting a Trap Target

1. Click System >> Notification >> SNMP Trap on the navigation menu.

The SNMP Trap page appears.

RII.I.I.ERIN_$IC UPS RackLink ™ 2 Administrator | English ~ | C+ Logout

Home System » Notification » SNMP Trap
Monitor

Device SNMP Trap Target List

System

Administration
Target IP:| 192.168.1.11 Community String:

Notification

SNMP Access Trap Type:| SNMPv1 + MIB:| UPSv4 v

SNMPv3 USM SNMPV3 User Name: Trap Port| 162

SNMP Trap
_ The SNMPv3 User Na e the same as the User Name in the SNMPv3 USM {able. Event Level:| None
Mail Server

Wake On LAN SNMP Port for ShutdownAgent | 161

Modbus TCP

Model

Firmware Version Target IP Community Event Level SNMPv3 User

ST 192.168.1.10 UPSv4

192.168.1.11 UPSv4

2. Click the corresponding row you wish to update.
Respective values for the selected entry in the fields above the list.

3. Click the Delete button.

NOTE Update, Delete, and Test e-mail buttons only appear on the screen after providing a trap
[ to the list.

Using the System >> Notification >> Mail Server Page

This page allows you to configure the SMTP mail server and specify a list of email recipients to receive notifications
when events occur. The maximum number of mail list recipients is 256.
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Configuring the SMTP Mail Server

1. Click System >> Notification >> Mail Server on the navigation menu.The Mail Server page appears.

N_II_ERIN_$IC UPS RackLink ™ A Administrator | English v | C+ Logout

At Wlgrnd

Home System » Notification » Mail Server
Monitor

Device Mail Server Configuration

stem
U SMTP Server Name or IP: I:I (51 bytes max.) The Account and Password are not required to send emails.
Administration
Notification

SNMPv3 USM Account Format: user_name@mail_server_domain (e.g., john@company.com)

Mail Server + Enable TLS/SSL
Wake On LAN

Model

Firmware Version Mail List

Event Level [ Daily Event Log |l Daily Data Log

System Time

Receiver Event Level Daily Event Log Daily Data Log

2. Use the SMTP Server Name or IP text box to specify the mail server name or IP address. The server name
has a 51-byte maximum.

¢ If no DNS sever is specified in your TCP/IP settings, you must provide an SMTP server
¥ NOTE : : > L
address in your server settings to enable the email server notification system.

If a DNS server is not available in the network, you need to manually assign an SMTP server address to
enable the email notification system.

3. Use the SMTP Server Port text box to specify the port number for your trap target. The default port number
is 162.

4. Use the Account text box to specify the mail server email account. The mail server email account has a 64-
byte maximum.

5. Use the New Password text box to provide a mail server password. The mail server password has a 32-
byte maximum.

6. Mark the Enable TLS/SSL check box to add encryption to the mail server.

7. Click Submit to apply the mail server configuration to your network card.
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Adding SMTP Email Recipients to the Mail List
1. Click System >> Notification >> Mail Server on the navigation menu.

The Mail Server page appears.

Firmware Version Mail List

System Time
Event Level: [l Daily Event Log [l Daily Data Log

)

Event Level:| None

None
Information
Warning
Alarm

Receiver Event Level Daily Event Log Daily Data Log

name@company.com None No No

2. Enter the following field values as desired and click Add to include the recipient to the list below.

Update, Delete, and Test e-mail buttons only appear on the screen after providing a
NOTE S o
recipient to the mail list.

e Use the Receiver text box to specify the email address of the recipient for the SMTP notification.

e Use the Event Level drop-down to choose from the following levels that, when triggered, sends the
notification to the recipient.

o Select the Information option to send all event level notifications to the recipient.

o Select the Warning option to send both Warning and Alarm event level notifications to the
recipient.

o Select the Alarm option to only send Alarm event level notifications to the recipient.
e Mark the Daily Event Log check box to include a daily event log file to emails sent to the recipient.
e Mark the Daily Data Log check box to include a daily data log file to emails sent to the recipient.
Updating an SMTP Email Recipient

1. Click System >> Notification >> Mail Server on the navigation menu.
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The Mail Server page appears.

Mail List

Event Level: «" Daily Event Log + Daily Daia Log

Receiver Event Level Daily Event Log Daily Data Log
{@hotmail. com Information Yes

@gmail.com Information Yes

2. Click the corresponding row of the recipient you wish to update.
Respective values for the selected recipient appear in the fields above the list.
3. Modify the fields as desired.

4. Click the Update button.

recipient to the mail list.

@ NOTE Update, Delete, and Test e-mail buttons only appear on the screen after providing a

Deleting an SMTP Email Recipient
1. Click System >> Notification >> Mail Server on the navigation menu.

The Mail Server page appears.

Mail List

Event Level: «" Daily Event Log + Daily Daia Log

Receiver Event Level Daily Event Log Daily Data Log

{@hotmail.com Information S Yes

@omail.com Information Yes

2. Click the corresponding row of the recipient you wish to delete.
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Respective values for the selected recipient appear in the fields above the list.

3. Click the Delete button.

Update, Delete, and Test e-mail buttons only appear on the screen after providing a
NOTE L o
recipient to the mail list.

Testing an SMTP Email Recipient
1. Click System >> Notification >> Mail Server on the navigation menu.

The Mail Server page appears.

Mail List

Event Level: «" Daily Event Log + Daily Daia Log

Receiver Event Level Daily Event Log Daily Data Log
@hotmail.com Information 3 Yes

@gmail.com Information Yes

2. Click the corresponding row of the recipient you wish to test.
Respective values for the selected recipient appear in the fields above the list.

3. Click the Test e-mail button.

NOTE Update, Delete, and Test e-mail buttons only appear on the screen after providing a
recipient to the mail list.

An information pop-up appears alerting you that the test email has been sent and to check with the recipient.

Information

The test e-mail has been sent, please check with the

receiver.

4. Click OK.
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Using the System >> Notification >> Wake On LAN Page

The Wake on Lan function lets you start or wake up PCs connected to the same network as your card using their
MAC addresses. You can wake up PCs after restarting your network card or workstation. The maximum number of

MAC addresses is 256.
Adding WolL Hosts

1. Click System >> Notification >>Wake On LAN on the navigation menu.

The Wake On LAN page appears.

K“ERhEIC UPS RackLink ™ 2 Administrator | English v | C* Logout

Home System » Notification » Wake On LAN

Monitor

Device WOL Host List
System
Administration Title
Netication MAC (XX-XX-XX-XX-Xx-20¢);| 00-00-00-00-00-00
SNMP Access
SNMPv3 USM Delay: minute(s)

SNMP Trap Wake Up Condition: [JJj Power Restore [JJj System Startup

Mail Server
Add
Wake On LAN

Mocdbus TCP
Restore Startup

Model
No No
Firmware Version

System Time

2. Enter the following field values as desired and click Add to include the WOL Host to the list below.

NOTE Update and Delete buttons only appear on the screen after providing a host to the list.

e Use the Title text box to specify a title for your host, if desired.

e Use the MAC text box to specify the hosts MAC address.

e Use the Delay text box to specify the number of minutes before executing the wake command.

o Mark Wake Up Condition check boxes for Power Restore or System Startup, as desired.

Updating a WoL Host

1. Click System >> Notification >> Wake On LAN on the navigation menu.
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The Wake On LAN page appears.

MIDDLE s
ATLANTIC UPS RackLink

& brorsdof O gl

1 Administrator English v | C» Logout

Home System » Notification » Wake On LAN

Monitor

Device WOL Host List

System

Administration Title:| Second Test Host

Notification MAC (3-X-00-XX-Xx-0¢):| 70-80-90-80-70-60

SNMP Access

SNMPv3 USM Delay: minute(s)

SN Trap Wake Up Condition: # Power Restore [JJj System Startup
Mail Server

Wake On LAN

Modbus TCP
Startup

Model
Test Host 10-20-30-40-50-60

AT UEETEL Second Test Host 70-80-90-80-70-60

2. Click the corresponding row of the host you wish to update.

Respective values for the selected host appear in the fields above the list.
3. Modify the fields as desired.
4. Click the Update button.

NOTE Update and Delete buttons only appear on the screen after providing a host to the list.

Deleting a WolL Host

1. Click System >> Notification >>Wake On LAN on the navigation menu.
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The Wake On LAN page appears.

NTI.ERIIG$IC UPS RackLink ™ 1 Administrator English v | C Logout

& brorsdof O gl

Home System » Notification » Wake On LAN

Monitor
Device WOL Host List

System

Administration Title:| Second Test Host

Notification MAC (3-X-00-XX-Xx-0¢):| 70-80-90-80-70-60

SNMP Access
SNMPv3 USM Delay: minute(s)

SNMP Trap Wake Up Condition: [ Power Restore [JJj System Startup

Mail Server
Wake On LAN Add Update
Modbus TCP

Startup

Model
Test Host 10-20-30-40-50-60

AT UEETEL Second Test Host 70-80-90-80-70-60

2. Click the corresponding row of the host you wish to delete.
Respective values for the selected host appear in the fields above the list.

3. Click the Delete button.

NOTE Update and Delete buttons only appear on the screen after providing a host to the list.

Using the System >> Notification >> Modbus TCP Page

Your network card includes a Modbus TCP service for UPS monitoring. Specify the slave ID and port based on your
monitoring requirements. For added security, you may specify remote IP addresses that are granted or denied
system access and configure Disable, Read Only, and Read/Write access levels.

Configuring the Modbus TCP Service

1. Click System >> Notification >> Modbus TCP on the navigation menu.
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The Modbus TCP page appears.

N.II.ERIN-E_IC UPS RackLink ™ 2 Administrator English I > Logout

& brend of 1 Voo

Home System » Notification » Modbus TCP
Monitor
Device Modbus TCP

System [l Enable Service (8 sessions max.)

Notification
SNMP Access
SNMPv3 USM ModbusTCP Address Table:  ModbusTCP

SNMP Trap

Mail Server " Submit

Wake On LAN

Modbus TGP Remote List

Model Allowed Remote IP: Remote IP Address 0.0.0.0 will allow the modbus TCP packets to be received from

~ ) any host.
Firmware Version Access Level:| Read Only

System Time Add Update

Remote IP Access Level

Read Only

2. Mark the Enable Service check box to enable Modbus TCP on your system.

3. Use the Slave ID text box to specify an ID number.

4. Use the Port text box to specify the port number for your Modbus TCP service.

5. Use the Modbus TCP Address Table link to download the modbustcp.pdf address table, if desired.
6. Click Submit to apply the Modbus TCP service configuration to your network card.

Adding a Remote IP Address

For added security, you may add specific IP addresses and permit or deny access to the system. For added
security, you can add remote IP addresses with Disable, Read Only, and Read/Write access levels on the system.

1. Click System >> Notification >> Modbus TCP on the navigation menu.

104

©2022 | Legrand AV, Inc. All rights reserved.


https://www.legrandav.com/legal/term_and_conditions

UPS RackLink Network Card User Manual Configuring Your Network Card Using the Web Interface

The Modbus TCP page appears.

N.II.ERIN-E_IC UPS RackLink ™ 2 Administrator English I > Logout

& brend of 1 Voo

Home System » Notification » Modbus TCP
Monitor
Device Modbus TCP

System [l Enable Service (8 sessions max.)

Port 502

Administration

Notification
SNMP Access
SNMPv3 USM ModbusTCP Address Table:  ModbusTCP

SNMP Trap
Mail Server " Submit

Wake On LAN
Remote List

Modbus TCP O]

Model Allowed Remote IP: Remote IP Address 0.0.0.0 will allow the modbus TCP packets to be received from

Access Level:| Read Only vk:
Add Update

Read Only

any host.
S Access Level| Read Only

Remote IP Access Level

Read Only

3. Enter the following field values as desired and click Add to include the remote IP address to the list below.

: Update and Delete buttons only appear on the screen after providing a remote IP
: NOTE :
address to the list.

e Use the Allowed Remote IP text box to specify the IP address you want to add to the list.

g: NOTE As indicated on the interface, enter 0. 0. 0. 0 as the remote IP address to receive TCP packets
| from any host.

e Use the Access Level drop-down to choose from Disable, Read Only, and Read/Write options for the
IP address.

Updating a Remote IP Address

1. Click System >> Notification >> Modbus TCP on the navigation menu.
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The Modbus TCP page appears.

Remote List

Allowed Remote IP: Remote IP Address 0.0.0.0 will allow the modbus TCP packets to be received from
any host
Access Level:| Read Only

Remote IP Access Level
0.0.0.0 Read Only

192.163.1.12 Read Only

2. Click the corresponding row of the remote IP address you wish to update.
Respective values for the selected remote IP address appear in the fields above the list.
3. Modify the fields as desired.
4. Click the Update button.
Deleting a Remote IP Address
1. Click System >> Notification >> Modbus TCP on the navigation menu.

The Modbus TCP page appears.

Remote List

Allowed Remote IP: Remote IP Address 0.0.0.0 will allow the modbus TCP packets to be received from
any host.
Access Level:| Read Only

Remote IP Access Level

0.0.0.0 Read Only

192.163.1.12 Read Only

2. Click the corresponding row of the remote IP address you wish to delete.
Respective values for the selected remote IP address appear in the fields above the list.

3. Click the Delete button.
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Troubleshooting
The following are phrased as common questions and solutions when using your network card and UPS.

How do | set up an SNTP server on my workstation that is
connected to the network card so the time can be synchronized?

1. On a computer connected to the same network as your card, access Control Panel\All Control Panel ltems\Programs
and Features.

The Programs and Features screen appears.

Ed Control PanelAll Control Panel Iterns'\Programs and Features

w o Ed » Control Panel » All Control Panel ltems » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Un
#y Turn Windows features on or

off Organize -

Install a program from the P

network Mame

& 3DEXPERIENCE Marketplace for SOLIDWORKS
[6z] 7-Zip 21.07 (x64)

2. Click Turn Windows features on or off.

Ed Control PanelAll Control Panel Iterns'\Programs and Features

L Ed > Control Panel > All Control Panel ltems » Programs and Features

Control Panel Home .
Jninstall or change a program

View installed updates ‘ To uninstall a program, select it from the list and then click Un
#y Turn Windows features on Dr]

off Organize -

Install a program from the ~

network MName

& 3DEXPERIENCE Marketplace for SOLIDWORKS
[6z] 7-Zip 21.07 (x64)
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The Windows Features pop-up appears.
| B Windows Features — 0O

Turn Windows features on or off 1)

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Simple TCPIP services (i.e. echo, daytime etc)
SME 1.0/CIFS File Sharing Support

SME Direct

Telnet Client

TFTP Client

Virtual Machine Platform

Windows Hypervisor Platform

Windows |dentity Foundation 3.5

Windows PowerShell 2.0

Windows Process Activation Service

=
Jgojagodoosds

B H

Windows Projected File Systern
Windows Sandhox

Cancel

3. Scroll down to find Simple TCPIP services (i.e. echo, daytime etc) and mark the check box.
4. Click OK.

5. In the network card web interface, make your SNTP time server configurations as needed. For more
information, see “Time Server” on page 39.

How do | keep the network card On regardless of the UPS
system being powered Off by sleep mode?

Sleep mode is disabled on the UPS by default. When enabled, sleep mode deactivates the network card port
when the UPS is powered off locally, the batteries are fully charged, and the LCD panel is asleep. Powering
off the UPS using a remote command will not disable the network card, to remove the chance of a remote user
accidentally locking themselves out.

Disable the sleep mode function to keep your network card on regardless of your UPS power settings. For more
information, refer to "Using Main Menu > Configuration Functions > Service Mode" in the NEXSYS Line Interactive
UPS User Manual (100-00072) at www.legrandav.com.

| can access the network card web interface, but | cannot
login in.

Please check the IP addresses of the network card and the workstation on which you are trying to log in. By
default, they must be within the same LAN so you can connect via the web interface.
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Why can’t | ping the network card from my workstation?

You can find the IP address of your PC, laptop, workstation on Windows by entering ipconfig /all from
the command prompt. For UNIX, please enter 1£config in shell. You should be able to check your IP and MAC
(Physical Address) in results returned similar to the following.

Physical Address 3 00-23-4D-A2-3A-2C

DHCP Enabled

Autoconfiguration Enabled
Link-local IPv6 Address . . . . . : feB80::ad55:5b%b:74c6:e5fc%12 (Preferred)

IPv4 Address t 172.16.186.97 (Preferred)
Subnet Mask : 255.255.254.0

C:\>

When setting up the IP card for the first time using a direct RJ45 connection to the workstation without a router, it
may be necessary to change your IP address to a static IP address. Please note that the IP card will have a default
IP address of 192.168.1.201.

If the network card is non-responsive, check the following items:

e |If the green LED indicator on the network card is OFF, check if the network cable is correctly connected from
the network card to the router or hub.

o |If the green LED indicator is ON, the current IP address could be unreachable. Manually assign a valid IP
address to the network card.

e Ifthe green LED indicator flashes and your network configuration includes a DHCP server, make sure the
DHCP service is working properly.

e If the green LED indicator flashes and your network configuration does not include a DHCP server, make sure
the assigned IP is not already taken on the network. Please note that if the current configuration is not useable,
the network card uses the default IP settings as follows:

IPv4 address: 192.168.1.201 | Net Mask: 255.255.255.0 | Gateway: 192.168.1.1

If the problem persists, use a network cable to cross link your network card and the workstation and ping the
network card’s default or static IP address, according to your configurations. If a ping response is successfully
received, indicating that the network card is working properly, check your network equipment. If not, contact support
at av.middleatlantic.techsupport@legrand.com or (866) 977-3901.

What if | forget the Administrator account user name and
password?

You can reset Administrator’'s account and password any of the following ways:
e Press the reset button on the network card.

For more information, see “Feature Set” on page 15.
e Reset your network card using the Manager Menu.

For more information, see “Default Reset” on page 41.
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Reset your network card using a serial port connection to the network card.

1. Make sure the DIP switches on your network card are both DOWN (in the ON position), which puts the card in
configuration mode.

2. Use the RJ45 to DB9 cable (C) to serial connect your workstation to the network card.
3. Carefully pull the network card out of the UPS and plug it back in after approximately 10 seconds.
4. Within 60 seconds after re-connecting the network card to your UPS, perform the following steps:
a. Launch a virtual terminal client on your serial connected workstation.
b. Open a COM Port with 2400 and 8N1 parameters.

c. Atlogin and password prompts, enter rstadmin.

The Administrator account and password are now reset.

d. Ener the default Administrator account credentials: username: admin | password: admin.

rstadmin

R R R

your account!

e. The system then has you change the default passwords for the three system accounts.

For more information, see “Understanding Default Administrative Account Setting” on page 18.

How do | generate a private SSL certificate file (in PEM
format) for an HTTPS connection?

To ensure connection security between the network card and your workstation, you can create your own SSL
certificate file. Please download and install OpenSSL Toolkit from http://www.openssl.org. Launch Shell or DOS
prompt mode and enter the following command to create your own certificate file:

openssl req -x509 -nodes -days 3650 —-newkey rsa:1024 -
keyout cert.pem -out cert.pem

1. Answer the prompted questions. Proceed with the given directions. Once it is completed, a file
named cert.pem is created in the current working directory.

2. Upload cert.pem to the network card Web. Please refer to 5-4-1 Administration — Web.
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How do | generate DSA, RSA, and Public keys for SSH?

On Windows:

Please download and install PuTTY from http://www.putty.org.

2. Run puttygen.exe from the installed directory.

3. Select SSH-2 RSA from the Parameters area and click Key >> Generate key pair to generate an RSA
key.

4. Click Conversions >> Export OpenSSH Key and assign a filename to the RSA key. Please ignore it
when prompted to provide key passphrase.

5. Select SSH-2 DSA from the Parameters, click Key >> Generate key pair to generate a DSA key.

6. Click Conversions >> Export OpenSSH Key and assign a filename to the DSA key. Please ignore it
when prompted to provide key passphrase.

7. Copy the generated key from the text box, paste in a text editor and save it as a text file.

Z PuITY Key Generator

File EKey Conversions Help
Key

AAAAB3NzaCTke3MAAACAWIZEGIHUSL+pEDWFIHHINBHMKLD gV79dyg1R102T5E;
HZB203GiEGIwyx0JBMUGLY30520 0yDMY'sSel 3w vipujdahigAKsBE 7X4F0zhin/) 1l
NkycVJTGT10sStW gxwa/GPDGh221n)8R 7BwgB Silvb0Y IXCOBJawix1e2Y Cul sébs
AVAIAKHRIUd+xafmlOhvoSwilFsRx3eAAAGBR Bs/gzs000 CYoeMFINEvixFzeHyM CZ IS

Key fingerprint: \ssh-dss 1023 93:da:30:2a:bf. de ac:e3:d5: 28:ca:9e:d3:52:eb:09 \
Key comment: ‘Eg@znﬁn?n? I

Key passphrase: ‘

Confirm passphrase:

Actions

Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

() S5H-1 (RSA] (O SSH-2RSA (® 55H-2DSA

MNumber of bits in a generated key: I 1024

8. Upload the DSA/ RSA/ Public keys files to the network card Web. Refer to 5-4-1 Administration —
Console for more information.
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On Linux:

Please download and install OpenSSH from http://www.openssh.org.

2. Launch Shell and enter the following commands to create your own keys (please ignore it when
prompted to provide passphrase):

DSA Key:ssh-keygen -t dsa RSA Key:ssh-keygen -t rsa

3. Upload DSA and RSA keys to the network card Web. Please refer to 5-4-1 Administration— Console
for more information.

How do | test SNMPv3?

If you are testing SNMPv3 using a command line on a Windows workstation, we recommend downloading,
installing, and using SNMPWalk (available standard on Linux) at http://www.net-snmp.org.

Before you can access the SNMP OID (Object Identifier) through the SNMPv3 protocol, the SNMPv3 USM table
must be organized.

For more information, see “Using the System >> Notification >> SNMPv3 USM (User Session Management)
Page” on page 91.

Use the following command to test SNMPv3 on Windows workstations running SNMPWalk or Linux by
launching shell and using the following command format:

snmpwalk -v 3 -u <user> -1 authPriv -A <password> -X
<password> -n <context name> -t 3 <ip> 1.3.6.1.2.1.1.1.0

The following options are available:
e —v:1for SNMPv1, 3 for SNMPv3.
e -—1: Follow the security levels. They are: noAuthNoPriv, authNoPriv and authPriv.
e —u: The user name which is assigned from SNMPv3 USM table.
e —A: The Auth Password which is assigned from SNMPv3 USM table.
e —X: The Priv Password which is assigned from SNMPv3 USM table.
e —n: The Context Name which is assigned from SNMPv3 USM table.
e ~—t: Timeout in seconds.
e <ip>: The IP address of the network card.
e <0id>: The next available SNMP OID (for example: 1.3.6.1.2.1.1.1.0).

For more information, see "Using the System >> Notification >> SNMP Access Page" on page 89, refer to Net-
SNMP at www.net-snmp.org, and the MIB file provided in the web interface.
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Installing The Device Discovery Software on a PC

Use the following steps to download and install the Device Discovery software on a PC.

1. Download the Device Discovery tool at https://www.legrandav.com/resources/power-downloads.

2. Run the RackLink Device Discovery setup file.

The Device Discovery Setup dialog box appears.

Device Discovery
Install

The inzstaller will guide you through the steps required to install BackLink Discovery on wour
computer.

WARMING: This computer program is protected by copyright law and intemational eaties.
Unauthorized duplication or digtribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be progecuted to the maximum extent pozsible under the law.

3. Click Next.

Additional installation options appear.

=

i RackLink Discovery

Device Discovery
Install

The inztaller will install B ackLink Discovery ta the following folder.

Ta inztall in thiz folder, click "Mext”. Toinztall to a different folder, enter it below or click *Browse",

Eolder:

C:\Program FilestMiddle Atlantic PraductshRackLink Discovery's Browse...

Install RackLink Discowvery for yourself, or for anyone who uses this computer:

(%) Everyone
3 Just me

[ Cancel ] [ < Back ] I fext =
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4. Click Browse if you wish to change the software installation folder.
5. If desired, select whether you want to install RackLink Discovery for everyone, or just the current user.

6. Click Next.

[~ nl

i RackLink Discovery |:] i: lg|

The installer is ready ta install FlackLink Discovery on vour computer.

By Mutte ATnte Procucti.

Click "Mest" bo start the inztallation.

[ Cancel ] [ < Back ] [ Mext » J

The installer indicates that it's ready to install RackLink Discovery on your computer.

7. Click Next to begin the installation.

A=E)

RackLink Discovery has been succezsfully inztalled.

Click "Cloge" to exit.

Launch RackLink Discovery

Flease use Windows Update to check for any critical updates to the MET Framework.

Cancel ¢ Back

The installer indicates that RackLink Discovery has been successfully installed and provides a default check
box selection to Launch RackLink Discovery after closing the installer.

8. Click Close.
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Installing The Device Discovery Software on a Mac

Use the following steps to download and install the Device Discovery software on a Mac®.

1. Download the Device Discovery RackLinkDiscovery.pkg file at
https://www.legrandav.com/resources/power-downloads.

2. Run the RackLink Device Discovery setup file.

The Device Discovery Setup dialog box appears.

806 ' Install RackLinkDiscovery

Welcome to the RackLinkDiscovery Installer

& Introduction

You will be guided through the steps necessary to

@ Destination Sele : 2
' install this scftware.

£
[} installa::‘opﬁ'vpe_’)
® !nstaliatip:fn

@ Summaiy Y

O Wy & 5

Co Back [ Continue

3. Click the disk and modify the location if you wish to change the software installation folder.

800 ' Install RackLinkDiscovery

Select a Destination

A Select the disk where you want to install the
1 \:‘x RackLinkDiscavery software.

] instalia.tionfl'yp 1@}
e Inslallatiﬁn ,f’ —;

@ Summaty ¥ Macintosh HD
440.82 CB available
489,25 CB total

@ Introduction

© Destination Sel

PTRLLL LLLL LA 5
sty . s

| Installing this software requires 152 KB of space.

b

| GoBack | |. Continue

4. Click Continue.
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The Installation Type screen appears.

8 00 i Install RackLinkDiscovery

Standard Install on “Macintosh HD"

@ Introduction
@ Destination Select This will take 152 KB of space on your computer.
e Installatio‘& ; Click Install to perform a standard installation of
® Installatigh this software on the disk "Macintosh HD".

-
® Summary

o
= ""‘].'””"'“ E-L
=

| 7 ) .
| 4 | Change Install Location... |

5. Click Change Install Location if you wish to change the software installation folder.

6. Click Install.

The installer indicates that the installation was completed successfully.

ao0o s Install RackLinkDiscovery

The llation was comp d successfully.

® Introduction |
© Destination Sel
(] Instaliatiqn(Ty _\
8 Installa!}gn :

© Summary The installation was successful.

ey
s ) .

..r.l-l"'|I 1 4

The software was installed.

Go Back Close

7. Click Close.

116

©2022 | Legrand AV, Inc. All rights reserved.


https://www.legrandav.com/legal/term_and_conditions

UPS RackLink Network Card User Manual Using Device Discovery

9. Click Applications in the Finder to locate the RackLink Discovery application.

8006 [ Applications
FAVORITES Address Book
g Dropbox @ App Store
= _ & Automator
= All My Files [l calculator
€ AirDrop & Chess
#\ Applications +3 Chicken of the VNC
3 Cisco =
[ Desktop @ Dashboard
@ Documents B Dictionary
© Dounioads
3 [@ Dockables >
H Movies 4% Dropbox
J7 Music & DVD Player Name Discovery
: (@l FaceTime Kind Application
() Pictures Q Firefox Size 131 KB
SHARED \\? Font Book MCr:_z:e: ;h:rsd;ys.zM:’:_h 21,2013 1:33 PM
lodifie ‘oday 2!
@ homes... 2 g ;arlageﬂand Last opened Today 2:32 PM
Ica Version L1
€ iChat
& iovD

| Macintosh HD = (3] Applications » . Discovery

Using Device Discovery

1. After launching your RackLink Device Discovery program, the tool automatically discovers all RackLink
devices on the subnet to which you are connected.

2. Use the Discover button to refresh the screen and discover any newly connected RackLink devices. By
default, the RackLink device is set for DHCP. You can identify each device by the MAC address or IP
address.

@ NOTE You may need to disable your Windows firewall to discover your PDU.

#  Device Description
-I RackLink Rackdink Premium PDU ETH1

RackLink RLNK-SW315R-SP 10.90.51.63 D0:90.C2E9:08:15 _

ed | No = eto er the Rack may need to disable your Win EW

3. Click Device Control to access the web interface for a specific device.
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4. The system prompts you for a username and password.

MIDDLE
ATLANTIC.

A brand of O legrand

Site IP:

Copyright @ - Middle Atlantic Products. All Rights Reserved.

For more information, see “Connecting to Your Network Card Using the Web Interface” on page 22.

Warranty

For warranty information, refer to www.legrandav.com/policies/warranty information.

Contacting Corporate Headquarters
P: (866) 977-3901 | F: (877) 894-6918 | www.legrandav.com | av.support@legrand.com

Contacting Middle Atlantic Canada
P: (888) 766-9770 | F: (888) 599-5009 | ca.middleatlantic.com | av.canada.customerservice@legrand.com

Contacting Middle Atlantic Europe, Middle East, and Africa (EMEA) Technical Support
P: +31 495-726-003 | av.emea.middleatlantic.support@legrand.com

United States (US)

Legrand | AV Headquarters
6436 City West Parkway
Eden Prairie, MN, 55344, USA

At Legrand AV Inc. we are always listening. Your comments are welcome.
Legrand AV is an ISO 9001 and ISO 14001 Registered Company.
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