
Firmware
Release Notes

Downloads
Current Version:

• Firmware Version 6.4.2

Previous Version:

• Firmware Version 6.3.1

• Firmware Version 6.0.0

• Firmware Version 5.0.4.3

• Firmware Version 5.0.4

• Firmware Version 5.0.2

XWR-3100
Release Firmware Version 6.4.2 - Recommended Update

Note: It is NOT recommended to update the firmware 
wirelessly as damage to the router may occur.

Enhancements:
• You will now have the ability to “Auto Add” an AP onto the network.
• A banner was also added to the UI showing you when the “Auto-Add” feature was 

successful.
• You will now be able to back up your router configuration and restore those 

configurations with or without the Domotz account information. This will allow you to 
“copy” a configuration from one router to another without causing a duplicate Domotz 
agent. 

Release Firmware Version 6.3.1
Note: It is NOT recommended to update the firmware 
wirelessly as damage to the router may occur.

Issues Resolved:
• QoS fixes
• Security fixes for L2TP/IPsec
• Improvements to help text
• VLAN fixes
• Resolves Western Digital MyCloud NAS remote access

Release Firmware Version 6.0.0
Note: It is NOT recommended to update the firmware 
wirelessly as damage to the router may occur.

Enhancements:
• Added Router Limits functionality
• Updated UI functionality

https://s3-us-west-2.amazonaws.com/luxul.release/XWR-3100-6.4.2.lxl
https://s3-us-west-2.amazonaws.com/luxul.archive/XWR-3100-6.3.1.lxl
https://s3-us-west-2.amazonaws.com/luxul.archive/XWR-3100-6.0.0.lxl
https://s3-us-west-2.amazonaws.com/luxul.archive/XWR-3100-5.0.4.3.lxl
https://s3-us-west-2.amazonaws.com/luxul.archive/XWR-3100-5.0.4.lxl
https://www.luxul.com/-/media/brands/luxul/resources/firmware-updates/routers/xwr3100502.ashx?la=en
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Firmware Version 5.0.4.3
Note: It is NOT recommended to update the firmware 
wirelessly as damage to the router may occur.

Enhancements:
• Support for the XAP-810 and XAP-1440
• KRACK vulnerability patch 

Issues Resolved:
• None

Known Issues:
• None

Firmware Version 5.0.4
Note: It is NOT recommended to update the firmware 
wirelessly as damage to the router may occur.

Enhancements:
• Firmware support for EU, UK, and AU geographic regions

Issues Resolved:
• A scroll bar was added to Static Leases allowing users to see all saved static lease 

entries.
• Port Forwarding Table adjusted for better information display and user experience.
• VPN Password Special Characters full list now works as described in the online help 

message.
• USB Password Special Characters now works as described in the online help message.
• Minor UI adjustments and online Help updates.

Known Issues:
• After initial configuration of USB > Media Server Name, if you then change that name, a 

router reboot will be required for DLNA clients to see the new name.

Firmware Version 5.0.2 (Release Version of Firmware)
Note: It is NOT recommended to update the firmware 
wirelessly as damage to the router may occur.

Enhancements:
• None

Issues Resolved:
• None

Known Issues:
• The Characters ^ { } cannot be used in VPN User Password
• Auto Update page shows connected when it has no Internet connection


