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Agenda
Risks, Impact & how it is present in 
applications 

Log4Shell - Exploit Demo 

How you Remediate it

What is Log4J - who uses and why?

Q&A

Snyk Demo - Find  & Fix



TL;DR

You must identify where you use log4j2 and upgrade 
your log4j 2 versions to 2.16.0 (also includes a lower sev 
DOS vuln) - where you can’t upgrade, use mitigations.

A highly prevalent, critical, and easily exploitable zero 
day vul was disclosed affecting a Java logging 
framework, log4j 2, on Dec 10th 2021 (dubbed Log4Shell).

For a full remediation guide, visit:
https://snyk.io/blog/log4shell-remediation-cheat-sheet/
 



Log4j is a very popular Apache logging 
framework written in Java that 
provides fast, flexible, and reliable 
application logging. (Popular Java 
loggers include Log4j, log4j 2, Logger, 
SLF4J)
   

What is Log4j?



What is
Log4Shell?



Java Naming and Directory Interface 

JDK

My Application

JNDI

env/myDS
java:comp/env/myDS myDS Java Object

What is JNDI 
and why does 
Log4j use it?



JDK

My Application

JNDI

jndi:ldap:evil.server:11/evil

My evil object, ‘evil’

EVIL JNDI

What are the 
attack 
vectors?

Java Naming and Directory Interface 



What is the 
Log4Shell 
Exploit?



Can I see this 
IRL? EXPLOIT DEMO TIME



Remote Server Control

Remote code Execution

3rd Party SaaS Application Security Failures

Regulatory Compliance Failures

Cloud Security Control Failures

Increased Insider threat

What are the 
risks?



Loss of Data Integrity

Data Exfiltration

Disabling other security services

Loss of Availability

Complete Server/Application takeover

Deploy Malware/Ransomware

What are some 
examples of 
the impact?



How is it 
present in 
applications?

● 35% of Snyk customers are using Log4j

● Of those customers, 39.2% use it directly while 60.8% 
are using it indirectly as a transitive dependency. 



How is it 
present in 
applications?



Remote code Execution - the holy grail

It’s a very accessible and exploitable vuln

Log4j is VERY popular

Log4j is found in direct, but mostly transitive deps, so 
you may not even know you’re using it.Summary:

Why is there 
so much 
concern?

Zero day vulnerability



So, what’s 
the fix?

https://snyk.io/blog/log4shell-remediation-cheat-sheet/



Timely & 
Accurate 
Security 
Intelligence

https://security.snyk.io/vuln/SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720



What’s the 
other vuln 
about?

https://security.snyk.io/vuln/SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2320014



Snyk Command Line Interface (CLI) or 
Integrated Development Environment 
(IDE)

Import via Source Code Manager (SCM)

Automatic Pull Request (PR) Fixes Triggered

Dependency Tree Reporting & SBOMs

Timely and Accurate Security 
Intelligence

How does 
Snyk help 
find & fix?



https://snyk.io/blog/snyk-cli-cheat-sheet/

Command Line Interface (CLI) - ‘snyk test --dev’

Integrated Development Environment (IDE)

While Coding



Source Code Manager (SCM)

Issue Card
Users can 
Import & Test



Manually

Automatic Pull Requests (PR)

Quick and 
Easy 
Remediation



Snyk Open 
Source Demo

Demo Time
Find & Fix! 

   



Questions? Log4Shell - So Now You Know (Snyk)
   



Offer for 
CAUDIT 
Members 

1,000 free scans for 1 month
● For Snyk Open Source
● 1 Scan = 1 Project/Repository in SCM

Snyk Enterprise Plan
For those members who wish to pursue a 
commercial relationship with Snyk, post the 
free scan period, members can receive 25% 
discount off the Enterprise plan (exclusive to 
CAUDIT members).

Register your details here for the free scans 
as Snyk would need to enable this for you.

https://docs.google.com/forms/d/e/1FAIpQLSfwWdkCcs2cx0ITxxt3eZs8lNkqwtbFit1W68TUAw_doaEYHQ/viewform


Lessons learned from Apache Struts: 
a vulnerability that lead to a real-life hack

Apache is 
notified of the 
Struts vuln

Apache releases 
a fix for the vuln

An exploit 
is made 
available 
through 
exploitDB

Attacks 
begins 
immediately 
after the 
exploit is 
made 
available

Lessons learned

1. Detect fast: Make sure to automatically 
monitor for new vulns and that your 
database is up-to-date

2. Respond fast: Automated fixing into the 
process

3. Do it at scale: with more than 1000 vulns 
discovered each year,  the scalable way to 
find-fix is to empower devs to be the 
implementers

Apache Struts (CVE-2017-5638) attacks timeline: +150M People had highly personal data exposed
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