
Background

most comprehensive healthcare systems serving more 
 

and towns. 

happier, healthier lives.

Challenge 
With contact centres located in Sacramento, California, 
and Salt Lake City, Utah (USA), SPS was using an automated 

medical services or a doctor’s visit) or outbound calls  

collect advance payments for procedures). 

or mis-keyed card numbers led to premature hang-ups and 
abandoned calls. SPS saw the opportunity to streamline 

experience. This was especially important for servicing 

their credit or debit card numbers aloud, PSRs manually 

had numerous elements in scope for compliance with the 
Payment Card Industry Data Security Standard (PCI DSS), 
including the verbalised cardholder data (CHD) and the 
PSRs themselves. 

To add to the compliance challenge, all calls are 
recorded. Because the PCI DSS prohibits the recording of 

had to manually pause the recording when credit card 

captured, SPS did not want to take any risks – a PSR 
could forget to pause the recording and accidentally log 

environment from the PCI DSS, 
remove the burden from agents 
for securely capturing payment 

take control of entering their card 
details which would result in a  
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Already using the , 

a fast-growing North American client base, Semafone 

enterprise contact centres around the world. SPS selected 
Cardprotect, 

which enables callers to directly enter their payment card 
details through their telephone keypad.

Cardprotect shields card numbers from agents, call 
recording systems and even nearby eavesdroppers by 

are sent directly to the company’s payment processor, 
never touching the contact centre’s IT infrastructure – 
thus descoping it from the PCI DSS. Meanwhile, agents 
can remain on the line with the caller in full voice 

wrap-up tasks, ensuring a smooth customer journey and 
improved customer service.

into the payment processing system. The caller securely 
enters his or her payment card numbers into their 
keypad, which is sent directly to the third-party system for 

comes in and the process starts all over again.

“Semafone worked closely with our internal team and 

simpler go-live.”

Results
Today, SPS is using Cardprotect to securely collect 
payments in two contact centres with nearly 500 PSRs. 

they successfully de-scoped much of the contact centre 
environment from PCI DSS compliance, and payment card 
data no longer touches or is exposed to agents, desktop 

avoiding hundreds of thousands of dollars in 
 

of the PCI DSS v 3.2.

and that too is descoped from PCI DSS, as Cardprotect 
relays the entered card data directly to the payment 
processor. In fact, SPS was able to easily introduce a 
second IVR to accommodate higher call volumes, without 

Most importantly, SPS enhanced its ability to provide 

agent or using an IVR – both of which provide a secure 

and security, as card numbers are no longer verbalised. 

PSRs in a post-deployment survey said that Cardprotect 
was easy to use.

“Semafone enabled us to balance 
the best of both worlds – we are 
securing our data and simplifying 
compliance, while improving the 

is secure and enjoy the ease-of-use 
of Cardprotect. Our SPS team is 
delighted with the project results.”

  
 
 
Results Overview:
•  Descoped much of its contact centre environment 

from the PCI DSS, reducing risks and avoiding 

•  
care 

•   
PCI DSS compliance 
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