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2  |  Understanding Situational 
Awareness Technologies and the 
Emerging Situational Awareness 
Ecosystem

The rapid expansion of new and existing technologies can provide opportunities for major 

breakthroughs in the ability to detect threats; track hostile actions and forces; process, interpret 

and communicate vast data sets; and predict and shape the actions and possibly even decisions of 

adversaries. Every technology has costs and benefits associated with its adoption, and the capabilities 

in the emerging strategic SA ecosystem are no different. Each of the emerging capabilities explored 

over the course of this project can be described using two separate categories: attributes for increasing 

strategic SA (discussed in this chapter) and risk factors that decrease strategic stability (addressed in the 

next chapter).  

Platforms, Critical Enablers, and Defense and Counter Capabilities
The new technologies that will shape the strategic SA ecosystem moving forward can be divided into 

several broad categories. For the purposes of understanding and analyzing SA technologies and their 

effect on strategic stability, this study draws a distinction between “platforms” and “critical enablers.” 

“Platforms,” such as satellites, unmanned aerial vehicles (UAVs) or unmanned underwater vehicles 

(UUVs), or even microchip-enabled proximity cards, are the physical systems or structures necessary 

to access a collection target, carry a variety of sensor payloads, and support communications and 

data transmission from the sensor package. “Critical enablers,” on the other hand, are the sensors, 

applications, or other technologies used to collect or analyze SA data many of which can be used on or 

in support of a variety of platforms. In the examples above, these would be the sensors attached to a 

UAV or the digital applications which collect and analyze data collected by those sensors. Technological 

advancement and innovation have been key to the development of both platforms and critical enablers. 

For example, advances in miniaturization, autonomy, robotics, and other technologies have led to the 

development of platforms that are smaller, more mobile and agile, and harder to detect. To better 

analyze the individual technology and the costs and benefits associated with employing it, platforms 

and critical enablers may be treated as a distinct for academic or theoretical purposes. However, in 

real-world scenarios, a critical enabler is useful only after its marriage with a platform that can put it into 

position to gather and process desired information.
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Finally, in addition to platforms and critical enablers, this project also explored some strategic SA 

capabilities that may be termed “defense” or “countering.” These capabilities contribute to the strategic 

SA ecosystem differently than most platform-critical enabler combinations: whereas most strategic 

SA capabilities focus on collecting information that can be used to inform decisionmakers during crisis 

or conflict, defense and countering capabilities either defend against adversary activities (for example, 

cognitive electronic warfare systems tasked with detecting, suppressing, and neutralizing adversary 

cyber intrusions) or seek to counter or degrade an adversary’s strategic SA (such as through spoofing 

activities that can obfuscate an adversary’s ability to perceive the operating environment). Together, 

defense and countering capabilities account for a small number of capabilities explored during this 

project, but such technologies may play an outsized role in escalation dynamics during future crises or 

conflicts given their potentially destructive nature and relevance to gray zone tactics.1

Key Attributes of Strategic SA Capabilities 
To facilitate comparative analysis of a wide variety of technical capabilities and understand the 

enhancements they bring to strategic SA, the study team developed a common set of criteria or 

beneficial attributes that contribute to a highly effective strategic SA ecosystem. The six technical 

attributes are: vantage/range, speed, detectability, precision, persistence, and resiliency/reliability. 

Figure 2.1 defines each of these attributes and offers an example of a technical capability in which that 

attribute figures prominently. 

VANTAGE AND RANGE

Vantage and range address the position within the physical operating environment from which new 

information can be gathered. While vantage focuses on the position from which information can be 

gathered (i.e., the position of the technology relative to the target being surveilled), range indicates 

ATTRIBUTES
ATTRIBUTES DEFINITION TECHNOLOGY EXAMPLES

Vantage/ Range
The position from which new information can 

be ascertained.

Pseudosatellites that can position highly 
capable sensors outside of targetable 

distance.

Speed
The shortening of time between an adversary’s 

action or decision to act, detection of that action, 
and the receipt of such by decision-makers.

Quantum computing that accelerates the 
ability to process and analyze vast data 

sets.

(Un)detectability
The degree to which an adversary can ascertain 

that information is being collected.

Advanced stealth capabilities that allow 
sensor platforms to evade detection by 

adversary air defenses.

Precision
The level of detail and quality of the informa-

tion collected or a heightened degree of 
confidence in the information collected.

Synthetic Aperture Radar (SAR) that can 
track military movements despite 

weather and cloud cover.

Smallsat
The extent to which the capability can 

continuously collect data without gaps in 
coverage.

SmallSat constellations that can surveil 
specific areas for weeks or months.

Resiliency/ 
Reliability

The ability of a technology to employ 
redundant and robust systems for situational 

awareness in a contested environment.

Multi-sensor payload UAV swarms that 
can operate even if some of the platforms 

are destroyed or disabled. 

Figure 2.1 Emerging Technology Attributes
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the operational “field of view” of the technology (i.e., the distance over which the capability can 

provide insight).

Some capabilities enable vantage benefits that were previously unattainable, inaccessible, or 

excessively costly or dangerous to attain. For example, high-altitude pseudosatellites provide a 

unique vantage to surveil adversaries, as their  position between traditional UAVs and satellites 

provides a greater slant range without having to be directly over a target.2 Elsewhere, plant-based 

sensors—an emerging SA technology that consists of physiology-based sensors capable of reporting 

the presence of various stimuli— could provide on-the-ground data collection that would otherwise 

require covert insertion, risky air drops, or other methods that could be considered violations of 

territorial integrity.3 For example, these “smart plants” could be distributed either passively (e.g., 

via wind, wildfire, water, or animals) or actively (e.g., via mechanical or non-mechanical human 

activity).4 

Range is related to vantage but refers specifically to the standoff distance afforded by the 

capability. Light Detection and Ranging (LIDAR) sensors can be calibrated to map ground structures 

through cloud cover using air or space assets that would have previously required flying at lower 

altitudes.5 UUVs could be deployed inside safe territory and travel thousands of nautical miles to 

collect data.6 China revealed its first large-displacement autonomous underwater vehicle (AUV), 

the HSU-001, in October 2019.7 The U.S. Navy operates a limited number of UUVs primarily 

in a mine countermeasures (MCM) role, but it also has two major UUV developmental efforts 

underway: the Large Diameter UUV (LDUUV) and the Extra-Large UUV (XLUUV).8 Both programs 

are still in early development and are not expected to shift to production until the mid-2020s.9

In any case, through enhanced range and vantage a state can optimize its ability to collect information 

at a distance, thereby minimizing risks of attack or sabotage to its own strategic SA assets. 

SPEED

Whereas vantage and range denote a capability’s advantageous position in space, speed refers to a 

capability’s implications for time, namely the shortening of time between an adversary’s action or 

decision to act, detection of that action, and the conveyance of information to the decisionmaker. 

Increased speed is a hallmark attribute of new technologies, driven by collectors’ preferences for the 

rapid collection of more and more information to provide 

actionable options to decisionmakers. 

Computer technologies that focus on data collection, 

analysis, or decision support are particularly relevant for 

“speed” given their ability to execute processes, detect 

changes in adversary systems, analyze large quantities 

of data, and quickly transmit the information across 

networks. Cyber surveillance capabilities can perform a 

wide variety of tasks and collect information at speeds 

that were previously unattainable. For example, they 

can intercept military leadership communications about 

troop movements, thereby shortening the time it would 

take to otherwise detect such actions. AI decision-support applications and quantum computing are 

comparatively newer technologies but could radically increase the speed at which decisions can be 

made or detected. 

Increased speed is a 
hallmark attribute of new 
technologies, driven by 
collectors’ preferences 
for the rapid collection 
of more and more 
information to provide 
actionable options to 
decisionmakers. 
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AI analysis applications are an example of a capability’s potential to increase speed across 

multiple levels of strategic SA, including data collection, analysis, and decision-support tools. 

AI pattern recognition applications could sift through large amounts of data, including video, 

imagery, signal intercepts, and technical intelligence collected by strategic SA assets, and flag 

items of interest for analysts, thereby reducing the amount of time needed to analyze complex 

situations.10 While many speculate that China may be gaining an edge in AI,11 various press 

reports suggest that the United States currently has several major AI programs in development, 

including Project Maven and a classified pilot program reported by Reuters in 2018 focused on 

tracking the North Korean nuclear missile program.12 Project Maven, a high-profile U.S military 

program, reportedly aims to use AI and machine learning to help intelligence analysts identify 

objects of interest from both moving and still imagery generated by the Unmanned Aircraft 

Systems fleet.13 Although the mission of the latter program is classified, it is believed to focus 

on leveraging AI to monitor the North Korean nuclear program using satellite imagery to track 

mobile launchers, which can be difficult for human analysts to locate and track in real time.14 

Moreover, while available sources suggest that technology in North Korea is well behind that 

of South Korea, its rapid advances in cyber operations and information and communications 

technology suggest that it can be anticipated in the near future to develop machine learning 

and other types of AI technology and to apply those technologies in military affairs.15 In a crisis 

involving compressed timelines, speed can be essential— information that arrives too late might 

as well not arrive at all.

DETECTABILITY

Detectability is the degree to which adversaries can recognize and identify surveillance activities 

targeting them. Certain capabilities such as advanced stealth surveillance aircraft may facilitate data 

gathering at reduced risk of detection. For instance, the United States is reportedly developing the 

RQ-180 Sentinel, a low-observable, unmanned HALE aircraft likely capable of active and passive 

electronic surveillance and electronic attack.16 UUVs are an example of a currently-detectable 

capability that, given potential evolutions in related technologies (e.g., miniaturization, stealth, and 

quieting technology) stand to become increasingly difficult to detect.17  Low detectability increases 

the ability to survey a target without detection, thereby collecting valuable information without the 

adversary’s knowledge.

Even if an intrusion is detected, attribution can be a challenge. For example, given the nature of 

computer architecture, an adversary may find a cyber surveillance vulnerability and detect (or 

assume) a cyber intrusion but still be unable to determine what data is being surveilled. Advances in 

quantum computing may create scenarios where cyber surveillance is undetectable: recent research 

has demonstrated successful cloning of qubits, which may allow for undetectable, non-destructive, 

and non-intrusive hacking of both traditional and quantum computer systems.18 According to various 

reports, the Reconnaissance General Bureau (RGB), North Korea’s intelligence service, operates a 

number of hacking groups for which governments and cybersecurity companies attribute a variety 

of names (e.g., APT 38, Lazarus Group, TEMP Hermit, Hidden Cobra, APT 37, Group 123, Nickel 

Academy, Guardians of Peace, Silent Chollima, and Reaper).19 Recorded Future, a cybersecurity firm, 

analyzed internet activity from territorial North Korea and found that little to no malicious cyber 

activity emanated from the North Korean mainland during the period observed, suggesting that 

North Korean state-sponsored cyber operations originated from locations outside of territorial North 

Korea, such as India, Malaysia, New Zealand, Nepal, Kenya, and Indonesia.20 
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PRECISION

Precision is defined as the level of detail and quality of the information collected or a heightened degree 

of confidence in the information collected. This attribute is particularly relevant for remote sensing 

capabilities, as more precise or detailed information is often the differentiating factor from older-

generation technologies (more detailed optical sensors that provide higher-resolution photographs, for 

example). Advances in sensor technologies improve not only collection methods but also improve the 

value of the data itself in some cases. Whereas most mapping assets are typically restricted to either 

precision or volume, LIDAR’s higher spatial sampling frequency can be dynamically changed to improve 

map accuracy at the cost of a lower data collection rate (measured in square kms/hr).21 

Synthetic Aperture Radar (SAR) has been a core element of U.S. satellite surveillance capabilities for 

years, but until recently, such sensors were unable to image moving targets. Over the past two decades, 

however, advances in data-processing techniques have enabled SAR to both detect moving targets 

and determine their speed and direction of travel.22 News reports suggest that a  Chinese satellite 

constellation, Yaogan, employs both optical and SAR sensors and involves more than 50 satellites.23 

These advanced precision upgrades to SAR make the collected information more detailed and can 

contribute toward achieving important operational and strategic tasks such as tracking mobile missiles. 

PERSISTENCE

Persistence is the extent to which a capability can continuously collect data by avoiding gaps in 

coverage. Persistence provides decisionmakers with important information that can give a clearer 

picture of a crisis or conflict over time, with fewer gaps in coverage, which in turn can greatly 

increase confidence levels. For example, HALE UAV pseudosatellites rate favorably for persistence 

because they could be capable of staying aloft for over three weeks, continuously monitoring a 

specific target and transmitting data the entire time.24 

Current capabilities employed by the United States and China that are relevant to persistence 

include traditional HALE UAVs, a capability that provides persistence (but to a lesser degree than the 

potential of future pseudosatellites). China’s People’s Liberation Army (PLA) Navy operates the BZK-

005 HALE UAV for maritime surveillance in the East and South China Seas, the Xiang Long HALE UAV, 

which could presumably be used in support of airborne early warning, and others.25 The United States 

operates an extensive fleet of HALE UAVs, including the RQ-4 Global Hawk and the RQ-180. The 

RQ-4 Global Hawk has high-altitude surveillance capabilities similar to other assets but importantly 

offers persistent surveillance, with the ability to loiter for more than 34 hours.26

UUVs could also provide persistence: after being deployed directly into contested waters, UUVs 

can lie dormant until “awoken” by passing submarines, enabling the monitoring of areas through a 

latent capacity that was previously unachievable.27 While the United States could be considered at 

the forefront of deploying UUVs to track detected submarines, the Chinese Academy of Science is 

reportedly carrying out research on unmanned maritime vehicles (UMVs) as well.28

RESILIENCY AND RELIABILITY

Resiliency and reliability refer to the ability of a capability to employ redundant, robust systems in a 

contested environment. The presence of a “back up” reduces the chances that a capability will “fail” 

in collecting useful information. Similarly, redundant, “swarmed” capabilities can “flood the zone” and 

confound the adversary’s ability to target or disable the capability even if detected. 

The United States has multiple efforts underway to develop “swarming” capabilities in which 
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small UAVs, numbering from just a few to potentially thousands, are networked together and 

share information to form the swarm’s collective brain.29 This collective brain then autonomously 

controls and directs the individual UAVs comprising the swarm in pursuit of the swarm’s broader 

mission. If one or several drones are destroyed or debilitated, the swarm endures, as the collective 

brain compensates for the missing drones and then reorients. U.S. efforts to develop swarming 

capabilities are progressing along two main thrusts: disposable, air-launched micro-drones, which 

are roughly the size of a large hand, and small, reusable airborne UAVs which can be launched and 

recovered.30 The effort to develop disposable, air-launched micro-drones, led by the Strategic 

Capabilities Office, successfully tested a swarm of 103 Perdix micro-drones in October 2016. 

Packed into flare canisters and ejected from an F/A-18 Super Hornet, the micro-drone swarm 

successfully “demonstrated advanced swarm behaviors such as collective decision-making, 

adaptive formation flying, and self-healing.”31 

Another form of resiliency can be seen in satellite constellations. Ranging from dozens to thousands, 

small satellite constellations improve the resiliency of the overall system to degradation due to 

natural causes, such as radiation damage, or adversary attacks.32 

Surveying the Global Strategic SA Capabilities Landscape 
Today, countries around the world possess varying degrees of strategic SA capabilities and continue 

to seek further advancements. The United States has extensive and mature strategic SA capabilities 

across all domains (air, land, maritime, space, and cyber) that help to characterize the operating 

environment, detect and respond to attacks, and discern actual attacks from false alarms across 

the spectrum of conflict, both conventional and nuclear. The U.S. military has always relied on 

these capabilities at the strategic 

level, but over the last 30-40 years, 

these capabilities have become more 

important at the tactical and operational 

level as technological advances have 

enabled more granular tracking 

and detection of enemy forces and 

communications, as well as coordination 

between different sensors and shooters, 

all with devastating effect. This 

combination of SA capabilities across 

all three levels of war and all domains has provided the United States unrivaled strategic SA and has 

become an essential component of U.S. military doctrine and planning. U.S. military superiority does 

not come from any stand-alone weapon system or platform, but its ability to integrate multiple C4ISR 

(command, control, communications, computers, information, surveillance, and reconnaissance) 

capabilities into a system-of-systems approach that translates strategic SA into kinetic and non-

kinetic strike capabilities. The Navy’s CEC/NFIC-CA capability is perhaps the best example of how 

several strategic SA systems, sensors, and platforms are integrated into a reconnaissance-strike 

complex with potentially devastating effect. If the United States wanted to target an adversary’s 

capital ships—the most important ships in a fleet—it could send a stealthy F-35 to penetrate the 

enemy’s air defense undetected and relay the enemy’s location back to the carrier strike group; 

the strike group could then fire long-range anti-surface missiles at the enemy’s capital ship without 

needing to get close.33 

Military capabilities do not 
develop in a vacuum, and just as 
U.S. military planners recognized 
the value of integrating multiple 
systems, sensors, and platforms into 
a reconnaissance-strike complex, so 
too have American competitors.
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Military capabilities do not develop in a vacuum, and just as U.S. military planners recognized the 

value of integrating multiple systems, sensors, and platforms into a reconnaissance-strike complex, 

so too have American competitors. The Chinese and Russians have developed sophisticated anti-

access/area denial (A2/AD) capabilities that threaten to disrupt, degrade, or destroy essential U.S. 

C4ISR enabling capabilities. These advances are forcing military planners to rethink fundamental 

assumptions from the last 30 years about the near-guaranteed availability of C4ISR capabilities. 

Instead of establishing theatre-wide strategic SA superiority (e.g., U.S. operations in the 1991 Gulf 

War or Afghanistan and Iraq), the United States might only be capable of establishing temporary 

windows of C4ISR superiority for U.S. forces to operate from. U.S. military forces would work within 

these temporary windows of superiority to disintegrate enemy A2/AD systems and eventually re-

establish theatre-wide strategic SA superiority, but this requires fundamental changes in U.S. training, 

doctrine, and force structures.34

China has invested and advanced considerably in its strategic SA capabilities. Although traditional 

shortcomings in its early-warning capabilities have been a major concern, the Chinese People’s 

Liberation Army (PLA) today is poised to possess a more mature architecture that can enhance its 

capability to undertake nuclear counterattack and conventional operations. These range from space 

systems for electronic intelligence (ELINT) and remote sensing, including with aerial early-warning 

aircraft and unmanned systems, to a number of large, phased-array radars. In the years to come, 

China is likely to continue to redouble its efforts in response to new strategic requirements. For the 

PLA, the improvement of its capabilities for strategic early warning and SA will remain a challenge, 

but their efforts are starting to yield notable progress. Meanwhile, the PLA Rocket Force’s new 

doctrinal emphasis on “rapid reaction” (快速反应) implies the capability for a rapid second strike, and 

China’s posture could perhaps even evolve toward “launch on warning” (预警即发射), which would 

Northrop Grumman personnel conduct preoperational tests on a U.S. Navy X-47B Unmanned Combat Air 
System demonstrator aircraft on the flight deck of the aircraft carrier USS George H.W. Bush (CVN 77) May 
14, 2013, in the Atlantic Ocean.

DoD photo by Mass Communication Specialist 2nd Class Timothy Walter, U.S. Navy/Released
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demand significantly more reliable early-warning systems. The expansion of this global architecture 

in the years ahead will likely remain a priority as the PLA seeks to enhance its capabilities for power 

projection and joint operations.35

As the Chinese military is tasked with becoming “world-class” by mid-century, continued advances 

in its capabilities could enable the PLA to leapfrog ahead of the United States in certain domains and 

technologies. Seeking to establish itself as an “aerospace superpower” (航天强国), China has launched 

a range of satellites at a rapid pace, quickly expanding its space-based surveillance capabilities, 

including its capacity to rapidly process and glean insights from that data. The PLA has also 

emerged as a clear leader in experimentation with the use of unmanned systems for early warning 

and reconnaissance, fielding and integrating a growing number of systems that could increase its 

flexibility in enhancing SA in a crisis or conflict scenario. Meanwhile, PLA cyber capabilities could also 

contribute significantly to Chinese espionage.36

As the U.S.-China relationship becomes more 

competitive, even confrontational, these improvements 

in the PLA’s strategic SA capabilities could prove 

stabilizing in certain respects but may also create new 

risks and challenges. For instance, improved strategic 

early warning could decrease Chinese anxieties about 

the risks of a “false negative” and enable more time 

for decisionmaking in a crisis in ways that mitigate 

the risks of accidental escalation. However, continued 

improvement of Chinese strategic early warning over 

the next decade or more could facilitate a transition to 

a posture of launch on warning that could prove risky or 

destabilizing, particularly if this trend corresponds with 

an increased reliance on complex emerging technologies 

to support these missions, such as AI. At the same 

time, these increases in capabilities will also improve 

the PLA’s war-fighting capabilities in its near seas, 

including in likely conflict contingencies, while enabling future power projection. In this regard, these 

trends must be recognized as another dimension of China’s emergence as a rival that can challenge 

traditional U.S. technological leadership.37

Unclassified sources contain little information on North Korea’s C4ISR capabilities or strategic thinking. 

The country’s leadership has expressed interest in signals intelligence (SIGINT), electronic warfare 

(EW), and asymmetric warfare since at least the armistice of the Korean War, during which Kim Il Sung 

employed SIGINT and communications intelligence (COMINT) abilities within the Ministry of Internal 

Affairs and the Reconnaissance Bureau for use against both foreign and domestic enemies. In addition, 

open-source reports have detailed alleged incidents of North Korean GPS jamming and spoofing dating 

back to 2010. North Korea is known to use its GPS jamming capabilities against South Korea, disrupting 

air traffic at Incheon and Gimpo International Airports. According to a report, there were four GPS 

jamming and spoofing attacks tied to North Korea between 2010 and 2016.

North Korean cyberattacks have also grown in sophistication over the last decade. According 

to South Korean intelligence agencies, North Korean cyber operations between 2005 and 2007 

mainly stole data and documents from South Korean government agencies through individual email 

The PLA has also 
emerged as a clear leader 
in experimentation with 
the use of unmanned 
systems for early warning 
and reconnaissance, 
fielding and integrating 
a growing number of 
systems that could 
increase its flexibility in 
enhancing SA in a crisis 
or conflict scenario.
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accounts or agency websites. In 2005, the South Korean National Intelligence Agency found North 

Korean documents that ordered Lab 110 to “develop a hacking program to destroy the South’s 

communication network and disguise the source of attack.” These attacks were generally seen as 

rudimentary and simple. Since 2008, North Korea’s cyberattack capabilities have started to focus 

on large-scale operations using complex malware. As North Korea’s capabilities expanded, so did 

the range of targets: North Korean hackers have targeted government employees and institutions, 

researchers, cryptocurrency exchanges, banks, and media across the world. Until 2015, North Korean 

cyberattacks focused primarily on U.S. and South Korean government and financial organizations. 

However, in early 2016, North Korean hackers attempted to transfer $951 million from the 

Bangladesh Central Bank into North Korean-controlled accounts, the first of several subsequent 

North Korean attacks on banks around the world in 2017. American cybersecurity firm CrowdStrike 

assesses the speed of the North Korean hackers to be second only to Russian intrusion groups and 

superior to the Chinese.38

TWO STEPS FORWARD, ONE STEP BACK?

Emerging SA capabilities—characterized by the six attributes outlined above—will provide increased 

opportunities for strategic SA. Although the United States has traditionally been a frontrunner in SA 

capabilities, competitors such as China, Russia, and even North Korea are closing the gap. However, 

while these nascent capabilities may provide increased opportunities for strategic SA, they may also 

pose inadvertent risks to strategic stability. 
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