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Abstract 

Current bioinformatics research has been impacted by the rapid advancements in AI and will 

create faster or more accurate ways to analyze biological data and provide doctors with 

personalized medicine. In addition, algorithmic bias is a significant issue because the 

historical inequalities and structural constraints that exist in the training dataset and model 

evaluation will lead to using AI in a way that perpetuates discrimination. Complex machine 

learning models are difficult to understand and interpret, which is a problem that arises from 

the lack of transparency inherent in their design. This review examines ethical, social and 

trust issues related to artificial intelligence in bioinformatics, with a focus on the root causes 

of bias throughout the data/modelling lifecycle and their impact. The review also outlines key 

concepts related to transparency, explainability and accountability as critical tenets of 

reliable biomedical AI, and discusses emerging standards for responsible usage. Finally, the 

review discusses future directions for bioinformatics and includes an overview of the need 

for causal and explainable methods in bioinformatics, the need for inclusive governance 

structures, and the need for equitable pathways of global innovation in AI and highlights 

ethical integrity/trust as enablers of long-term, progressive bioinformatics innovation. 
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1. Introduction 
AI (artificial intelligence) has fundamentally altered the way biology is studied and how 

precision medicine is practiced. Now, machine learning and deep learning algorithms serve 

as the basis for many bioinformatics applications, such as genomic variant interpretation, 

prediction of protein structure, metagenomics, analysis of biomedical images and decision 

support in clinical settings [1]. In addition, these advances have dramatically increased the 

ability to analyze large, multifactorial biological datasets and enabled the discovery of 

complex patterns at rates and levels of detail that are not possible using previous analytical 

methods. AI/bioinformatics systems have demonstrated great promise in predicting disease 

risk based on genomic data, encouraging the selection of therapeutic targets using multiple 

omics, and facilitating various phases throughout drug discovery/development [2]. With the 

interest in these technologies increasing as they progress from being primarily research-use 

tools to routine use in clinical settings, they will likely play an important role in the continued 

evolution of personalized medicine. Recent years have witnessed an unprecedented 

acceleration in the development of artificial intelligence technologies, particularly with the 

emergence of deep neural networks, foundation models, generative AI systems, and large 

language models (LLMs). These advances have transformed bioinformatics from a 

predominantly data-processing discipline into an intelligent knowledge-discovery 

framework capable of extracting clinically meaningful insights from highly complex 

biological datasets [3]. AI-powered approaches are now routinely applied to genomic 

sequencing, transcriptomics, proteomics, metabolomics, epigenomics, single-cell analyses, 

and spatial biology, enabling researchers to uncover intricate molecular mechanisms 

underlying disease progression and therapeutic response. The convergence of AI with high-

throughput omics technologies has significantly enhanced the capacity to identify 

biomarkers, predict disease trajectories, and support precision medicine initiatives across 

diverse clinical domains [4]. 

Furthermore, the growing adoption of AI-driven bioinformatics has coincided with an 

increasing emphasis on data-centric healthcare and personalized medicine. Modern 

biomedical research generates vast quantities of heterogeneous and multimodal data 

originating from electronic health records, medical imaging platforms, wearable devices, 

genomic repositories, and population-scale biobanks [5]. The integration and interpretation 

of these datasets present substantial analytical challenges that exceed the capabilities of 

traditional statistical approaches. Consequently, machine learning and deep learning 

methodologies have emerged as indispensable tools for managing data complexity, 

facilitating predictive modeling, and enabling real-time clinical decision support. Despite 

these advancements, the increasing autonomy and complexity of AI systems have intensified 

concerns regarding accountability, transparency, fairness, reproducibility, and regulatory 

oversight [6]. The responsible deployment of AI in bioinformatics has therefore become a 

central topic within both scientific and policy discussions. International regulatory bodies 

have emphasized the importance of trustworthy and human-centered AI frameworks for 

healthcare applications [7]. These initiatives advocate for principles such as transparency, 

explainability, privacy protection, fairness, accountability, and continuous monitoring 
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throughout the AI lifecycle. As AI systems increasingly influence biomedical research 

findings, diagnostic pathways, therapeutic recommendations, and public health decision-

making, ensuring compliance with ethical and regulatory standards has become essential for 

maintaining scientific integrity and public confidence [8]. 

As the use of AI in bioinformatics has increased, so too have the ethical, technical and social 

issues that will ultimately affect the sustainability and effectiveness of these technologies. 

The fact that many complex learning systems often lack transparency raises key concerns 

regarding trustworthiness, clinical translation, regulatory acceptance and professional 

confidence. Meanwhile, the sensitive nature of both genomic and clinical data introduces 

unique privacy and security challenges. The issues of algorithmic bias and fairness represent 

a major obstacle in AI bioinformatics. Bias may arise during data acquisition, curation, model 

development, validation, and deployment, leading to systematic performance disparities 

across demographic populations, genetic ancestries, and clinical subgroups [9]. Trust in AI-

based bioinformatics can be viewed as a multidimensional construct that reflects technical 

reliability, transparency, fairness, reproducibility, and compliance with ethical and 

regulatory principles. Explainable AI (XAI), model documentation, dataset datasheets, 

privacy-preserving computation, federated learning, secure multiparty computation, and 

governance frameworks are increasingly recognized as essential components of trustworthy 

AI ecosystems in biomedical research and healthcare [10]. 

The convergence of ethical concerns, algorithmic bias, transparency challenges, and trust 

deficits highlights the urgent need for a comprehensive examination of responsible AI 

implementation in bioinformatics. Although numerous studies have explored individual 

aspects of this field—including explainable AI, fairness-aware machine learning, privacy-

preserving analytics, and ethical governance—these topics are frequently investigated in 

isolation. Such fragmented approaches fail to adequately capture the complex 

interdependencies that exist among ethical principles, technical methodologies, regulatory 

requirements, and societal expectations. Consequently, a holistic framework is needed to 

understand how these dimensions collectively influence the development, validation, 

deployment, and adoption of AI-enabled bioinformatics systems [11]. This review addresses 

that gap by providing an integrated and interdisciplinary assessment of AI-enabled 

bioinformatics through three interconnected pillars: (1) ethical principles governing the 

responsible development and application of AI, (2) sources and mitigation strategies for 

algorithmic bias and inequity, and (3) technical, institutional, and regulatory mechanisms 

that foster trust and transparency in AI-driven systems [12]. Drawing upon recent advances 

in genomics, proteomics, metagenomics, biomedical imaging, precision medicine, and clinical 

bioinformatics, this review synthesizes current evidence regarding methodological 

innovations and governance frameworks. Particular attention is given to explainable AI, 

fairness-aware learning, privacy-preserving technologies, federated learning, model 

documentation practices, regulatory compliance, and emerging standards for trustworthy AI. 

By integrating perspectives from computational biology, data science, bioethics, healthcare 

practice, and policy governance, this review provides a comprehensive roadmap for 

researchers, clinicians, developers, regulatory authorities, and other stakeholders seeking to 
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implement AI responsibly within bioinformatics [13]. Ultimately, the goal is to ensure that 

future AI-enabled bioinformatics systems not only achieve scientific and technological 

excellence but also uphold principles of equity, transparency, accountability, and societal 

trust, thereby maximizing their potential to improve biomedical research and patient 

outcomes. 

2. Bias in data source landscapes  

Bias in the original source of data has been a major challenge in creating and implementing 

AI systems that are sufficiently diverse and representative; this is especially true in the case 

when the data available does not reflect the full range of diversity in the population or dataset 

being studied. While this has been particularly true in the areas of bioinformatics and other 

sciences that have made significant investments to ensure that their dataset(s) are "FAIR" 

(Findable, Accessible, Interoperable, and Reusable), these principles should not be confused 

with concepts of equity and social inclusion in research enabled by artificial intelligence (AI). 

There are many different ways to define and operationalize "fairness". However, the overall 

goal of the FAIR Principles and their related metrics for evaluating data is to provide better 

ways to find/discover digital objects, to have technical usability, and to have future access to 

digital objects [14]. 

Although these practices may enable equitable access and reuse of scholarly data, there is still 

no guarantee that AI models trained on FAIR-compliant datasets will be free from social, 

demographic or structural bias, nor that their resulting outputs will be inclusive. Various 

alternative frameworks have been created to address ethical and social aspects of data 

science that are unaddressed by FAIR. One example of this is the FACT framework. The FACT 

framework identifies four core challenges relating to fairness, accuracy, confidentiality, and 

transparency. It defines fairness in terms of avoiding biased reasoning and unjust outcomes, 

even in cases where statistically valid results are technically accurate [15]. Another example 

is FAIR2. The FAIR2 framework expands on the original FAIR paradigm, applying it to social 

data and analytics by emphasizing the need to properly frame and articulate the context, from 

which data is collected, as well as to frame and identify any other contextual information 

necessary to evaluate the data. The additional principles outlined in FAIR2 will help situate 

data within its historical, cultural, and experiential context, to encourage examination of how 

various forms of bias may have affected the way data was collected and how data has been 

interpreted, and to foster engagement with the communities that are represented and/or 

impacted by the data [16]. 

The representativeness of the data used to create analytic models is determined by the 

characteristics and makeup of the data. It is important to note that representativeness is not 

an inherent or permanent characteristic of a dataset, but rather should be empirically defined 

in relation to the specific population for which the model will be utilized. In this regard, a 

dataset can only be considered representative if it adequately reflects the relevant attributes 

of the target population [17]. There are established methods for determining the 

representativeness of data, such as evaluating data provenance, sampling strategies and 
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validity and consistency of measurement procedures. The representativeness of a dataset can 

be impacted by a number of elements, including: (1) the sources from which the data are 

collected; (2) the methods by which individuals are selected or recruited; and (3) the 

methods and protocols used to collect and measure data. Systematic under-representation 

will occur when some communities encounter continuous impediments to participating in 

research or accessing clinical and health care services, thereby affecting the representation 

of those communities within data resources [18]. There are marked differences in the 

representation of groups and equity of access to data, all due to structural/institutional-based 

issues, and significantly, the priority and decisions made by funding agencies, and by research 

leaders have a major impact on what scientific questions are to be addressed and who will be 

eligible to participate in research or receive quality, equitable healthcare. Decisions about 

how to carry out the research and develop the structures and methods for participant 

recruitment will also have an effect on how research questions will be developed, as well as 

how data will be curated, analyzed, interpreted, and published [19]. 

3. Algorithmic fairness 

In addition to bias associated with the datasets themselves, algorithmic processes used to 

model those datasets may also create additional sources of bias that may negatively impact 

the overall fairness and inclusiveness of the model [20]. As mentioned previously, most of the 

data used for medical AI is derived from the routine practices of clinicians or from legacy 

studies, and very few datasets have been collected specifically for use in developing AI 

systems. Therefore, the dataset chosen for model building determines the entire domain of 

information from which the AI system will learn. While there may be additional stakeholder 

knowledge or contextual knowledge about the domain of the data that investigators have, 

such information cannot be learned by an AI system unless it is explicitly defined in the data. 

This limitation has many implications, including how the data will be structured and 

represented for training AI models and, therefore, the defining topology of the data space. 

The definition of a similarity or distance between data points is an important aspect of most 

machine learning methods. Because of how complicated distance measurements in high-

dimensional and heterogeneous biomedical data are to define, versus low-dimensional 

physical data, defining meaningful distances in high-dimensional data is much more difficult 

[21]. 

Experts in a particular field should select the proper distance/similarity function based on 

their own expertise as well as thoughtful consideration of measurement scales 

(discretisation), feature encoding or representation, and how the data are represented 

overall. This influences how the geometry of the data space is structured and affects how well 

the resulting models will perform. Within the framework of the learning environment, 

multiple classifications of distance can implicitly determine how the data will be organized 

topologically, which may limit which models can be learned based on the assumptions about 

how complex the model should be [22]. Features selected for use in creating the data 

representation, transformations used on the data, and similarity measures used to build the 

model likely introduce systematic bias into the prediction provided by the model. For 
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example, if ethnic, socioeconomic, or other related contextual data is not available or is poorly 

represented in the similarity function, then it will not be possible for a model to learn to 

identify patterns related to those variables. As a result, the model will not apply equally 

across all the population subgroups and will not be able to explain the differences between 

two people from different ethnic/socioeconomic groups who receive similar interventions 

[23]. 

4. Privacy, Security, and Data Sovereignty 
There are significant ethical and legal concerns associated with responsible AI use for 

bioinformatics research due to the ongoing need to protect privacy, secure data, and uphold 

data sovereignty. Modern AI systems use vast, disparate and often finely granular datasets, 

and typically, the more data (volume and diversity) that an AI system has access to, the better 

it will perform. However, this reliance on vast amounts of data also creates many significant 

ethical and legal issues, including unauthorised access to data, large-scale data breaches and 

"secondary" misuse of data by outside parties [24]. Although there are many ethical AI 

principles and guidance, they alone will not ensure that your organisation uses AI responsibly 

and ethically. Bioinformatics has demonstrated, through established professional standards, 

fiduciary responsibilities and systems of accountability at institutions, that ethical 

commitments need to be supported by domain-specific, regulatory, and governance 

mechanisms that are enforceable to be effective in practice. There have been multiple, large-

scale cybersecurity attacks against the health and life-science ecosystems that illustrate the 

vulnerability of data-driven AI systems. A well-known example is the cyber-attack on Anthem 

Inc., a major U.S. health insurance provider, in 2015, when personal and demographic 

information about over 80 million individuals was stolen [25]. 

In another example of a significant cyber-attack against a health system, a ransomware attack 

occurred in 2021 across multiple hospitals and health systems (in this case, the Health 

Service Executive) during which time critical information systems were shut down, and 

essential clinical services were delayed. Therefore, the vulnerabilities to which AI-based 

biomedical infrastructure is subject are on par with, if not heightened beyond, the 

vulnerabilities of other broad-based digital health systems. Additionally, the need for 

consistent cryptographic protection, ongoing system monitoring, real-time threat detection, 

and proactive security governance throughout the entire lifecycle of AI represents an ongoing 

challenge faced by AI-enabled biomedical research, due to the sensitivity of the data involved; 

the limited or incomplete regulatory coverage applicable to the development of AI; and the 

risks associated with the changing technology landscape [26]. Even after the removal of 

personal identifiers from health data, it is still possible to re-identify individuals from that 

data, especially if it is linked to other data sources. Furthermore, with increasing 

commercialization and private entities interested in the collection of patient health 

information, there is an urgent need to establish governance around data stewardship and AI 

development, as the objectives of commercial entities may not always be aligned with 

patients’ privacy interests, the public’s trust, or the long-term societal good [27]. 
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Moreover, international research collaboration and multinational AI development face large 

compliance burdens because of the varying data sovereignty requirements of 

nations/regions. The cumulative result of these burdens emphasises the importance of 

developing integrated legal, technical, and organisational safeguards beyond mere ethical 

guidance to support the development of trustworthy AI in bioinformatics by ensuring that 

privacy, security, and sovereignty are core considerations [28]. 

5. From Principles to Practice: Defining and Evaluating Trustworthy AI 
The ethical use of artificial intelligence extends beyond reducing technical and operational 

risks, and depends on developing and maintaining trust among researchers, clinicians and 

contributors of data. Trustworthy Artificial Intelligence (AI) is a key requirement in order for 

AI to be successfully adopted and socially accepted within bioinformatics. Trustworthy AI is 

typically described using a number of interrelated principles, including: 1) transparency 

related to how the model works and makes decisions; 2) accountability of those who develop 

or deploy the model; 3) fairness in both the performance of the model and the outcomes of 

the model, across groups of individuals; and, 4) respect for patients' autonomy [29]. In this 

review, we will combine empirical evidence assessing the extent to which current-day AI 

models implement these principles in practical bioinformatics and biomedical settings, along 

with regulatory and policy documents which outline best practices for implementing them. 

All these sources will provide researchers with a basis for evaluating the current maturity of 

trustworthy AI and developing practical methods to strengthen the ethical and responsible 

use of AI in bioinformatics research [30]. 
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Figure 1. Key components of trustworthy AI: The intersection of ethics, regulations, and 

technology, emphasizing privacy, fairness, and accountability for ethical AI integration. 

Safety, security, and robustness are three necessary attributes of trustworthy artificial 

intelligence (AI) in the field of bioinformatics, in addition to core values such as trust, 

transparency (accountability), equity (fairness), and honouring the autonomy of patients. AI 

systems must be designed and operated in ways that continuously promote the welfare of 

individual patients and do not create any new or unintended risks when used in either 

research or clinical settings. Safeguarding AI's infrastructure against cyberattacks, data 

breaches, and malicious manipulation of models (and/or the data on which the models are 

built) is also critically important [31].  Lastly, robustness is the ability of an AI system to 

deliver stable and dependable performance across many different populations, types of data, 

and settings, and to withstand raucous or adversarial attacks and unforeseen changes in the 

distributional characteristics of observed data. Moreover, no technical solutions can create 

trustworthy AI. To accomplish this goal, continued and sustained collaborations among 

computing scientists, ethical theorists, health care providers, and governmental institutions 

are critically required to systematically embed safety, security, and robustness into every 

design, development, and delivery phase of all AI systems [32]. 

Collaborative interaction among researchers of different fields is critical to balancing the 

technological ability to produce AI-generated medical decisions with the ethical obligations 
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of healthcare to ensure that patients are treated fairly and the government standards for 

patient care are met [33]. For instance, when computer scientists and domain experts work 

together, they will be able to create algorithms for AI-generated medical decisions that 

explain themselves to others. However, beyond how algorithmic bias will affect patients in a 

negative manner, the design and governance of AI systems must also advance the equitable 

distribution of benefits from AI technologies among many different population groups while 

being designed and operated under socially responsible guidelines [34]. Systems that are 

designed and governed without such guidelines are at a high risk of producing algorithmic 

bias that has a negative impact on patients, particularly those who are historically 

underserved or socioeconomically disadvantaged. Therefore, it will be imperative to 

implement bias detection and mitigation strategies at the earliest stage of system design 

while still preserving security, operational safety, and resiliency within the operational use 

of bioinformatics and healthcare [35]. 

5.1. Building Trust through Understanding and Shared Accountability  

By implementing sound explainability methodologies and well-defined performance metrics 

that are reproducible, practitioners can make informed decisions and can be evaluated for 

regulatory compliance in terms of how well they comply with new transparency 

requirements that were created to help promote a greater sense of accountability in the use 

of AI in healthcare and to increase public confidence in the effectiveness and safety of AI-

assisted healthcare services [36]. In terms of developing scalable/standardised governance 

infrastructures (often referred to as “regulatory genomes”) that would facilitate 

transparency throughout all stages of the AI lifecycle, systematic methodologies for 

explainability are one way in which researchers can build transparency into all phases of the 

AI lifecycle as opposed to implementing it after-the-fact (i.e., on an ad hoc basis) [37]. 

Furthermore, as AI technologies evolve, so too should their mechanisms for providing 

transparency/interpretable mechanisms so that all high-stakes healthcare decisions made 

about individuals from various backgrounds can be supported by AI systems that are able to 

develop rationales for why they provide recommendations based on their respective outputs, 

be acceptable across different patient demographics and cultures and maintain confidence 

from different stakeholders in the complexity of the healthcare ecosystem [38]. 
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Implementing successive steps towards achieving measurable objectives of transparency 

includes defining measurable objectives for transparency in relation to healthcare AI 

systems, adopting state-of-the-art explanations of those objectives, and establishing 

accountability mechanisms. These four steps are the way in which the overall goal of 

achieving trustworthy AI is accomplished with respect to healthcare AI systems. While the 

internal processes within an organization will improve the reliability and fairness of its 

services through the application of robust mechanisms, they must also consider 

administrative rules (e.g., the regulatory requirements) and deal with challenges associated 

with the delivery of services through the application of healthcare AI technology, such as the 

fragmentation of services, the privacy of patients, and so on. Collectively, through these 

combined efforts, we can expect to see the emergence of a more resilient and ethically 

grounded AI ecosystem that provides transparency and interpretability across patients and 

providers in diverse settings and diverse clinical environments [39]. 

5.2. Accountability in AI Decision-Making 

When technology like AI is having a greater impact on the decision-making process, especially 

in both clinical areas and operational areas, it will be necessary to develop clearly defined 

accountability frameworks that define who is responsible, what they are responsible for, and 

when in the development and use of an AI tool those responsibilities will apply. According to 

Michael O'Sullivan, there should be a clear distinction between an autonomous system's 

accountability (the obligation to provide an explanation or justification for its behaviour), its 

liability (the legal responsibility for harm caused by the system's actions), and its culpability 

(whether the autonomous system is morally at fault) [40]. For operational implementation 

of these distinctions in accountability, Ben Shneiderman suggests establishing multi-level 

governance of AI tools that cover the various levels of development teams, healthcare 

organisations, and independent oversight bodies through such means as documentation, 

traceability, validation of accuracy of the documentation and independent audits. In order for 

accountability at the policy level in healthcare, Jessica Morley states that there needs to be a 

direct relationship between accountability for AI systems and the concepts of clinical safety, 

epistemic validity and fairness so that when AI systems cause harm or exacerbate health 

inequities, all of the associated developers, providers, and institutions will remain 

accountable [41]. 

5.3. Transparency and Explainability: Moving Beyond the Black Box 

Developing trustworthy AI solutions in bioinformatics involves far more than simply creating 

fair, accountable, and private models. It also requires a high degree of robust transparency 

and explainability. One of the most significant barriers to developing trust in AI solutions is 

due to the “black box” nature of many existing AI models (especially deep learning models), 

which severely limits clinicians' ability to understand and evaluate how predictions and 

recommendations are created. This restriction on interpretability can lead to decreased 

confidence in clinical practice, increased safety risks, and the inability to adopt AI initiatives 

in the field [42]. To effectively increase transparency, standardised metrics and validated 
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interpretability methods must be uniformly included in model development and evaluation 

processes. In order to evaluate the practical effectiveness of existing bioinformatics AI 

explainability methods, we have compiled evidence-based studies, regulatory documents, 

and guidance documents from industry based on PubMed, Scopus, and Web of Science [43]. 

AI systems must possess two critical qualities: clarity and explainability. These two factors 

are necessary for the development of trustworthy AI systems. Developers must use models 

that provide intrinsic interpretability, robust post-hoc explanations, and interfaces that can 

bridge the operational constraints of the development institution to trustworthy clinical 

decision support for all users. To achieve the balance of building trust with balance through 

operational constraints, developers must invest in transparency initiatives [44]. 

6. Advantages of XAI in Bioinformatics 

There are a number of difficulties associated with dealing with large sets of bioinformatics 

information and these include a lot of variation in terms of their structure, dimensions of data, 

lack of organisation (for example, no standard format), a lot of background noise or 

interruptions and missing values, with several different kinds of uncertainty having an 

impact (such as biases). While bioinformatics is a very data-driven field, the ability to create 

good machine-learning-based models for solving bioinformatics problems has been limited 

because there are not many available models that are suitable to handle all the various issues 

noted above, and also perform well enough [45]. Additionally, there are also significant 

benefits for both the usability and comprehension of models created using machine learning 

techniques from having a higher degree of interpretability. Therefore, there is an increased 

realisation that the learning structure should be interpretable by the user and that even 

though not every prediction needs a detailed description of why it occurred, there is a 

fundamental need for at least some form of explanation of the learning process itself [46]. 

Recent studies have shown that when properly constructed and utilised, AI-based systems 

that include some form of explanation (e.g. explainable artificial intelligence, or XAI) produce 

equally consistent performance, reliability and usability compared to traditional artificial 

intelligence systems, which do not contain any explanation. Additionally, it has been shown 

that XAI can also assist in developing user trust, provide a systematic means to audit the 

behaviour of models from an independent party, and enable systematic 

refinements/iterations of models [47]. 

6.1. Improves decision fairness and trust 

In addition to increasing the potential for AI technologies to have far-reaching impacts 

(positive or negative) in society and within organisations, fairness has emerged as another 

critical requirement for high-impact, sensitive applications of AI technologies. Historically, 

bias or disparate impact has been identified as one of the key barriers to fair and reliable 

decision-making and has been the focus of extensive research in philosophy and psychology. 

From a statistical perspective, bias is defined as a systematic difference between actual 

observed values and the true characteristics of the underlying population from which they 

are drawn [48]. Within machine learning workflows, bias can be introduced at multiple stages 
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of the process, including in the data acquisition, sampling, and feature selection, model design 

and training, hyperparameter optimisation, and interpretation of model outputs to impacted 

groups (e.g., patients). In particular, there are a number of types of biases in biomedical 

applications that are embedded in biophysical and clinical datasets and propagated into 

downstream analytical processes and decision support systems for this population [49]. As 

statistical generalisation is the foundation upon which machine learning methods operate, 

machine learning methods can also function unintentionally as statistical discrimination 

mechanisms, producing systematic advantages for some population groups and producing 

systematic disadvantages for other population groups through the use of machine learning-

based decision-making processes. Therefore, developing explainable and bias-aware 

machine learning models and methods is critical to achieving fair and trustworthy AI [50]. 

6.2. Helps avoid practical consequences 

Artificial Intelligence (AI) has been extremely helpful in aiding cancer diagnosis and risk 

stratification, with timely patient diagnosis and accurate classification of patients into high 

and low-risk categories being essential for clinical management. For instance, when 

diagnosing breast cancer, AI models use a variety of multi-omic data sources – including 

genetic abnormalities, copy number variation, gene/microRNA expression and DNA 

methylation – in addition to imaging studies and clinical records to create more accurate 

prognostic and diagnostic information [51]. Unfortunately, when deep learning models 

generate probabilistic predictions for a specific patient, the internal representations of the 

model are often unclear, making it difficult to determine why a specific diagnosis was made 

or which molecular or clinical data were given the most weight in making said diagnosis [52]. 

Interpretable models of machine learning can overcome these limitations by allowing for 

traceable and transparent reasoning. The local interpretability of a given patient’s specific 

explanation can be determined by identifying either the features that were most influential 

in producing the individual prediction or the cases, similar to the current one, which 

contributed the most to the overall decision (global) of the model across all patients. Both 

interpretations are needed in order for AI-based systems used in cancer diagnosis to be 

deployed in a responsible manner [53]. 

6.3. Reduces modeling complexity and improves accuracy 

Interpretability not only simplifies model complexity but also enhances its predictive 

capacity. In genomics-informed cancer evaluation, the key goal is to find biologically 

informative patterns and establish predictive biological markers that indicate the underlying 

biological processes and predictor variables for diseases. However, the underlying biology of 

human beings is determined by complex interactions between thousands of genes rather 

than just the individual effect of any isolated gene; therefore, chemistries are typically high 

in dimension (many features/variables) and contain many weakly associated or redundant 

features/variables, resulting in heavily dispersed low [54]. Clustering coefficient types of 

data like -omixc. In addition, with cancer clinical trials that involve tens of thousands of genes 

and relatively few samples the result is a very sparse feature space that results in a greatly 
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amplified level of noise or error and therefore an increased computational load/cost than for 

a given number of observed events as well as greater risk of overfitting the model because 

retained features do not improve prediction accuracy of the model but actually decrease it 

[55]. Therefore, computationally efficient predictive modelling of cancer requires a process 

that can methodologically select biologically relevant and highly correlated genes with 

respect to the outcome of interest (classifying cancer patients) while having the lowest 

possible redundant feature correlation among genes. Accurately identifying cancer-related 

genes will increase prediction accuracy, provide a better biological explanation of gene-to-

gene associations, and lead to better functionality on the previously identified gene set, 

resulting in more precise identification of biological factors contributing to the development 

of cancer. Effective gene ranking will also provide cancer differential markers of predictive 

reliability, which can further differentiate patients with similar cancer types [56]. 

 

Figure 2. Advantages of XAI in improving interpretability, trust, transparency and fairness in 

algorithmic decision-making process. 

7. AI Governance and Regulation 

There is a wider range of entities involved with regulating AI, and there is a move towards 

creating a regulatory environment that lasts, where the development of advanced AI will be 

ethical, transparent and socially responsible [57]. All countries, not just the EU, have 

established core goals for regulating AI that include improved transparency through clarity 

in the process by which decisions were made, as well as greater accountability for all those 

that develop or deploy an AI system; reducing algorithmic bias; ensuring fairness; and 
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implementing stringent processes around data protection. A coordinated, multi-level 

strategy for regulating AI, utilising both government and local authorities, is important in 

ensuring that AI development continues to align with generally accepted values and ethical 

standards [58]. On an international level, the EU has taken a very leading role in setting a 

legislative and regulatory framework for data protection and trusted AI. The European 

Commission has proposed numerous regulations concerning the design and deployment of 

high-risk AI systems, and its High-Level Expert Group on AI has developed some of the most 

significant ethical principles for the design and deployment of AI systems. In addition to 

regulatory and ethical frameworks established by the EU, there are a number of ongoing 

initiatives in the Council of Europe through the work of the Ad Hoc Committee on AI [59]. The 

focus of these committees is to develop a legally based framework for the design and 

deployment of AI that provides a basis for human rights, democracy and the rule of law. 

Globally, UNESCO, the United Nations' educational, scientific and cultural organisation, has 

developed a global recommendation document related to the ethical use of artificial 

intelligence (AI), providing a framework of international normative principles focusing on 

transparency, accountability, and upholding human rights across all areas of business and life 

of people [60]. Concerning AI and medicine and biomedical research, the WHO has 

established guidance on the ethical and human rights aspects of AI for both fields that 

together establish a framework for implementation based on principles rooted in human 

autonomy, safety, inclusion, equity, responsibility, explainability, and sustainability. 

Technical guidance also describes how to implement the above-mentioned principles into 

actual practice and highlights the importance of building the capacity to implement AI 

solutions and collaboration between various sectors to support the establishment of a global 

governance framework governing the use of healthcare-related AI systems [61]. Several 

federal agencies currently govern and regulate the use of AI in the US. The Federal Trade 

Commission has created guidelines focused on fairness, transparency, accountability, and 

avoiding deceptive or biased algorithms. Likewise, the National Institute of Standards and 

Technology has created guidelines to identify, measure, and mitigate risks associated with 

the deployment of AI systems. These initiatives will inform broader legislative and policy 

development, while providing Congress the opportunity to promote responsible government 

utilisation of AI and protect civil rights and civil liberties while ensuring the protection of 

both national and economic security [62]. 

More recently, a comprehensive executive policy framework has consolidated many of these 

ethical and regulatory priorities into a single, operationally oriented structure. Notably, this 

framework extends beyond conventional concerns of privacy and trustworthiness by 

explicitly addressing workforce impacts and establishing concrete mechanisms for 

implementation and inter-agency coordination [63]. All the different priorities that ethical or 

regulatory have been condensed into one single Executive Policy Framework recently. This 

Framework specifically is operational in nature and will not only encompass the traditional 

privacy and trust issues, but will also provide specific considerations for how they will impact 

the workforce, and provide clear guidance for implementing these considerations, as well as 

coordinating with other agencies in order to do so. Important barriers still exist within the 
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global governance system today, despite the significant amount of work that has already been 

done to address some of them. For example, regulatory regimes are fragmented across 

jurisdictions; therefore, an organisation that is operating internationally can find difficulty in 

complying with conflicting regulations [64]. Technology is evolving rapidly and outpacing the 

ability to update existing legal or policy instruments, resulting in the need for regulatory 

models that can adapt more readily and more responsively. In addition, ethical principles 

tend to be developed at a high level without any operational definitions that are enforceable 

by law, particularly in the area of algorithmic bias and discrimination and accountability. 

Lastly, existing legal frameworks favour public policy issues that deal mainly with data 

protection and privacy while leaving comparatively little room for broader societal issues, 

including technology-related social challenges such as job loss due to automation, 

environmental sustainability and long-term risks of deploying systems. Eliminating these 

shortcomings will require an effort to create an extensive system of international 

harmonisation of regulations, create a uniform set of ethical standards and develop a more 

flexible approach to regulating, as well as provide greater legal reinforcement for ethical 

standards. Such efforts will be critical in order to build a sustainable and ethically sound 

system of artificial intelligence (AI), especially in key areas like bioinformatics and healthcare 

[65]. 

8. Future Perspectives 

As the field of AI-assisted bioinformatics continues to evolve (from research to use in 

practice), several areas will have a high impact on creating bioinformatics technologies that 

are ethical, fair, and trustworthy in how they function at developing computational systems 

[66]. These potential areas for collaboration include technical/algorithmic development, 

methodological improvement, institutional governance structure and linkages between 

scientific disciplines/cross domains. Overall, this collection of ideas represents a broad 

support base to address the interrelated issues of ethics, fairness, and trust associated with 

AI-enabled bioinformatics, as highlighted throughout this review and provides guidance for 

translating these technologies ethically into the biomedical and healthcare arena [67]. 

8.1. Fairness by Design and Trustworthy AI Frameworks 

Historically, the field of bioinformatics concentrated on modifying the results of their models 

after the fact with the hiring of experts to mitigate any unfairness. Now, the field is focusing 

on integrating fairness into the design of their models (i.e., equity and transparency). Fairness 

by design means that fairness will be included throughout the entire life cycle of a model (e.g. 

from defining a problem to evaluating it or deploying it) [68]. Future studies should include 

bioinformatics-specific metrics of fairness that take into account multiple ancestry groups, 

biological differences between ancestry groups, and clinical risks associated with false 

positives and false negatives in different ancestries [69]. In addition to developing 

bioinformatics-specific metrics of fairness, bioinformatics pipelines should also use 

automatic, ongoing auditing systems to ensure that the model is fair in subsets of the data 



 
Open-Access Journal 

35 
 

and to notify clinicians if their model creates clinically significant differences between groups 

[70]. 

8.2. Federated Learning and Differential Privacy for Secure Genomic Data Sharing 

The greatest obstacle to large-scale collaborative genomics is how to train a model using data 

from several different organisations without having access to the actual patient-level data 

[71]. Future bioinformatics research should prioritise communication-efficient and 

heterogeneity robust federated learning pipelines that address the varying population 

structure, sequencing platforms, and demographic imbalances between organisations at the 

respective sites where they train the model, while also embedding fairness controls for 

skewed contribution of patient data from various organisations [72]. In conjunction, genome-

aware differential privacy techniques must be developed to allow the use of ultra-high-

dimensional, highly correlated variances while preserving biologically relevant signals in 

tasks like gwas, variant calling, and construction of polygenic risk scores. The most efficient 

approach will be to combine federated learning with differential privacy, where application-

specific methods will determine how privacy budgets will be distributed and how much noise 

will be added, with the aim of maintaining privacy of data versus resulting in a substantial 

reduction of clinically important performance, and where these methods can be implemented 

into regulated/consortium-based collaborative bioinformatics processes [73]. 

8.3. Interdisciplinary Collaboration: Bridging Bioinformatics, Ethics, and Policy 

In order to create Trustworthy AI in Bioinformatics, many disciplines need to work 

collaboratively and develop long-term relationships throughout the lifecycle of research [74]. 

These collaborators should include bioinformaticians, clinicians, ethicists, legal scholars, 

policymakers and patient representatives [75]. Future initiatives should emphasise the need 

for co-designing projects, ensuring that bioinformatics researchers receive training in 

bioethics, target training on fair machine learning for bioinformatics researchers, and 

provide regulatory/ethical professionals with technical training that is reciprocal to their 

respective professions. Institutions can support these initiatives operationally via joint 

appointments, creating research centres dedicated to Trustworthy AI, and establishing 

funding streams that will require all teams working on projects related to Trustworthy AI to 

be comprised of individuals from multiple disciplines. Additionally, it is recommended to 

establish formal mechanisms for involving patient and advocacy groups in participatory 

design and evaluation of systems to be used clinically [76]. 

8.4. Socio-Technical Audits and Bias-Mitigation Tools in Standard Pipelines 

It is essential that continuous socio-technical audits are part of the process of moving AI-

augmented bioinformatics from being prototypes through to use in reliable clinical settings 

[77]. All future research regarding bioinformatic software and pipelines should include 

ongoing audits to allow for systematic evaluation of: (i) how well represented the population 

data used to train the bioinformatics tools (i.e., the sub-populations contained in that data) 

are; (ii) the fairness of the algorithms, robustness of the algorithms with respect to 
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differences in the population and/or datasets on which they were trained, and ability 

(effectiveness) once introduced into a clinical setting compared to their effectiveness when 

they were part of the original training dataset; (iii) the impact that algorithms developed for 

a specific population have had on the quality of clinical care; (iv) whether or not software 

and/or tools were developed in accordance with all ethical and regulatory standards 

applicable to the development of the product [78]. Earlier studies provide evaluations 

pertaining to these issues only at the time of initial product development. 

8.5. Emerging Directions and Open Challenges 

The six areas identified above are priorities for trustworthy bioinformatics AI, but it is also 

important to consider future directions. Future directions to be considered include causal 

inference for the identification of causal relationships vs confounders; hybrid frameworks 

that integrate mechanistic biological knowledge with machine learning models; and 

frameworks that identify and define the roles and responsibilities of the stakeholders in AI-

assisted decision making, including developers, healthcare institutions, clinicians and 

regulators [79]. Foundation models, multimodal AI, federated learning, and privacy-

preserving computation are among emergent technologies that can enhance the discovery of 

biomarkers, prediction of diseases and development of drugs and enable the secure sharing 

of large data sets for collaborative research in biomedical sciences. 

Although the opportunities are vast, there are still multiple barriers that remain. These 

include a lack of availability of diverse and high-quality datasets, algorithmic bias, a lack of 

model interpretability, a lack of external validation, issues of reproducibility and 

interoperability, the growing costs associated with the significant computational 

requirements of advanced AI systems, accessibility, and sustainability, which will all present 

challenges to the adoption of clinical AI. The identification of a reasonable balance of the use 

of automation while allowing for meaningful human oversight will be critical in establishing 

accountability and instilling confidence in AI-assisted decision-making [80]. Future advances 

will require the development of harmonised regulatory frameworks, standardised evaluation 

procedures, and continuous monitoring systems that facilitate the deployment of AI 

technologies in a safe and responsible manner. Ultimately, the long-term success of 

trustworthy bioinformatics AI depends on embedding fairness, transparency, accountability, 

privacy, and human-centred design throughout the AI lifecycle, ensuring that biomedical 

innovations deliver equitable and socially responsible benefits [81]. 

9. Conclusion 

Increasingly powerful artificial intelligence (AI) capabilities are providing bioinformatics 

researchers with tools for completing tasks at scale that include variant interpretation, 

protein structure analysis, metagenomics, and clinical decision support. However, the 

deployment of these capabilities also has significant technical, ethical, and societal risks that 

are tightly coupled. This review shows how high predictive performance alone does not 

support clinical or translational use unless the models being utilised are also transparent, fair 
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across different populations, robust to the effects of real-world data shifts, and provide 

adequate protection of genomic information that could be used inappropriately. The 

persistence of algorithmic bias due to imbalanced ancestries, heterogeneous data generation, 

and mismatches between training and deployment will continue to be a major threat to the 

equitable application of precision medicine and the reliability of clinical decision support 

systems. While explainability of AI can provide some form of validation of biological 

outcomes and add transparency for regulatory purposes, it must be complemented with 

standards-based documentation, ongoing auditing of performance, and governed by 

accountable governing bodies. Privacy-preserving computation and responsible data 

governance will be necessary to facilitate collaboration across large organisations while 

mitigating the risk of re-identification through genomic data. Overall, trustworthy AI 

solutions will exist in bioinformatics only when fairness, privacy, accountability, and 

interdisciplinary collaboration have been integrated as core design principles throughout the 

life cycle of an AI application, rather than viewed as afterthoughts or regulatory requirements 

after deployment. 
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