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Axessor Apexx Lock System 
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CenconX Lock System 
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Mobile Devices 
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API/Software Components 
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Apexx API 

 

Apexx Client Software 

 

 

Apexx Database 

 

MQTT Broker/Server 

 

  



   

SMTP 

 

• 
 

• 
 

• 

 

• 
 

SSO 

 

User Configuration  Axessor Apexx 

 

 
 

 

 

 

  



   

User Configuration  CenconX 

 

 
 

 

User Configuration  Software Users 

  

 

 

 

 

 

 

 

 

 

Licenses 

 



   

Firmware Update Methods 

 

 

 

 

 

 
 

 
 

 
 

 

 

 

 

  



   

Data Transit 

 

Communication Port Description 

443 This port is used for outbound TCP/IP traffic. 

587 This port is used to communicate with the SMTP 
host.  It is required and is defaulted to 587. 

5001 
This is the default port used for commissioning an 
Apexx lock system. 

8883 This is the default port used by the MQTT Broker. 
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 Communication 
Protocols 

Data flow Description / Purpose 

1 UART over USB 
Bidirectional path: 

• Client Software to Keypad 
Direct configuration and audit retrieval 

2 CAN 

Bidirectional path: 

• Keypad to Lock 
• Lock to eBox 

Device-to-device communication 

3 HTTPS over TCP/IP 
Bidirectional path: 

• Client Software to dormakaba 
Registration/Licensing 

Online licensing and registration 

4 MQTT over TCP/IP 

Bidirectional path: 

• Client Software to MQTT Broker 
Bidirectional path: 

• eBox to MQTT Broker 
Bidirectional path: 

• Device with dormakaba Safe Locks 
mobile app to MQTT Broker 

Networked configuration and audit retrieval 

5 
Shared memory or 
TCP/IP 

Bidirectional path: 
• Apexx API to Apexx Database 

Persistent data storage with SQL Server 

6 HTTPS over TCP/IP 

Bidirectional path: 

• Client Software to Apexx API 
• Apexx API to dormakaba Registration/ 

Licensing 
• dormakaba Registration/Licensing to 

Apexx PKI 
• Device with dormakaba Safe Locks 

Mobile App to Apexx API 

x.509 certificate issuance 
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Security & Data Encryption   

 

  



   

Public Key Infrastructure (PKI) 

 

MQTT Broker Server Apexx Web API Server Apexx Database Server
Axessor Apexx Lock 

System

Dormakaba SAL Root 
CA 1

Dormakaba SAL 
Server Instance CA 1

Apexx .NET Root 
CA

Apexx MQTT 
Broker

Apexx Web API  
Service

Apexx TLS Client Apexx Database
eBox TLS Client

Apexx Always 
Encrypted Column

Mobile Device 
(with dormakaba Safe Locks App)

Apexx MQTT 
Client

Apexx .NET ECC 
Root CA

Apexx Client

Apexx MQTT Client

 

 

Certificate Type Description 

Dormakaba SAL Root CA 

• This certificate is preloaded on the devices at the factory and replaced via firmware 
update 

• During installation of Apexx Series Software, this certificate also gets installed when 
running the Prerequisites Installer file on the Client and Server Machines (stored in the 
Trusted Root Certification Authorities folder) 

Dormakaba SAL Server Instance CA 

• Servers running local software services for Apexx require certificates signed by the 
dormakaba SAL PKI for devices to trust them 

• This certificate must be deployed to all servers running local software services 
• During installation of Apexx Series Software, this certificate also gets installed when 

running the Prerequisites Installer file on the Client and Server Machines (stored in the 
Intermediate Certification Authorities folder) 

Apexx MQTT Broker • Created during software installation 
• Used for TLS connections and authentication 

Apexx Web API Service 
• Created during software installation 
• C  (computer where this service is installed), the trusted 

 

Apexx TLS Client 
• Used for authentication of the Apexx Client 
• The certificate is a verified user if the issuer matches the installed Apexx .NET Root CA 

installed on the broker server 

Apexx Database 

• SQL Server on Windows is the only supported database engine 
• The following settings are enabled on the instance/database: 

• Windows Authentication 
• Role-based access control (RBAC) is used within, along with Windows Authentication 

to control permissions 

eBox TLS Client 
• Used for authentication of the eBox 
• The certificate is a verified user if the issuer matches the installed Apexx .NET Root CA 

installed on the broker server 

Apexx .NET Root CA 
• Created during software installation and is stored in the Local Machine certificate 

store in the Trusted Root Certification Authorities folder 
• 

Certificates folder (LM\Personal\Certificates) 

 



   

 

 

  

Certificate Type Description 

• Any computer running the software (client, server, database, etc.) requires a copy 
of this certificate for security/identification purposes 

• The local software PKI signs certificate requests for all clients of the MQTT broker. 
• Those certificates are used for both establishing mutual trust Transport Layer 

Security (TLS) connections and authentication with the MQTT broker. 
• It can also sign the certificates used by SQL Server for TLS. 
• Uses RSA for signatures 

Apexx .NET ECC Root CA 

• Created during software installation and is stored in the Local Machine certificate 
store in the Trusted Root Certification Authorities folder 

• 
Certificates folder (LM\Personal\Certificates) 

• Any computer running the software (client, server, database, etc.) requires a copy 
of this certificate for security/identification purposes 

• The local software PKI signs certificate requests for all clients of the MQTT broker. 
• Those certificates are used for both establishing mutual trust Transport Layer 

Security (TLS) connections and authentication with the MQTT broker. 
• It can also sign the certificates used by SQL Server for TLS. 
• Uses ECDSA for signatures 

 

Apexx MQTT Client • Created during software client login 
• Used for TLS connections and authentication  

Apexx Always Encrypted Column 

• Encrypting data at the API that goes to the encrypted column in the database 
• 

Certificates folder (LM\Personal\Certificates) 
 



   

Computer Hardware Configurations 

 

 

 

 

Apexx Locking System 
USB Connection (ad hoc)

• Apexx Series Keypads   
(Maximum = 2, Minimum/Required = 1)

• Apexx Series Locks
(Maximum = 16, Minimum/Required = 1)

Computer

• Apexx Client Software
• Apexx Database Microsoft SQL 

Server 2019 Express
• Apexx API
• MQTT Broker/Server

ad hoc USB connection 
via Apexx Series Keypad

CenconX Locking System 
USB Connection (ad hoc)

ad hoc USB connection 
via CenconX Keypad

 

 

 

 

 

 



   

 

 

 

Apexx Locking System IP ConnectedComputer

• Apexx Series Keypads   (Maximum = 2, Minimum/Required = 1)
• Apexx Series Locks   (Maximum = 16, Minimum/Required = 1)
• Apexx eBox    (Required for Networked / IP Connected Mode)

• Apexx Client Software
• Apexx Database Microsoft SQL 

Server 2019 Express
• Apexx API
• MQTT Broker/Server

Network Connection 
via TCP/IP

CenconX Locking System 
Temporary BLE Connection

Wireless/Mobile 
Network Connection 

via TCP/IP

Mobile Device 
(with dormakaba Safe 

Locks app)
BLE Connection

 

 

 

 

 

 

 

  



   

 

 

 

 

Apexx Locking System #1 
IP Connected (via eBox)

Client #1

• Apexx Series Keypads   (Maximum = 2, Minimum/Required = 1)
• Apexx Series Locks   (Maximum = 16, Minimum/Required = 1)

• Apexx eBox    (Required for Networked / IP Connected Mode)

• Apexx Client Software
• Apexx Database Microsoft SQL 

Server 2019 Express
• Apexx API
• MQTT Broker/Server

Apexx Locking System #2 
IP Connected (via eBox)

Client #2

• Apexx Series Keypads   (Maximum = 2, Minimum/Required = 1)
• Apexx Series Locks   (Maximum = 16, Minimum/Required = 1)

• Apexx eBox    (Required for Networked / IP Connected Mode)

• Apexx Client Software

Network

CenconX Locking System 
Temporary BLE Connection

Mobile Device 
(with dormakaba Safe 

Locks app)
BLE Connection

 

 

 

 



   

Building #1

Apexx Locking System #1 
IP Connected (via eBox)

Client

• Apexx Series Keypads   
(Maximum = 2, Minimum/Required = 1)

• Apexx Series Locks   
(Maximum = 16, Minimum/Required = 1)

• Apexx eBox    
(Required for Networked / IP Connected 
Mode)

• Apexx Client Software

Network

Database

• Apexx Database Microsoft 
SQL Server 2019 Express

Apexx API

MQTT Broker/
Server

Building #2

Client

• Apexx Client Software

Apexx Locking System #2 
IP Connected (via eBox)

• Apexx Series Keypads   
(Maximum = 2, Minimum/Required = 1)

• Apexx Series Locks   
(Maximum = 16, Minimum/Required = 1)

• Apexx eBox    
(Required for Networked / IP Connected 
Mode)

CenconX Locking System #1
Temporary BLE Connection

Mobile Device 
(with dormakaba Safe 

Locks app)

BLE Connection

CenconX Locking System #2
Temporary BLE Connection

BLE Connection

CenconX Locking System #3
Temporary BLE ConnectionBLE Connection

IT Infrastructure

 

 

 

 



   

Database Considerations 

 
 

 

 

 

Apexx Minimum Recommended Computer Specifications 
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Apexx Mobile Device Specifications  
 

•   
•  

 
  

 Microsoft SQL Server 2019 Express (64-bit) 

Database Limit 10 GB 

Number of CPUs 1 physical processor 

RAM 1 GB 

Supported Operating Systems Windows 10, Windows Server 2016, Windows Server 2019 



   

 

Local Software Notes 
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•  
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Pairing of Local Software with eBox (Axessor Apexx) 

 

  

 
 

 
 

 

 

 

 

 

 

 

 



   

 
 

 
 

 

Disaster Recovery 

 

 

 

Viewing and Exporting Apexx Event Logs 

 

  

  

 
 

 

 
 

 

 

  

https://www.microsoft.com/en-ca/sql-server/sql-server-2019-pricing


   

Key Takeaways 

  

 
 

 
 



Our Sustainability Commitment
We are committed to foster a sustainable development along our entire value 

chain in line with our economic, environmental and social responsibilities 

toward current and future generations. Sustainability at product level 

is an important, future-oriented approach in the field 

of construction. In order to give quantified disclosures 

of a product’s environmental impact through its entire 

life cycle, dormakaba provides Environmental Product Declarations (EPD), 

based on holistic life cycle assessments.  

https://www.dormakabagroup.com/en/sustainability/product-declarations.

Dormakaba SAL GmbH

Siemensstrasse 33

42551 Velbert

safelocks.de@dormakaba.com

T +49 2051 9111 0

dormakaba USA Inc.

1525 Bull Lea Road, Suite 100

Lexington, KY 460511

sales.safelocks.us@dormakaba.com

1-800-950-4744

Axessor Apexx System Architecture & IT Security Guide - RevB 
Subject to change without notice

Access Automation Solutions

Entrance Automation
Entrance Security

Access Control Solutions

Electronic Access & Data
Escape and Rescue Systems
Lodging Systems

Access Hardware Solutions

Door Closers
Architectural Hardware
Mechanical Key Systems

Services 

Technical Support
Installation and commissioning
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Key & Wall Solutions
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Systemarchitektur- und IT-Sicherheitshandbuch für Axessor Apexx IP/CIT und CenconX
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Unser Nachhaltigkeitsversprechen
Wir engagieren uns für eine nachhaltige Entwicklung entlang unserer gesam-

ten Wertschöpfungskette im Einklang mit unserer wirtschaftlichen, ökologi-

schen und sozialen Verantwortung gegenüber heutigen und zukünftigen 

Generationen. Nachhaltigkeit auf Produktebene ist ein wichtiger, zukunftswei-

sender Ansatz im Bauwesen. Um die Umweltauswirkungen eines Produkts 

über seinen gesamten Lebenszyklus quantifizierbar darzustellen, erstellt dor-

makaba Umweltproduktdeklarationen (EPD), die auf ganzheitlichen 

Ökobilanzen basieren.  

https://www.dormakabagroup.com/en/sustainability/product-declarations.

Dormakaba SAL GmbH

Siemensstrasse 33

42551 Velbert

safelocks.de@dormakaba.com

T +49 2051 9111 0

dormakaba USA Inc.

1525 Bull Lea Road, Suite 100

Lexington, KY 460511

sales.safelocks.us@dormakaba.com

1-800-950-4744

Axessor Apexx Systemarchitektur- und IT-Sicherheitshandbuch – RevB 
Änderungen vorbehalten
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Software de la serie-
Axessor Apexx   
 

Guía de arquitectura de sistemas y seguridad de TI para Axessor Apexx IP/CIT y CenconX
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Nuestro compromiso con la sostenibilidad
Nos comprometemos a fomentar el desarrollo sostenible a lo largo de toda 

nuestra cadena de valor, en consonancia con nuestras responsabilidades 

económicas, ambientales y sociales hacia las generaciones actuales y 

futuras. La sostenibilidad a nivel de producto es un enfoque importante y ori-

entado al futuro en el sector de la construcción. Para proporcionar informa-

ción cuantificada sobre el impacto ambiental de un producto a lo largo de su 

ciclo de vida, dormakaba proporciona Declaraciones Ambientales de 

Producto (DAP), basadas en evaluaciones holísticas del ciclo de vida.  

https://www.dormakabagroup.com/en/sustainability/product-declarations.

Dormakaba SAL GmbH

Siemensstrasse 33

42551 Velbert

safelocks.de@dormakaba.com

T +49 2051 9111 0

dormakaba USA Inc.

1525 Bull Lea Road, Suite 100

Lexington, KY 460511

sales.safelocks.us@dormakaba.com

1-800-950-4744

Guía de arquitectura del sistema y seguridad informática de 
Axessor Apexx - Rev. B
Sujeto a cambios sin previo aviso

Access Automation Solutions

Entrance Automation
Entrance Security

Access Control Solutions

Electronic Access & Data
Escape and Rescue Systems
Lodging Systems

Access Hardware Solutions

Door Closers
Architectural Hardware
Mechanical Key Systems

Services 

Technical Support
Installation and commissioning
Maintenance and Repair

Key & Wall Solutions

Key Systems
Movable / Sliding Walls

Safe Locks 

Electronic Safe Locks 
Mechanical Safe Locks
Boltworks and Accessories

Glass systems 

Manual door systems
Glass fittings
Horizontal Sliding Walls 

dk.world/AxessorApexxIP

AXESSOR APEXX IP
INSTALLATION AND 
OPERATION GUIDES



FR 
RevB - May 2025

Logiciels de la série
Axessor Apexx   
 

Guide d'architecture système et de sécurité informatique pour  

Axessor Apexx IP/CIT et CenconX
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Notre engagement en matière de  
développement durable
Nous nous engageons à favoriser un développement durable tout au long de 

notre chaîne de valeur, conformément à nos responsabilités économiques, 

environnementales et sociales envers les générations actuelles et futures. La 

durabilité des produits est une approche importante et tournée vers l'avenir 

dans le secteur de la construction. Afin de fournir des informations quanti-

fiées sur l'impact environnemental d'un produit tout au long de son cycle de 

vie, dormakaba fournit des Déclarations Environnementales de Produit (DEP), 

basées sur des analyses holistiques du cycle de vie.  

https://www.dormakabagroup.com/en/sustainability/product-declarations.

Dormakaba SAL GmbH

Siemensstrasse 33

42551 Velbert

safelocks.de@dormakaba.com

T +49 2051 9111 0

dormakaba USA Inc.

1525 Bull Lea Road, Suite 100

Lexington, KY 460511

sales.safelocks.us@dormakaba.com

1-800-950-4744
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Software della serie
Axessor Apexx   
 

Guida all'architettura di sistema e alla sicurezza IT per Axessor Apexx IP/CIT e CenconX
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Il nostro impegno per la sostenibilità
Ci impegniamo a promuovere uno sviluppo sostenibile lungo tutta la nostra 

catena del valore, in linea con le nostre responsabilità economiche, ambien-

tali e sociali nei confronti delle generazioni presenti e future. La sostenibilità a 

livello di prodottoè un approccio importante e orientato al futuro nel settore

dell'edilizia. Al fine di fornire informazioni quantificate dell'impatto ambientale 

di un prodotto durante il suo intero ciclo di vita, dormakaba fornisce 

Dichiarazioni Ambientali di Prodotto (EPD), basate su valutazioni olistiche del 

ciclo di vita..  

https://www.dormakabagroup.com/en/sustainability/product-declarations.
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T +49 2051 9111 0

dormakaba USA Inc.

1525 Bull Lea Road, Suite 100

Lexington, KY 460511

sales.safelocks.us@dormakaba.com

1-800-950-4744

Guida all'architettura del sistema Axessor Apexx e alla sicurezza IT - RevB
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Przewodnik po architekturze systemu i bezpieczeństwie IT dla  

Axessor Apexx IP/CIT i CenconX
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Nasze zaangażowanie w zrównoważony 
rozwój
Jesteśmy zobowiązani do wspierania zrównoważonego rozwoju w całym 

naszym łańcuchu wartości zgodnie z naszą odpowiedzialnością ekonomicz-

ną, środowiskową i społeczną wobec obecnych i przyszłych pokoleń. 

Zrównoważony rozwój na poziomie produktu jest ważnym, zorientowanym na 

przyszłość podejściem w dziedzinie budownictwa. Aby zapewnić ilościowe 

ujawnienia wpływu produktu na środowisko w całym cyklu jego życia, dorma-

kaba dostarcza Deklaracje Środowiskowe Produktu (EPD) oparte na holistycz-

nych ocenach cyklu życia.  

https://www.dormakabagroup.com/en/sustainability/product-declarations.

Dormakaba SAL GmbH

Siemensstrasse 33

42551 Velbert

safelocks.de@dormakaba.com

T +49 2051 9111 0

dormakaba USA Inc.

1525 Bull Lea Road, Suite 100

Lexington, KY 460511

sales.safelocks.us@dormakaba.com
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Nosso Compromisso com a Sustentabilidade
Estamos comprometidos em promover o desenvolvimento sustentável em 

toda a nossa cadeia de valor, em linha com nossas responsabilidades econô-

micas, ambientais e sociais para com as gerações atuais e futuras. A susten-

tabilidade em nível de produto é uma abordagem importante e voltada para 

o futuro na área da construção. Para fornecer divulgações quantificadas

do impacto ambiental de um produto ao longo de todo o seu ciclo de vida, a 

dormakaba fornece Declarações Ambientais de Produto (DAP), baseadas em 

avaliações holísticas do ciclo de vida.  

https://www.dormakabagroup.com/en/sustainability/product-declarations.
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