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Keyscan KC Series Controller — Default Settings

................................

e Default Web Page Users:
o Admin User (Can do everything. View, Edit, etc.)
= User ="Admin", Password ="Keyscan@123"
o Viewer User (can only view contents)
= User="Viewer", Password = "12345678"
e Default Settings:
IP Address =192.168.001.251
Server Port No. =8000
HTTP Port No. =80
Remote IP 1=192.168.001.249
Admin PIN =27
Device Address =1 (fixed, cannot be changed)

o O O O O

The initial factory settings of the KC-Series controller are as follows:

Note: Before beginning, ensure your KC Series Controller is plugged in, powered up, and

connected to your computer network.
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Setting the IP Address — KC Series Controller Web Page — Network
Settings

v B 192.168.1.251/#}/login x  + = o X

< G A Notseaure 192.168.1.251/#/login & % g e @

Keyscan KC Controller

User Name

KEYSCAN

AUROR/y o

1. Open aweb browser and enter the device's default IP address (192.168.1.251). This IP
address serves as both the device IP and the IP address of the website hosted by the
device.

2. At the Keyscan KC Controller login screen, enter the following in the fields provided:

User Name ="Admin", Password = "Keyscan@123"

3. Click the "LOGIN" button.
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v [P 192168.1.251/8/app/network: X +

<« c A Notsecure  192.168.1.251/#!/app/networksettings

Keyscan

MAC Address

IP Address 192.168.1.253
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
Primary DNS 8888

Secondary DNS 4222

Server Port

IP1

4. Select "Network Settings” from the side menu.

5. Under "Unit Settings”, enter the new IP address into the "IP Address" field provided.

Unit Settings e

Save Get Network Settings
¥

Device Time Zone | GMT-04:00 ~ Save

Server IP's

EU/Alarm Port 20 HB/CTH

6. Fillin all other Unit Settings fields (Subnet Mask, Default Gateway, Primary DNS,
Secondary DNS) based on your Network configuration.

7. Click the "Save" button.

Enter PIN

8. In the “Enter PIN" popup, type “28727033" into the field provided.

9. Click the "OK" button.

10. "Network Settings Saved Successfully” > click the "OK" button.
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v [ 192.168.1.253/#)/app/network: X+ — a X

< C A Notsecure 192.168.1.253/#/app/networksettings & o

Apps 88 » [ All Bookmarks
Primary DN -
Keyscan
Secondary DNS

Home

Network Settings

Get Network Settings
Con ing
ings

Ope
Pe Device Time Zone | GMT-04:00 ~

Card Operation Settings

List Director
A Server IP's

Change Password
Server Port
8000

Logout

it 192.168.2.14 Send Transaction Im - EU/Alarm Port 3001 HB/CTH Port s

P2 EU/Alarm Port HB/CTH Port

192.168.1.249 Send Transactionin ~| (0 0

IP3 EU//Alarm Port 0 HB/CTH Port

192.168.1.249 Send Transactionin ~| |0

Response Time 5 | Secured mode | EU mode | CTH mode | multi port
Out(Sec) Enable Enable Enable

Alive status EU CTH
Transmit Interval 255 255

11. On the “Network Settings” page, scroll down to the “Server IP's" section and fill in your
Server IP information as follows:

a. "Server Port" — (inbound into ACU from software) can leave this at the default
value (8000) or enter a new port number. If you change it to a new value, ensure
you use the same value when setting up your controller in Aurora Software.

Note: set this to the same value as your "HB/CTH Port".

b. "IP 1" — enter the IP address of the computer/server hosting Aurora
communications.

c. "Send..." — use the drop-down menu to select “Send Transaction Immediately”

d. "EU/Alarm Port" — (KC Transaction Listening Port) Leave this at the default value
(3001). If a new value is used, you must change the value in the Aurora Software.

e. "HB/CTH Port" - can leave this at the default value (8000) or enter a new port
number. If you change it to a new value, ensure you use the same value when
setting up your controller in Aurora Software.

Note: set this to the same value as your “Server Port".

12. Click the "Save" button.
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Enter PIN
(13)

13. In the “Enter PIN" popup, type “28727033" into the field provided.

14. Click the "OK" button.

KC Series Controller Web Page — Communication Server Settings

Enter your AES Encryption Key in the field provided, then click the “Save Key" button.

Note: You'll be required to enter the same AES Key in Aurora Software when setting up your
panel. See Setting the AES Encryption Key in Aurora for details.

~ B 1921681251 /app/commss: X+ _ g %

€ G A Notseaure 192.168.1.251/#!/app/commsserversettings & &

AES Key [ ———— Save Key
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KC Series Controller Web Page — Card Operation Settings

1. Click the drop-down menu to change the "Card Authentication Mode” to "On".

2. Click the "Save" button.

3. "Saved Successfully” > click the "Ok" button.

~ [P 192168.1.251/#!/app/panelsta. X +

€ G A Notsecure 192.168.1.251/#1/app/panelstaus

Keyscan

Card Operation Settings

Card Authentication Mode

Format/Clear All Card Credentials
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KC Series Controller Web Page - List Directory

This page contains a directory of Firmware and Bootloader files that can be used to update
your board. To update your panel firmware, do the following:

hd . 192.168.1.253/#!/app/dir X + — fa) X

« G A Notseure 192.168.1.253/#!/app/dir & o

Keyscan

Free Space On EMMC:7.750.391.000
File Directory
File Name File Size Created/Modified Date
Newlmage.bch 633.000 20/08/2025 11:23:36

e - nwal grade  Bootloader Upgrade
Select a File To Upload: [{eLGEERIY Newimage.bch Upload

1. Click the "Choose file" button to select a firmware file.

2. In the file explorer Window, navigate to the location of the Newlmage.bch file, then click
Mopenl"

3. Click the "Upload" button.
4. "Upload Complete” > click "Ok”"

5. Select which file from the list to use for the firmware upgrade (B) , then click “Firmware
Upgrade”.
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Enter PIN
(e)

6. In the “Enter PIN" popup, type “28727033" into the field provided.

7. Click the "OK" button.
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KC Series Controller Web Page — Change Password

This page can be used to change or Reset User/Admin passwords. For example, you can
change the default Admin password by following these steps:

~ [ 192168.1.253/#!/app/changep X +

€« C A Notsecure 192.168.1.253/#!/app/changepwd oS <4 ] i
#: Apps 88 ° » | [3 All Bookmarks

® Change Password Reset Password Change User Name

Admin
OldPassword  |aee
New Password

Confirm Password ~ |.cceeeeeee,

Change Password

1. Ensure that “Change Password"” is selected.

2. Use the drop-down to select "Admin”.
3. Type the old password (default "Keyscan@123") into the "Old Password" field.

4. Type a new password into the “New Password" field, then enter it again in the “Confirm
Password" field.

5. Click the "Change Password" button.
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6.

Enter PIN
(e)

In the “Enter PIN" popup, type “28727033" into the field provided.

7. Click the "OK" button.

8.

“Password Changed Successfully” > click the "OK" button.
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Adding the KC Series Controller in Aurora

Click the ﬁ

. Double-click one of the available sites to add the panel to an existing site (or go “Site
Management” > “Site Information Setup”, and click the "Add Site" button to create a new
site)

“Site Management” icon, then click “Hardware Setup”

. Click the drop-down list in the upper left corner, then select your board type (2 or 4 Door
KC Series Control Unit)

. In the "Confirm Hardware Installation” pop-up window, click "Yes" to confirm your choice

. On the “Information” tab, enter the following in the fields provided:

a) IP Address (use the same IP Address you set for you KC series controller)

b) Communications Port (use the same port that you used for the “Server Port" and
“HB/CTH Port" when you setup your KC series controller)

c) MAC Address (see the KC Controller "UL" label)

d) Device Address (Can be found on the web page home screen, under “Device
Details"). Note: Ensure this matches the value listed on your device's web page.

. Keyscan Aurora - Version 1.0.27.0 - a X

Hardware Setup
Add & Door Access Control Unit - Site | Test Site #1 -

Access Control Unit Access Control Unit# 1 ~

All Hardware

[[M Information m Doors (& Auwxiliary Outputs G Auxiliary Inputs ++ 10CB 1616 {2+ Addtional Settings
Name | Access Control Unit # 1 | Communication

MAC Address | | Communications Port | 8000
Device Address [1 | IP Address |

Doors

Type 4 Door XC Series Contial Unit Communications Server. CAWHILTJSLYFK3

Status Active
Regional Time Zone (UTC-05:00) Eastern Time (US & Canada)

Hardware Notes

Door Groups

Elevators

Video Device

Intrusion

Firmware Version
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6. Click the drop-down menu to set the panel's “Status” to “Active".

7. Click the "Save" button.

Setting the AES Encryption Key in Aurora

1. Click the g

2. Click the "Server Settings” tab, set the "AES Encryption Type" to "AES 128-bit".

“Settings” icon, then click "Application Utilities”

3. Enter your AES Encryption key in the “Encryption Key" field. If you would like Aurora to
generate an encryption key for you, right-click the "Encryption Key" field, then click
"Generate”.

4. Click the "Save" button.

. Keyscan Aurora - Version 1.0.27.0 - [m] X

Application Utilities
:’ Application Settings # Advanced n Security --J; Server Settings | [ Gateway Setup E-Plex Utilities

-+ Communication Server CAWHILTJSLYFK3 - I SMTP

Host | CAWHILTJSLYFK3 Host |

Listening Port | 3001 Port |

KC Transaction Listening Port | 3001 Timeout (ms) |

Encryption Type AES 128-bit From | aurora@keyscan.ca
Encryption Key ( Enable SMTPTLS [T
Keep Package History -

Output File Path Authentication Credentials

[ Use non-default
UDP Remote Host

UDP Local Host

|
|
UDP Remote Port |
|
|

UDP Local Port
KONE Primary Host

) Setftings Test
KONE Primary Port

E-mail To
KONE Backup Host

Send E-mail
KONE Backup Port

thyssenkrupp Host
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