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Abstract

The customer's interest is quality service. Network performance for single an
evaluate and compare the performance of the two in terms of quality of service. Ease
control. and improved security by segmenting a single broadcas
objective of this paper. An evaluation of a network with single V

an service time (7)) using Markov/ Markov Single (M/M/1) queuc
del, the evaluation of network properties in comparison o that of a

utilization (p) and me
implemented representing an MM/6 model. With the MM/6 mo
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d multiple VLANS is investigated with an attemp
of segmentation of network traffic, '“'Ungef: to
( network using virtual Local Area Network (VILANS) is he .,,J.(fn
LAN was carried out to determine the waiting time (W), wa:::l
model. After which, a Six VILAN mode| S

results therefrom, is validated with simulated results s,

single VLAN is carried out. The evaluation is done analytically and the
packet tracer network tool and MATLAB. The result showed that; implementation of VLANSs in a network with M/M/! server, T
7,.0.235 sce, = below 11.8% and W, .0.0314 sec for MM/e where ¢= (g,

1.412scc. was above 70.6% and W,_3.391 as compared to

number of VLANSs. The result shows that VLANSs break a single Broadcast domain into multiple smaller broadcast domains, thys i

turn increases the network performance such as mean service time,
Access control, and other security policies can be implemented at the Data Link layer using multiple

waiting time and reduces network utilization. Users Priority,
VI.LANs.
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1.0 INTRODUCTION
In any computing environment that supports processes,
there must be some mechanism for resource allocation among
competing processes, as well as the enforcement of access
control policies based on the privileges assigned to that process
compared to the requirements of the resources. In a traditional
time-sharing operating system, these policies are enforced by the
kernel. such as when the application program makes a system
call. In the networking context, firewalls play a similar role in
policy enforcement for a session and/or individual datagram
attempting to cross the boundary separating the "inside" and
"outside” worlds [1]. The individual hosts often view the network
as an untrustworthy resource. Hence the operating system has the
primary responsibility of managing nctwork resources, such as
the configuration of the network interface to detect and block
unauthorized remote access, while protecting the integrity of its
network traffic via encryption (e.g. IPsec, SSL, and VPN)orother
means. recently researcher have proposed a concepts that model
the fundamental design intent of a network administrators actions
and capture the ultimate network-wide performance, security,
and managcability and resilience objectives of the designer.
There is no doubt that the progress toward the design of network-
wide abstraction in certain domains, surprisingly not very much
attention is being paid on the management of enterprise and
campus networks. Despite their critical importance, and their
striking differences and diversity compared to carrier networks,
there is little systematic understanding of this network in the
community. ;
Large networks of any type are plagued by surges of
traffic, which lead to significantly degraded nelwork
performance as well as downtime [1, 2]. These surges of traflic
are frequently due to virus outbreaks, poor netwark management,
and mususe of network resources by the network users among
other faciurs. A technigue o casily and reliably control access o
network resources for effective management would be of greal
value 1o many organizations. | here had been several apprﬂilt“l'—"‘
o address these problems. Such include implementing of VAN
:;r a-cr.n:;'-buwd l‘nulll-m:lh.'d Asymumetric vinual LAN [3],
7 “lél“i!ncr tll.lpln:n-mldlulm ol Application-based secured VAN
Land VEAN-based Quality of Service (005 ) control in mobile

el workos (4 10

u;aml.r.!"‘-.lli |“'J”.r considers an instance where the server
ﬂ”'n.ahu: ....)J:“LI ,,J:) J“.:'l:ulau can enlorce the desired resources
ceesh conbiul pulicies by braking single brosdeast

domain into smaller domains carrying different traffic and
changes the scenario to have complete control over all the nodes
within a network through switches at the edge of the network
rather than depending on the server OS. Policy scheme and
access control can be implemented in the host networking
hardware (like switches), without making any changes 1o the
hosts (nodes), this will be achieved using the standard techniques
specified in VLAN 802.1q and VLAN Identification (VID). In
IEEE 802 standard process a mechanism developed lo allow
multiple switch networks and to transparently share the same
physical network link without compromising data integrity
between the networks, [5]. IEEE 802. 1q also became the name of
the encapsulation protocol used to implement this VLAN
mechanism over Ethernet networks. Due to the configuration
parameter used by Cisco devices to enable 802.1q, it is also
commonly referred to as dot 1 .

In [5] IEEE 802.1Q specification enable layer-2
switches to prioritize traffic and perform dynamic multicast
filtering. The specification works at the Media Access Control
(MAC) framing layer. The 802. 1q standard stops the proliferatic
of multicast traffic over the data-link layer. VLAN identihes
(VID) is contained within each Ethernet frame of an Ethern!
VLAN. This makes it possible for switches to separale trafhic
based on VID, hence creating different VLAN.

I1. Virtual LocalArea Network

The firstindustry conference devoted entirely to virtual local ared
networks (VLANSs) was held in Santa Clara, CA nearly %
attendees discussed all the possible definitions of what a VL AN
or what a VLAN should be and about vendor products o

strategies, user experience with VAN implementation | 3] Une
way 1o understand the essence and nature ol unpteumunu.'
VLAN is to analyses some definitions averedited to it The ¥ il
Local Arca Network (VLAN) has been defined by mat
rescarchers and network developers as a logical groupiie o
network users and resources connected (o adiministialive?
defined ports on aswitch [ 3] Also a very basic detiniton ¢! W
term VEAN 15 based on the meaning of Broadoast Do)
However, according (o (46}, detining VEAN prov iy w hal
VLANS are has become o contentious ssue. Yet, mosl |..-.-pi.
would agrees that VAN can be seen as o grouping v el
sliations, pecliaps onseverl phiysical AN segiienis, that i U
determing by their physical Tocation amd can commmiiaie 0!
they weirv anavonmon | AN
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Purthermure, 1Ssues i h ae the extent o which emd etatyone 3
AN Ao
nol ‘.l,“.n_.nnp.l Iy |1h\\n.‘ﬂ location, the way Vi \‘;
jetined. the relattonship between VAN ang

L )

bership 18

mem
TS have been letup toeach vendor To a certam extent these
gre et o peenes, bt how they are resolved has "“[‘“\‘l‘.m‘r

daten ymplicatiehs
1n the same vein, & VEAN is defined as a logical
ing of end stations s h that all end stations n the VEAN
'le_\_“ 1o b on the same physical segment even though they may
: arated [4] Most definitions of VI ANg by

phically sep
different researchers, network equipment manufacturing
companiet and authors butld up their definition(s) by considering
VLAN 10 pe logical grouping of separation of the broadcast

[hus. from these definitions, a generalized meaning of
could be formulated as A VLAN is a logical grouping of
h cach group havinga separate broadeast domain

unication ability among different groups.

e L'l“‘P‘ N

Jomain
\vi AN
end tanons Wil
with jpter-comm

rsus Broadcast Domain

fault, switches break up collision domain and

proadcast domains. Breaking up broadcast
domains in pure switch network cc_mld be achieved by creating
virtual LAN [6] When a VLANS 18 cm‘alcd_. smaller broadcast
domain arc created within a layer 2 switch ‘mtcr-nclworkcd by
assigning different ports on the switch to different sub networks.
A broadcast domain is everywhere data-link [e'vcl broadcast
frame would propagate 10. A router demarcate this area, which
signal the endofalayer-2 network; to go further requircs support
at 2 higher layer. such as layer-3 (e,g.’lP] to route the packels
through the inter-network [2]. So, Jooking at the network Iayput
in Fig. 1 we cap see that there are [Wo broadcast-domains,

demarcated by arouter.

1. Collision e
By de
couters break up

Fig. 1. Network Diagram Layoul

As shown in Fig. 2. VLAN provides the ability to segregate a
swilch into separate broadcast-domains. This means that in order
to get across between the different LANS, a router is not must
[8]. In the olden days, such a configuration would be more likely
10 be called a “router on a stick” Today however, a high-speed
router is embedded as part of the switch; this switch is then
referred to as a layer-3 switch. While a collision domain is a
physical network segment where data packets can “collide” with
';l:}tj‘j::lu.ilm. for being sent ona shared mcdium,_ir! pax:licu!ar in Il_w
thrw; E;iwurl::u}, l[')romfoll.‘ A {wtwork collision is a scenario
gy puf-}‘; u:gi lar device 5.cnds a packet on a network
s 1hc)| 4 :j Uirt]m E.T-"' M.:..mfvlhflc. nt’her device does the
“"“““”lml:.'l"hiabcum:?:gl—:ui pu%ku’ﬁ are ‘dtsvfelrdcd and resent
15 groum of l-’tl;e ::irwofhm the efficiency nlelwo_rk.

Carvee Beinis Mulupleﬂ:»---l .L(.UF ust Ethemet devices in
fepeaters they will ¢ LLW’ (CSMA) LAN are conneted by
I¥pically found in 'jrlnpl:LL Tre g% 10 B0k iR
ROty & e thl-ju W nlcm-‘urk where each host segment

omain respectiyel ‘[ ’:’}f:_r_“"’e'“_"‘g one collision and broadcast
any time, and the U)IJilel: - 'ﬁ_fll\.r'lrt{mpcnl, one device transmit al
fetwork in order to avo St “f'fhln the domain listens to the

id data collisions,

Fig 2. VLAN Segmentation

These Collisions decrease network offi
xilt,:Ns segments collision domain th::t::r:l‘lia‘:?nrhc m.m-mn'
in Ethernet network to transmit without ¢ ﬁm"ﬂfﬂlﬂl*
computers Ithal attempt to transmut must back ::;T“-m .
r.andom period of time, which is generated md(‘pcnde;ﬂTn: h-)f;I
::Jmpuler. anq fhen_ retransmut [7). This 1s made pim;lh}ey th‘,n;::hh
/ LANs Ide_nt!hcanon. VLANSs are identified by a 12-bit numbe
(l.e_, 4096 different VLAN [Ds; in the case of mlllt-lplc VImla.r
assignment to a port, trucking must be used, which |mpllcﬂ. rm:
lhg frames are tagged with their VLAN ientificr so that the
neighborhood device (typically a switch or a ruulcﬂ can kn;)\:
which network it belongs to[13, 14].

B. VLANArchitectures

Dueto the lrends.loward server centralization, enterprise-wide E-

mail, and collective applications, various network resources will

need to be made available to users regardless of their VLAN

membership. Ideally, this access should be provided without

most user traffic having to transverse a router [3]. Organizations
that implement VLANs recognize the need for certain logical
end-stations (for example, centralized servers) to communicale
with multiple VLANs regularly, either through overlapping
VLANG (in which network-attached end-stations simultancously
belong to more than one VLAN) or via integrated routing that can
process inter-VLAN packets at wire speed. From a strategic
standpoint, these organizations have two ways to deploy VLANS;
a "service-based VLAN implementation or an infrastructure-
based" VLAN implementation as shown in figure 3 [8-10]. The
choice of approach will have a substantial impact on the overall
petwork architecture, and may even affect the management
structure and business model of the organization. A serviced-
based approach to VLAN implementation looks, not at
organizational or functional groups, but at indiv idual user access
to servers and applications. o terms of infrastructure-based,
Approach to VLANS is based on the functional group that is, the
department, workgroups, sections, ete. that make up the

organization.
Eng. VLAN

MIS Server

VLAN MIS

Fig. 3. Infrastructur¢ VLAN Paradigm
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Furthermore, issues su i
not constrained by c;hajstihccafx:f)?att? s
membership is defined, th i g Wi s el
oul 5 ave o . the relationship between VLANs and
are tactical isﬁ:gsc;lﬂ:;‘%‘e‘?c&vcnd{)r. AL sty
i mpncatm'ns_ ey are resolved has important
Each functional group, such & i
Manag_ement and Im“c;rmgticmp :Systenzs(?\fl:rg;“:::ig gf 1'::rln T'L‘m.
are ass:gneq a }miquely defined VLAN. Bnﬁc:i on the gﬂ/;(‘; mf':
[11]. Fhe majority of network traffic is assumed to be within ll:l:";:.:
functional groups, and thus within each VLAN. In this mmt:l
VLAN overlap occurs at network resources that must be shm'eti

by multiple workgroups.

111. Materials and Method
In this section, a comparative performance analysis of a

siqglc VLAN and the proposed Six VLANs model is carried out
using M/M/c queuing theory for ¢= 1 and ¢ = 6. The existing
network is assumed to be a single queue network that is simulated
using (Cisco packet tracer 6.1) to obtain the true behavior of the
network. The section later gives the highlights for new network
design and procedure for VLAN implementation.

.A. VLANs Models
; Analysis of Single VLAN Model
The network performance measures of interest are network delay,
network utilization and service time for the network users. We
first conduct an analysis of the existing network (o estimate its

rformance. The entire network with a single VLAN conforms
to an M/M/C queuing model: this is because the entire network
forms a single broadcast domain (assumed to be the queue).
Where C represents the number server or sub-processor in a
switch. Assume a random request from a network user from
router which is the sole link to the internet, the n_fc:jucst follow a
Poisson distribution which state that, the probability that there k
arrival intime/7 seconds is given by [15- 17]:

-t
e &

val per s¢C. fork 0,(k= number_of
duces toe—** Thus the probability

average arri
et=I- (probabilily that there

e probabiiiry re
more arrivals in im

Where 4 Is the
arrival) the aboV
that there are no
: arrival) 3
isno | oy 8 Gt s
it imply that the time to service an

2)

By random service, 11 ly that the time (0 serb it 2
! / nential distribution functio !
arrival 1s given by the eXpo . .
. ] > (
is. T (service ume=<t)=1-¢
=p,(07) (4)

.pyice LNE. T
servic rs 18 gwcn byp.

e T =
kg yr the n-:lwurk use

I he gueue size 1t
s the probabihty that the

time and #,1 . .
mplifying the (4) for P,

jnean service

where P8 the i i oy o
U -mpty, Wt caun deter y I 4
s “;J‘l-ld“l)l':: sum of P, for . 1.2 ;I :‘l]hual be |, 80
Ml_dlh{f L o N :
= i . (B]]
(0)
=133 YT ) P W
W here P s e "mwu_'_" u-ll_lu..nmn ‘
" Depar
Asrivel
] |
g .l -;'. .4 Kupwwmnlluu ol MM model, v= |
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ss than 1. According (g
etwork is given by

7)

e ATV 18 assumed to be le

From the abov o
ueuesizeinan

Latte's formula, the meand
_5- P
Py = ZJ-I L 'i:_';
Equation (7) is used to determ
network.

ine the behavior of a Single VLAN

L Six VLANSs Model

In the six VLANs, an analytical model for such VLANs s

proposed here. The M/M/C queuing system can similarly be
except that the number of

modeled as in the single VLAN case, .
servers is greater than one bus, that is, has a maximum ofe=6
M/M/c queue model with ¢ representing

buses. Figure 5, is an ‘ _
server or processors in a single switch. ¢ = 0. The network
utilization p is given as

A A
pom = e <l
H min (B.)
Force=l....... (]

Where A =average arrival rate of frames

—_—
Arrivals

0 99

Fig. 5. MM/c server Model
The model above is an M/M/c queue with ¢ representing server or

processors in a single switch. ¢ = 6. The network utilization p s

givenas

o M A
: 4] min (pf}(l
Fore=1....... 6

Where A= average arrival rate of frames
Mecan processing time of ¥av = 1= yviavs=2=-L  rians=6=—
' BZ ’

1V. Result "
The result of stz ¥ i
i rursi:;l;;ia‘r‘d formulas derived above (queuing theory
explicit way of an-l);a{!g the network performance provides an
Cisco packet tracer sji,zmg the network properties. Similarly. the
evaluating the ncwlml-u““-}r offers the test bed for modeling and
analysis and the pro Y d“slgncd network. The results of the
i s scction perties of the modeled network are presented
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