TapSquid Privacy Policy

Last Updated: 4-th of November 2024

Welcome to TapSquid! Your privacy is important to us. This Privacy Policy outlines how we
collect, use, disclose, and protect your information when you use our Telegram mini-app and
services ("we," "our," or "us").

Disclaimer: TapSquid is a memecoin gaming platform and is not affiliated with, endorsed
by, or associated with the official "Squid Game" television series, its producers, Netflix,
or any related entities. Any thematic resemblance is intended solely for entertainment
purposes.

TERMINOLOGY

Website — TapSquid's official website located at https://tapsquid.game

Policy — This Privacy Policy outlining the rules for processing personal data.
Personal Data — Information relating to an identified or identifiable individual,
including biographical data, contact information, and any other data that can identify
a person directly or indirectly.

Personal Data Subject — The individual to whom the personal data relates.
Processing of Personal Data — Any action performed on personal data, whether by
automated means or not, including collection, recording, storage, use, transfer,
blocking, and deletion.

GENERAL PROVISIONS

This Policy defines the principles, purposes, and conditions for the processing of personal
data by TapSquid Project, as well as measures to protect such data.

By using the TapSquid Website or services, you acknowledge that you have read and agree
to this Policy.

This Policy applies to all personal data processing activities conducted by TapSquid Project,
both automated and manual.

DISCLAIMER OF ASSOCIATION WITH "SQUID GAME"

e No Affiliation: TapSquid is an independent entity and is not affiliated with,
endorsed by, or associated with the official "Squid Game" television series, its
producers, Netflix, or any related entities.


https://tapsquid.io/
https://tapsquid.game/

Entertainment Purposes: Any references or thematic elements resembling "Squid
Game" are intended solely for entertainment and thematic purposes within the game.

MEMECOIN PLATFORM AND INVESTMENT
LAUNCHPAD

Memecoin Nature: TapSquid operates as a memecoin gaming platform, offering the
Squid2 Token, which users can earn through gameplay or participate in through our
investment launchpad.

Investment Launchpad:

o

Participation: Users may choose to participate in our investment launchpad
to acquire Squid2 Tokens before the public release.

Data Collection: We collect personal data necessary for facilitating
investments, including transaction details and compliance-related information.
Compliance: Additional information may be required to comply with Anti-
Money Laundering (AML) and Know Your Customer (KYC) regulations.
Risk Acknowledgment: Users acknowledge that investing in memecoins
involves financial risk, and TapSquid does not guarantee any returns or
profits.

No Financial Advice: All information provided by TapSquid is for
informational purposes only and should not be considered financial advice.

PURPOSES OF PROCESSING PERSONAL DATA

TapSquid processes personal data for the following purposes:

Service Provision: To provide, maintain, and improve our services, including the
TapSquid game, the Squid2 Token, and related features.

Communication: To communicate with users regarding account information,
updates, promotions, and service-related notifications.

Investment Facilitation: To enable participation in our investment launchpad,
process transactions, and ensure compliance with legal obligations.

Legal Compliance: To comply with applicable laws, regulations, and legal
processes.

Security: To protect user accounts and detect, prevent, or address fraud and other
illegal activities.

TYPES OF PERSONAL DATA COLLECTED

We may collect and process the following personal data:

Contact Information:

@)

o

Email address
Username or display hame

Usage Data:



o Game scores and achievements
o Interaction with the app and website features
e Device Information:
o IP address
o Browser type and version
o Operating system and device identifiers
e Wallet Information:
o TON Network Wallet Addresses
o EVM-Compatible Network Wallet Addresses (e.g., Ethereum, Binance Smart
Chain)
e Transaction Data:
o Details of token purchases, investments made through our launchpad, or in-
app transactions
e Compliance Data:
o Information required for AML and KYC processes (e.g., identification
documents)
e Communication Data:
o Messages sent to customer support
o Responses to surveys or feedback requests

PROTECTION AND TRANSFER OF PERSONAL DATA

TapSquid takes the security of your personal data seriously and implements appropriate
measures to protect it from unauthorized access, alteration, disclosure, or destruction.

Security Measures Include:

Access Control: Restricting access to personal data to authorized personnel only.
Data Encryption: Encrypting sensitive data during transmission and storage.
Secure Storage: Using secure servers and data centers with robust security
protocols.

e Regular Audits: Conducting regular security assessments and updates.

Third-Party Transfers:

e We may share your personal data with trusted third parties who assist us in operating
our services, such as payment processors, blockchain networks, or marketing
partners.

e These third parties are obligated to maintain confidentiality and data protection
standards consistent with this Policy.

International Data Transfers:

e Personal data may be transferred to and processed in countries outside your country
of residence.

e \We ensure that appropriate safeguards are in place for such transfers in compliance
with applicable data protection laws.



RIGHTS OF THE PERSONAL DATA SUBJECT

You have the following rights regarding your personal data:

e Access: Request confirmation of whether we process your personal data and access
to the data we hold about you.
Rectification: Request correction of inaccurate or incomplete personal data.
Erasure: Request deletion of your personal data when it is no longer necessary for
the purposes collected, or if you withdraw consent.

e Restriction: Request the restriction of processing your personal data under certain
conditions.

e Objection: Object to the processing of your personal data for direct marketing
purposes or on grounds relating to your particular situation.

e Data Portability: Receive your personal data in a structured, commonly used, and
machine-readable format.

STORAGE TERMS OF PERSONAL DATA

e Retention Period: We retain your personal data only as long as necessary to fulfill
the purposes outlined in this Policy or as required by law.

e Deletion: When personal data is no longer needed, we will securely delete or
anonymize it.

MARKETING

e Consent: By providing your personal data, you consent to receive marketing
communications from TapSquid.

e Opt-Out: You may opt out of receiving promotional emails by following the
unsubscribe instructions included in these emails or by contacting us directly.

e Third-Party Marketing: We do not sell or rent your personal data to third parties for
their marketing purposes without your explicit consent.

USE OF COOKIES

TapSquid uses cookies and similar technologies to enhance user experience, analyze
usage, and deliver personalized content and advertising.

Types of Cookies Used:

Essential Cookies: Necessary for the website to function properly.
Performance Cookies: Collect information about how visitors use our website.
Functional Cookies: Allow the website to remember user preferences.
Targeting Cookies: Used to deliver relevant advertisements to users.

Managing Cookies:



e You can control the use of cookies at the individual browser level.
e Disabling cookies may limit your use of certain features or functions on our services.

CHANGES TO THIS PRIVACY POLICY

We may update our Privacy Policy from time to time. We will notify you of any changes by:

e Posting the new Privacy Policy on this page with an updated "Last Updated" date.
e Notifying you via email or a prominent notice on our service, prior to the change
becoming effective.

You are advised to review this Privacy Policy periodically for any changes.

CONTACT US

If you have any questions or concerns about this Privacy Policy or our data practices, please
contact us.

We will review and respond to your inquiry as soon as possible, but in any case, no longer
than 30 days.

Confidentiality: All communication with us will remain confidential and will not be disclosed
without your written consent. Personal data and other information will be used solely to
respond to your inquiry or as required by law.
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