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c Réseau de Transport d’Electricité (RTE), Paris, FR, France
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A B S T R A C T

The growing use of Artificial Intelligence (AI) and rising awareness of system-specific benefits and risks triggered 
businesses, regulators and policy makers’ interest in the evaluation and comparison of AI systems. In this work, 
we introduce an operationalizable AI systems’ risk evaluation framework rooted in Multi-Criteria Decision 
Analysis (MCDA). Applying a PROMETHEE II-based approach coupled with the revised Simos method to six 
exemplary AI systems employed in electricity transmission, we show how AI systems can be ranked and 
compared from a utility standpoint and for regulatory oversight and enforcement. We demonstrate the robust
ness of retrieved rankings incorporating interval-based criterion-weight uncertainty via Monte Carlo simulations, 
resulting in a below 20% chance of seeing rank-position changes (by one rank) for two out of the six AI systems. 
A potential implementation of our framework is showcased using the logic of the EU AI Act.

1. Introduction

1.1. Digitalization, AI and new risks in the energy sector

Digitalization, the wide adoption of digital technology, business 
models and practices, is changing traditional planning and operation 
processes and outcomes in energy systems [1,2]. AI is a versatile digital 
technology which has received growing attention as it is seen as an 
enabler for improved productivity [3,4]. Hence, AI has become exten
sively utilized in all sectors of the economy [5,6]. As such, AI has also 
been identified as an essential tool for the energy sector [7,8], whose 
transition towards higher degrees of electrification and digitalization 
can greatly benefit from the capabilities of AI [2,9]. For example, esti
mates showed that AI could unlock 1.3 trillion US dollars (USD) by 
reducing the investment needs for power generation through flexibility 
[9], while AI-enabled control and balancing can reduce power system 
costs by 6–13% [9].

The merging of information and communication technology 
(including digital technologies) with energy and power systems is 
commonly referred to cyber-physical energy or power systems [10], 

where growing attention is also paid to new, emerging risks such as 
cyber security. While many works started to acknowledge emerging 
risks stemming from digitalizing energy and power systems, these 
typically include risks stemming from component failure, unforeseen 
change in demand or supply levels, strategic behavior of other market 
players (e.g. [11,12]), environmental risks [13] or malicious attacks 
[14]. Risks from the use of AI systems have so far not been addressed.

It has been stated that the use of AI systems could bring new risks to 
energy and power system planning and operation, for example with 
regard to model bias, lack of transparency or explainability of pre
dictions (e.g., [15,16]). Risk has been defined by the National Institute 
of Standards and Technology (NIST) as a combined measure of how 
likely an event is to occur and how severe its consequences are [17]. As 
this paper investigates risk from an energy/ power system perspective, 
its focus lies on risks that could affect the system’s functioning, in other 
words, systemic risk. In the specific context of AI systems, risks could 
arise for individuals, organizations, communities, society, or the envi
ronment [17,18].

Hence, it can be expected that AI could aggravate some of the current 
challenges in the energy sector. [19,20]. For example, the rising use of 
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AI could require worldwide additional 85 TWh of electricity consump
tion by 2027 [21]. In addition, AI could be used to automate cyber- 
attacks [22] or to automate energy-related payments to consumers, 
with already reported large-scale failures [23].

To address the risks of AI use, a multitude of mitigation measures 
have been proposed. Among those are scientific approaches to improve 
the explainability of AI models [24], AI certification schemes [25] and 
risk assessment and management frameworks [17,26,27]. However, 
there is still a lack of understanding on how to compare and evaluate 
risks stemming from AI utilization. In other words, “How risky is a given 
AI system, also compared to another?”. So far, none of the above- 
mentioned research addresses these questions comprehensively, i.e. 
building on documented AI risks frameworks.

Such a risk evaluation framework needs to be sufficiently abstract to 
be applicable across different AI applications. Likewise, it requires a 
level of detail that allows the consideration and comparison of the 
various aspects of AI systems such as the underlying data, employed 
algorithms, performed tasks or the environment in which the system is 
used.

1.2. Related work, research gaps and contributions

The work of [32] introduced a three-dimensional framework 
considering a detailed taxonomy of AI algorithms, criticality of tasks and 
model capabilities in terms of human senses. However, determining the 
correct model capabilities remains highly arbitrary, given the lack of an 
established and widely accepted mapping of AI algorithms against their 
intrinsic capabilities (and limitations). The OECD framework from 2022 
proposes a very detailed approach for characterizing AI systems across 
all economic sectors or activities [33], detailing over 35 risk criteria 
within five dimensions related to AI system components (further 
explained in Section 2.3). However, many of these criteria are rather 
qualitative (e.g., user competency, impact on job quality, degree of 
employment) and their degree of relevance (high, medium, low) are to 
be determined by the user, which makes this framework highly sub
jective to the assessor. This in return limits the use of a cross-company, 
cross-regulatory authority or even a wider international comparison of 
AI systems.

While the analysis of risks [34] and their relation to uncertainty in 
energy and power system planning [35] is lengthily established and an 
integral part of system modeling (consider [36] for an overview of 
traditional risk assessment methods in energy), there has been very 
scarce research on the evaluation of AI-related risks in energy systems.

The study of [37] provides a first framework to determine both 
benefits and risk of AI systems specifically in energy systems, it lacks a 
more concise and detailed description of the AI model used in each 
system (e.g., specifying data type and algorithm).

In addition, several international, rather procedural standards and 
frameworks towards assessing risks and risks stemming from the use of 
AI systems (e.g. from ISO/IEC and NIST, [17,27,38]) already exist. 
However, these works address more the what (why risks shall be 
assessed, in what broader governance, in which categories) than the how 
(which methods, which data, system boundaries). None of the above- 
mentioned works addresses the risks AI systems introduce to the oper
ation and planning of energy and power systems. While AI is increas
ingly used in the energy industry, businesses and policymakers currently 
lack the tools to assess and compare AI systems across different 
deployment contexts, with special emphasis on their potential risks. 
Hence, the identified research gaps are the following: 

• A lack of a generic, scientifically sound risk evaluation methodology 
for AI systems in the energy sector.

• A missing investigation into how such methodology could be used in 
practice, e.g. within energy companies and ministries /regulatory 
authorities to assess and rank AI systems.

The methodologies’ transferability and ease of implementation are 
important aspects here, as an unambiguous, easy to interpret and 
monitor methodology that is insensitive to manipulation is of interest to 
businesses and regulators (e.g. as stipulated in the RACER principle, 
mentioned in the EU Better Regulation Toolbox [39], p.346ff).

Similarly, as is argued in the opinion piece in [40], AI risk evalua
tions should align to the principle of proportionality, i.e. defining the 
minimum information needed for a valid evaluation of AI risks; develop 
methods to identify evaluations that are equally effective so less 
burdensome options can be used; and determine how to reduce resource 
demands or intrusiveness without compromising the informational 
value of the derived methodology, while accounting for the specific 
trade-offs of each evaluation.

Against this background and building on a first conceptualization 
published in previous research [41], we propose a transferable frame
work, which integrates an established risk taxonomy for AI systems with 
a widely used method from multi-criteria decision analysis (MCDA). Our 
methodology is then applied to six AI systems, both operational and 
futuristic, that handle various tasks in energy system planning and 
operation. The main contributions are: 

1. Developing a flexible framework to assess and compare potential 
risks of a large number of AI systems in the energy sector.

2. Showcasing the applicability of our methodology and considering 
the selected AI systems and varying stakeholder preferences.

3. Discussing the practical application of our proposed methodology in 
regulatory oversights and business operations together with imple
mentation challenges.

To our knowledge, we provide the first comprehensive framework to 
evaluate and compare risks that individual AI systems add to the plan
ning and operation of energy systems.

The remainder of this manuscript is structured as follows: while 
Section 2 reviews AI risks and international regulatory frameworks, 
Section 3 outlines the proposed risk-evaluation methodology and in
troduces six AI systems compared in this study. Section 4 reports the 
results and sensitivity analyses, followed by Section 5 which discusses 
aspects of implementation, limitations and future extensions. Finally, 
Section 6 concludes with main findings, further research avenues and 
policy implications.

2. AI risks and current regulations

2.1. An overview over AI risks

AI systems can be evaluated from multiple perspectives, such as 
technological readiness [42] or economic potential [4]. At the same 
time, the rapid expansion of AI applications has intensified concerns 
about the risks associated with their development and use (e.g., [43]). 
An important step toward a systematic understanding of these risks was 
carried out by [44,45], who developed a comprehensive repository of 
documented AI risks. This living database so far analysed over 1000 
reported risks across 43 different taxonomies. This is then filtered down 
into 2 main taxonomic branches: a causal taxonomy and a domain 
taxonomy. While the causal taxonomy is oriented towards the origin of 
risks (which entity, with which intent and timing), the so-called 
“domain taxonomy” sorts all reported risks into seven main over- 
arching domains. These domains are particularly useful as they can 
serve as a lens through which different types of risks can be identified.

The domain taxonomy distinguishes seven broad categories of AI risk 
[45]. The first is discrimination and toxicity, which includes risks such 
as unfair treatment, misrepresentation, and exposure to harmful con
tent. The second is privacy and security, covering harms arising from 
the collection, memorization, or disclosure of sensitive personal infor
mation. The third is misinformation, referring to the generation or 
dissemination of false or misleading information that may deceive users 
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or cause harm. The fourth is malicious actors and misuse, which 
concerns the intentional exploitation of AI for harmful purposes, such as 
manipulation or cyberattacks. The fifth is human–computer interac
tion, which captures risks related to reduced human autonomy or con
trol in AI-supported decision-making and action. The sixth is 
socioeconomic and environmental harms, including inequality ef
fects and the environmental burden associated with the energy use of AI 
systems and data centres. The seventh is AI system safety, failures, and 
limitations, which encompasses issues such as misalignment with 
human values, dangerous capabilities, unreliability, limited trans
parency, and related ethical concerns.

These domains have been, together with the previous work on AI 
system assessments (Section 1.1.), further developed into a set of eval
uation criteria that will be described in more detail in Section 3.2.

2.2. Recent regulatory initiatives addressing AI risks

Globally, many regulatory initiatives have been appearing recently 
to address expected benefits and potential risks of AI systems [28]. 
While the interested reader can find a comprehensive review of inter
national AI regulations in [29], we will briefly introduce the de
velopments in the EU, China, India and US.

The European AI Act, implemented in summer 2024, is perceived as 
the first regional regulation of AI [46]. It is a horizontal regulation that 
spans all economic sectors with a risk-based framework that requires AI 
system developers and operators of deemed high-risk AI systems to 
comply with requirements, such as human oversight, extensive docu
mentation and certification [46]. It also foresees the banning of systems 
with “unacceptable risk” such as systems that have face recognition and 
social scoring functionalities [46] and may extend to other jurisdictions 
beyond Europe where European-made or European-trained AI models 
are used [47]. Findings of [48] suggest the European AI Act is the most 
restrictive, compared to the AI regulations of the US, India and China.

In India, AI regulations are yet to be set up in full force [31]. How
ever, consultations are on-going on a bill called the “Digital India” bill. 
From media coverage and interviews with the Indian Minister for In
formation Technology, it can be understood that the proposed regula
tion would span all economic sectors (“horizontal”), with the regulation 
primarily focused on user harm [49,50]. It is also expected that moni
toring and enforcement will become obligatory, partially through new 
governmental bodies to be set up.

The Chinese approach towards regulating AI can be described as a 
rather hybrid approach, with non-binding (ethical) principles together 
with a few technologically oriented requirements [30]. The US AI 
regulation on the other hand can be described as a vertical approach and 
is decentralized for each economic sector [29]. In its current shape, it 
relies mostly on voluntary risk assessment, self-monitoring and existing 
soft law, such as the non-binding NIST AI risk management guidelines 
[29,51].

2.3. AI system components

To classify and evaluate the risk of AI systems, basic background 
information of the characteristics of each AI system is needed. The latest 
definition of the OECD defines an AI system as “a machine-based system 
that, for explicit or implicit objectives, infers, from the input it receives, how to 
generate outputs such as predictions, content, recommendations, or decisions 
that can influence physical or virtual environments. Different AI systems vary 
in their levels of autonomy and adaptiveness after deployment” [52]. In this 
work, we build on this definition and the earlier OECD framework for 
characterizing AI systems [33], which is currently the most compre
hensive framework and taxonomy to evaluate and compare AI systems. 
It defines four major components of an AI system ([48], compare Fig. 1): 

• Data & input refers to the data and/or expert input with which an AI 
model builds a representation of the environment. Relevant 

characteristics include the provenance of data and input, machine 
and/or human collection method, data structure and format, and 
data properties. Data & input characteristics can pertain to data used 
to train an AI system (“in the lab”) and data used in production (“in 
the field”).

• AI Model is the computational representation of all or some parts of 
the external environment of an AI system. Its key characteristics 
concern how the model is built (using expert knowledge, machine 
learning or both) and how the model is used (for what objectives and 
using what performance measures).

• Task & output describe what the system does and what it produces. 
This includes tasks such as personalization, recognition, forecasting 
or goal-driven optimization; its outputs; and the resulting action(s) 
that influence the overall context. Characteristics of this dimension 
include system task(s); action autonomy; systems that combine tasks 
and actions like autonomous vehicles; core application areas like 
computer vision; and evaluation methods.

• Economic context: captures the sectoral and organizational setting 
in which the AI system is employed. It usually pertains to applied AI 
systems rather than to a generic AI system and describes the type of 
organization and functional area for which an AI system is devel
oped. It includes characteristics such as the sector of deployment (e. 
g. healthcare, finance, manufacturing), the business function and 
model; the critical (or non-critical) nature; its deployment, impact 
and scale, and its technological maturity.

The AI system framework (particularly Data & input, AI Model and 
Task & Output) is further used to structure the set of derived risk criteria 
(Section 3.2). Economic context is defined by our domain area, which is 
the energy sector (critical infrastructure).

3. Risk evaluation of AI in energy systems

3.1. Risk evaluation framework

Building on emerging AI evaluation frameworks and AI regulations 
introduced above, we intend to provide a highly transferable and 
applicable framework to evaluate risks of AI systems in the energy sector 
and beyond. Our work is built on previous attempts to characterize AI 
systems presented in [33,37,53] and [32]. We synthesize and further 
develop the risk evaluation developed therein, to retrieve a specific, 
practical and generalizable framework that can be used to evaluate AI 
systems in practice, for example through a regulatory body or ministry. 
Our framework consists of three phases and can be transferred to any 
other sector where AI systems are used and need to be evaluated (Fig. 2).

The first phase “Identification” consists of identifying all AI systems 
subject to further analysis. This is not straightforward, as it requires a 
clear definition of what an AI system is, e.g. using an established tax
onomy such as in [54], as well as mechanisms to retrieve information on 
new AI systems and those already operating in the respective sector. For 
the latter, a regulatory body mandated with sectoral oversight could 
foresee a scheme of self-declaration (with penalties) or mandatory 
registration/ notification, similarly to requirements for cyber security 
incidents. On the other hand, an energy company operating several AI 
systems may rely instead on internal documentation, governance and 

Fig. 1. OECD Framework to classify AI systems (based on [33]).
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registers that emerged from coordination or compliance requirements.
The second phase (“Risk evaluation”), which we address in this 

work, focusses on evaluating the risks of AI systems within the sector / 
business activity (in our case: energy system) by using established 
methods, e.g. from MCDA. The set of risk criteria, through which indi
vidual AI systems are compared, can be established through expert 
judgement or previous, reported incidents/malfunctions of AI and 
should be regularly updated (for example, at the beginning of each 
regulatory period, like electricity network tariffs). Criteria can receive 
different weights, reflecting the legal focus and national policy prior
ities. While we opted in our methodology for a design with binary 
choices (Y/N), more complex qualitative metrics as suggested in [55]
could be tested and used to extend our approach in future work. The 
second phase concludes with a ranking of all evaluated AI systems, based 
on a scoring system and considering adjusted weighting considering 
regulator and business operators stated preferences derived by the Simos 
method [56].

Building on these outcomes, the third phase focuses on “Enforce
ment”. In other words, at this step, the regulator or a business organi
zation that conducts monitoring and oversight of AI utilization decides 
which requirements an entity that uses an AI system would need to fulfil, 
based on the estimated risk level (outcome of phase 2).

Our contribution aims at providing a rigorous, scientifically backed 
solution that both business operators and regulators may use, given that 
the outcomes of our framework (and the MCDA) result in scores that 
could be used to design risk categories or cut-off values/thresholds 
above which respective regulatory requirements may become appli
cable. Towards the end of this study, we briefly outline a potential 
implementation procedure for regulators and businesses. However, the 
focus of this paper has been placed on the methodological framework to 
evaluate AI systems in the energy sector.

3.2. Risk criteria

For the energy sector, as part of the critical infrastructure, we deem 
several risk criteria relevant: How privacy sensitive is the input data 
used in the AI systems? Could there be bias in the input data or (racial/ 

social) discrimination? Is the AI model itself robust and explainable? Or 
does it dynamically re-train, for example constantly adjusting neural 
network weights or hyperparameters (which could complicate docu
mentation and the tracking model compliance)? How critical is the task 
performed? Can failure in accomplishing the task supported by the AI 
systems result in general human harm, system or asset failure or eco
nomic damage? In addition, what is the data collection latency; espe
cially if data is collected close to real time and directly fed in a dynamic/ 
online manner into the model, as this can influence vulnerability to
wards false data injections through cyberattacks [14]. In addition, AI 
model complexity is a relevant aspect as this will determine user- 
centered aspects such as explainability and trustworthiness[57,58].

Eventually, is the AI system itself integrated in an automated busi
ness process (which challenges human oversight) or is there a gap be
tween the derived model outputs and further use in business functions. 
Following this reasoning, we eventually derive a set of risk criteria 
(Table 1) that build on the major AI risk domains extracted from the MIT 
risk repository [45] and group them into three AI system components 
“Data”, “Model”, “Task & output”. To reduce the workload on AI system 
operator and regulator’s side, while complying with the principle of 
proportionality on risk evaluation [40], the seven risk criteria are 
defined as binary (Yes – applicable, No – not applicable).

3.3. Comparing AI systems using PROMETHEE II

Given that the number of AI systems in a specific sector might scale 
with the number of companies (i.e., there could be hundreds of AI sys
tems operated within a national energy system [51]), there is a strong 
need for a transferable method that can simultaneously evaluate and 
compare multiple AI systems.

MCDA has been widely used for weighing and comparing different 
problems in the energy sector or AI development (e.g., compare 
[35,59]). However, no work has so far evaluated the various risks of AI 
systems in the energy industry. In this work we use the applied set of risk 
criteria (Table 1) as input to the Preference ranking organization method 
for enrichment evaluation (PROMETHEE), which is one of the most 
widely applied outranking MCDA methods [60]. This method has been 
successfully applied across diverse fields such as supply chain manage
ment, logistics, engineering, manufacturing, and marketing, making it 
well-suited for various decision problems [61].

PROMETHEE operates by eliciting decision-makers’ preferences 
through pairwise comparisons of the performance of alternatives on 
each criterion. In doing so, it not only aggregates individual criterion 
evaluations but also incorporates a partial-compensation property. This 
property is crucial in our context: it ensures that a poor performance in 
one risk criterion cannot be entirely offset by an excellent performance 
in another. Such an approach is particularly important with binary 
scores (like Yes/No). With binary evaluations, the granularity of the data 
is limited, and the partial-compensation mechanism prevents a single 
favorable score from completely masking a critical deficiency in another 
domain.

PROMETHEE evaluates the performance of alternatives through 
pairwise comparisons. Consider a scenario where m alternatives A = {

Fig. 2. AI risk evaluation framework.

Table 1 
Risk criteria for evaluating AI systems.

AI model 
component

Risk criteria

Input data Human sensed
Real-time/ streamed
Privacy sensitive

AI model Black box
Dynamic update
Automation

Task & output Potential for harm / damage beyond individual / local 
extent
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a1, a2,⋯, am} are assessed across n criteria G = {g1, g2,⋯, gn}. For each 
criterion, every pair of alternatives is compared to determine their 
relative performance. PROMETHEE offers a variety of preference func
tions tailored to different data types. In our analysis, since the evalua
tions are based on binary relations, we employ a straightforward 
preference function, commonly known as the Type I (usual) criterion 
preference function (REF): 

Pj(ai, aí ) =

{
1, ifai > aí
0, ifai ≤ aí

(1) 

where ai and aí  are the alternatives in the alternative set. The Type I 
preference function is appropriate for the binary scoring scheme adop
ted in this study. The risk criteria are negatively oriented: if a risk is 
present, the system is assigned “Yes” and scored 0; if no risk is present, it 
is assigned “No” and scored 1. With this coding, the Type I function 
yields full preference when an alternative scored “No” is compared with 
one scored “Yes,” and indifference otherwise. The function thus repre
sents the intended strict preference on each binary criterion without 
introducing arbitrary gradations.

This function compares the performance of alternatives on each 
criterion j. The overall degree of preference of alternative ai over 
alternative aí  is expressed as: 

π(ai, aí ) =
∑n

j=1
Pj(ai, aí ) • wj (2) 

where wj represents the weight assigned to criterion j, reflecting its 
relative importance. This equation quantifies how much ai is preferred 
over aí  across all criteria. Subsequently, two outranking flows are 
calculated to capture the overall preferences among all alternatives. 
These flows are defined as follows: 
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

ϕ+(ai) =
1

n − 1
∑

aí ∈A
π(ai, aí ),

ϕ− (ai) =
1

n − 1
∑

aí ∈A
π(aí , ai),

(3) 

where the positive outranking flow quantifies the degree to which an 
alternative ai outperforms all other alternatives, while the negative 
outranking flow indicates the extent to which it is outperformed by the 
others. The PROMETHEE family comprises several variants for different 
decision-making contexts. In our study, we apply PROMETHEE II, which 
yields a net outranking flow to establish the final ranking of AI systems: 

ϕ(ai) = ϕ+(ai) − ϕ− (ai) (4) 

This net flow, ranging from − 1 to 1, serves as an indicator of pref
erence: a higher net flow signifies a more desirable alternative. Specif
ically, if an alternative's net flow is greater than 0, it is, on average, 
preferred over others; conversely, a net flow below 0 indicates that the 
alternative is generally outranked by its competitors, rendering it less 
favorable in the overall ranking [52].

In the following, the application of the proposed framework is 
demonstrated using six exemplary AI systems from the power system 
domain.

3.4. Case studies: AI systems in electricity transmission

We exemplify the application of our AI evaluation framework 
considering six AI systems used in electricity system operation and 
planning (three of those systems have been introduced in [41]). The 
choice of all six AI systems was derived from the authors’ views on 
promising applications of AI for energy systems (focus on electricity 
transmission systems). In addition, our reasoning for the selected group 
of AI systems was to cover both planning (AI systems 2, 4 and 5) and 
operational tasks (AI systems 1, 3, 6), long-to-short-term horizons and 

include both actual, documented, real-world applications (e.g. AI sys
tems 1, 4 and 5) and futuristic applications (e.g. AI systems 3 or 6). The 
main AI risk characteristics of the six systems are shown in Table 2.

AI system 1: Forecasting electricity demand
The first case study represents the Demand forecasting tool (DFT) 

from ENTSO-E, the European Network of Transmission System Opera
tors (TSO) for Electricity [62]. Electricity demand forecasting is 
increasingly challenging for TSOs as traditional load patterns evolve 
under the adoption of new appliances and assets (e.g., electric vehicles, 
heat pumps, demand response etc.) [63,64]. On the other hand, new 
data sources, decreasing granularity and enhanced modelling allow for 
the development of spatially and temporally more accurate load fore
casts [65,66]. DFT is a load forecasting tool utilized throughout all Eu
ropean TSOs, encompassing a wide range of studies from extensive 
network expansion plans to resource adequacy studies in the shorter 
term (weeks to months in advance). With very little human input, the 
DFT leverages historical load time series, weather conditions, and future 
scenario data to generate load time series with hourly resolution [48]. 
The AI model used in DFT involves methods of machine learning, such as 
singular value decomposition and multilinear regression. Data sources 
are not streamed in real-time and do not possess any data privacy im
plications from an individual perspective. However, output might be 
used in an automated way in various short-term studies.

AI system 2: Interpretation tool for scarcity events
The second use case represents an AI system exploiting a rather 

interpretable algorithm. Building on previous works on rule-based en
ergy system analysis [67,68], the study of [69] focused on a CN2 rule- 
based approach that effectively identifies scarcity events from a vast 
collection of electricity market simulations. Scarcity events are (ex
pected) situations where supply cannot meet demand in a particular 
transmission system area, resulting in unserved energy. In this work, a 
rule-mining algorithm is utilized to analyze the outputs of ENTSO-E's 
Pan-European electricity market model, which encompasses 700 model 
scenarios, each spanning 8760 hourly time steps. Utilized data sets do 
not contain personal data, the model is static and requires rather high 
degrees of human input (labelling of scarcity events and interpretation 
of identified rule sets).

AI system 3: Dynamic security assessments (DSA)
The third AI system is used for DSA, which usually refers to the 

analysis performed to ensure a power system meets specified reliability 
and security criteria in both transient (ms timescales) and steady-state 
(minutes) time frames for a list of credible contingencies [70]. From 
the operational perspective, power system operating variables need to 
remain within operating limits, including static considerations (e.g., 
voltage and thermal limits), dynamics, and stability. The use of AI to 
perform such a task can usually be posed either as a classification 
problem (e.g., safe/unsafe) or a regression problem, in which case a 
continuous variable is estimated (e.g., the critical clearing time). Other 
implementations could use models from deep learning [70], thus relying 
on rather less interpretable algorithms. Given the scope of the system, 
close to real-time operation with streamed data even in automated 
context is likely for such systems.

AI system 4: Connecting renewable power plants
The fourth AI system represents an internal tool used to handle 

increasingly time-consuming requests for connecting new renewable 
power plants at the transmission system level [71]. The aim of such AI 
system is to accelerate TSO’s response time, using a database of his
torical requests, studies and documentation on the transmission grid 
infrastructure for the area where the request stems from. In addition, the 
generative AI tool (built on a large language model) may also incorpo
rate current information on the territory of interest, such as areas 
labelled with priority in municipal or regional development plans. Given 
its current shape, the tool may use human sensed, privacy sensitive data 
(e.g. on power plant projects and ownership, priority ratings) from 
previous requests, but is in general a low-risk, organizational tool for 
internal planning, without potential harm or safety critical aspects 
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related to power system operation.
AI system 5: Real-time energy policy evaluation
The fifth AI system represents a real-world application run by the 

Swiss Federal Office of Energy. The AI system was developed to support 
Switzerland's 2022/23 energy-saving campaign and promote trans
parency in electricity consumption. The AI system consists of a model 
that predicts electricity savings using real-time streamed and analyzed 
smart meter consumption data from approximately 10,000 profiles 
across different consumer groups [72]. The data originates from various 
Swiss electricity providers and contains privacy sensitive electricity 
consumption profiles as well as aggregated sociodemographic data and 
weather data. While the system produces energy savings estimates in an 
automated manner without human oversight, no direct harm or damage 
would be expected. Detailed documentation on this system currently in 
operation can be found in [73].

AI system 6: Automating power system control
This rather futuristic AI system addresses the task of power grid to

pology reconfiguration, a typical, real-world task TSOs conduct on a 
daily basis [74]. The goal of the tasks is to optimize the power flows over 
several days at a 5-minute time-resolution, considering injections into 
the grid (e.g., through renewable electricity production), electric loads 
and the transmission grid topology. The authors [74] describe several AI 
systems (including the use of Deep Q-Networks) that could be deployed 
for this task. The described AI system uses streamed data of the system to 
optimize the flows in the transmission grid without human intervention. 
While it is yet a rather experimental AI system, grid operation through 
autonomous agents is often not seen as unlikely [75,76]. Although full 
autonomy might be achieved only on a longer timescale, AI assistants 
who guide grid operators (as described in 42]) might become opera
tional much sooner. Such a system would be highly automated, 
dynamically updated and using also privacy-sensitive consumer data, 
whereas malfunctioning would have direct effects on the regional/na
tional economy and societal wellbeing.

In the following, we will assess and compare the chosen six AI sys
tems with our methodological risk evaluation framework, deliberately 
limiting our analysis to a focused, flexible evaluation methodology for 
AI risks rather than a wider, comprehensive cross-country, cross-sectoral 
or intra-sectoral comparison of AI applications along the energy value 
chain.

4. Results and sensitivities

A comparison of all AI systems with regard to the seven selected risk 
criteria is shown in Table 2, displaying already larger differences be
tween the analyzed AI systems (e.g. compare AI system 1 that does not 
fulfill many risk criteria against AI system 6, which can be already un
derstood as one of the “riskiest” applications). The final performances 
with equal weighted criteria (BAU case) as determined by the PROM
ETHEE II method (using the implementation in [77]) have been reported 
in Table 3. Each numeric value in Table 3 represents the pairwise 
preference score for a given system on a given criterion, ranging from − 1 
to +1. A score close to 1 means the system consistently outperforms its 
competitors on that criterion. A score close to –1 means it is consistently 
outranked on that dimension. Positive criterion scores imply that, on 
average, the alternative is preferred over the others; negative scores 
imply the reverse. The row “Final net flow” in Table 3 for each system is 
then obtained by aggregating its positive and negative flows using Eq. 
(2)–Eq. (4). It should be noted, because every criterion is scored on a 
binary (Yes/No) scale, the normalized values increase in discrete steps of 
0.2, so the resulting net-flow scores appear uniformly spaced and visu
ally similar.

Results show that AI system 2 poses the least risk to power system 
operation, followed by AI systems 4 and 1. These AI systems can be used 
offline, have no dynamic data and model update and are situated on the 
planning side. On the other hand, AI systems 3 and 5 are ranked riskier 
(i.e. show a lower performance in PROMETHEE II). This can be 
explained through the systems’ use of real-time, streamed data and 
rather black-box models, where model outputs are used in an automated 
manner.

The riskiest AI system is the one where the whole control of a power 
system would be handed over, in a fully automated context (AI system 
6). Such an AI system would pose an exceeding risk, compared to the 
other AI systems, originating from the little latencies between predic
tion, model outcomes and its direct use in highly critical tasks of real- 
time system operation. Hence, it is, as a very risky application, prob
ably hard to deploy in the energy industry in the future. However, it may 
become more feasible in the form of an AI assistant, helping with the 
operator’s workload and taking faster decisions (as described in [78]).

In our study, we initially applied equal weights across all evaluation 
criteria (base scenario), to maintain objectivity and avoid subjective 
bias. Because stakeholder priorities legitimately differ, we then exam

Table 2 
Evaluation of AI systems in TSO business (risk – Y; no risk – N).

Risk 
domain

Code Polarity Criteria AI system 
1

AI system 
2

AI system 
3

AI system 
4

AI system 
5

AI system 
6

Data g1 Negative Human sensed N N N Y N N
​ g2 Negative Real-time/ streamed N N Y N Y Y
​ g3 Negative Privacy sensitive N N N Y Y Y
Model g4 Negative Black box N N Y Y Y Y
​ g5 Negative Dynamic update N N Y N Y Y
​ g6 Negative Automation Y N Y N Y Y
Task g7 Negative Potential for harm / damage beyond individual / 

local extent
Y Y Y N N Y

Table 3 
Output of the PROMETHEE II procedure.

Criteria Code AI system 1 AI system 2 AI system 3 AI system 4 AI system 5 AI system 6

Final net flow − 0.2857 0.4571 − 0.2286 0.1143 − 0.2286 − 0.4000
Human sensed g1 0.2000 0.2000 0.2000 − 1.0000 0.2000 0.2000
Real-time/ streamed g2 0.6000 0.6000 − 0.6000 0.6000 − 0.6000 − 0.6000
Privacy sensitive g3 0.6000 0.6000 0.6000 − 0.6000 − 0.6000 − 0.6000
Black box g4 0.8000 0.8000 − 0.4000 − 0.4000 − 0.4000 − 0.4000
Dynamic update g5 0.6000 0.6000 − 0.6000 0.6000 − 0.6000 − 0.6000
Automation g6 − 0.4000 0.8000 − 0.4000 0.8000 − 0.4000 − 0.4000
Potential for harm / damage beyond individual / local extent g7 − 0.4000 − 0.4000 − 0.4000 0.8000 0.8000 − 0.4000
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ined whether alternative weight structures could change the preferred 
AI system. In particular, policy and economic perspectives often diverge. 
Accordingly, we elicited criterion weights from six experts, using the 
Revised Simos procedure (Table 4), and applied these weights, together 
with their uncertainty, through the PROMETHEE II analysis alongside 
the equal-weight baseline to stress-test the stability of the ranking. We 
adopted the Revised Simos procedure because it converts simple ordinal 
judgements into weights through transparent steps [56]. Experts 
perform a deck-of-cards exercise: they receive one card per criterion plus 
a set of blank cards and sort the criterion cards from least to most 
important, e.g., from left to right. Concretely, let the expert’s ranking 
induce ordered sets S1 ≺ ⋯ ≺ Sh ≺ ⋯ ≺ SH. Criteria perceived as 
equally important are stacked in the same position, forming ex aequo 
sets. To express larger perceived gaps between two adjacent sets, the 
expert inserts eh ∈ {1,2,3⋯} blank cards after set h. Finally, the expert 
specifies a global contrast ratio z > 1, interpreted as “how many times 
more important the most-important group is than the least-important 
group.”

Assume H is the number of ranks in which criteria are ordered, let é h 
be the number of blank cards between the ranks h and h + 1. The 
following set of constraints is defined: 
⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

eh = éh + 1, ∀h = 1,⋯,H − 1

e =
∑H− 1

h=1
eh

u =
z − 1

e

. (5) 

Then, non-normalized weight k(h) of each criterion in rank h is then 
calculated as: 

k(h) = 1+ u(e0 + ...+ eH− 1)withe0 = 0 (6) 

The normalized weight of criterion gi can be derived as: 

wi =
k(hi)

∑n
i=1k(hi)

(7) 

In Equation 8, hi denotes the rank of criterion gi. The criteria weights 
were solicited during interviews with six domain experts (energy in
dustry, energy policy): Expert 1 is the research director of a large in
ternational corporation specializing in energy management and 
automation solutions, whereas Expert 2 has over five years of experience 
in public administration leading several initiatives as a national domain 
expert on the use of AI and future regulation in the energy sector. Ex
perts 3 and 4 are early career professionals, each with roughly 2 year 
appointments in energy industry, whereas Expert 5 and 6 work on en
ergy policy and strategy related questions, with 3 and 1 years of expe
rience respectively. The interviews took place between November 2025 
and March 2026, and the following orders of importance have been 
obtained according to the DM, also considering the positioning of blank 
cards between the criteria, and the z value:

Expert 1 : L1 =
{
g5
}
, e1 = 0, L2 =

{
g6
}
, e2 = 0, L3 =

{
g2, g4

}
, e3 = 1,

L4 =
{
g1, g3

}
, e4 = 0, L5 =

{
g7
}
, z = 3.

Expert 2 : L1 = {g4, g5}, e1 = 1, L2 = {g1, g3}, e2 = 1,
L3 = {g2, g6}, e3 = 1, L4 = {g7}, z = 10,

Expert 3 : L1 = {g1}, e1 = 0, L2 = {g4, g7}, e2 = 0, L3 = {g5}, e3 = 0,
L4 = {g2}, e4 = 1, L5 = {g6}, e5 = 0, L6 = {g7}, z = 7,

Expert 4 : L1 = {g1}, e1 = 0, L2 = {g2, g4}, e2 = 1, L3 = {g3, g7}, e3 = 0,
L4 = {g6, g7}, z = 10,

Expert 5 : L1 = {g2}, e1 = 0, L2 = {g5}, e2 = 0, L3 = {g4, g6}, e3 = 1,
L4 = {g1}, e4 = 0, L5 = {g3}, e5 = 0, L6 = {g7}, z = 5,

Expert 6 : L1 = {g2, g5}, e1 = 1, L2 = {g4}, e2 = 1, L3 = {g6}, e3 = 2,
L4 = {g1, g3}, e3 = 0, L5 = {g7}, z = 10,

where Lh presents the set of criteria for the h rank. Based on the elicited 
inputs, Table 4 presents the criterion weights derived from the revised 
Simos method. Compared with the equal-weight baseline of 0.14 for 
each criterion, the expert-specific profiles show a clear common ten
dency together with substantial variation. In particular, g7(“Potential for 
harm/damage beyond individual/local extent”) is assigned the highest 
weight by five of the six experts and remains highly weighted by the 
sixth, indicating broad agreement on its importance.

Beyond this common pattern, the profiles differ markedly. Experts 1, 
5, and 6 emphasize g1 and g3; Expert 2 gives strong importance to g2, g6, 
and especially g7; Expert 3 prioritizes g6 and g7; and Expert 4 places the 
greatest emphasis on g5 and g6. In contrast, g4 and g5 often receive 
relatively low weights, although not consistently across all experts. 
These results highlight the diversity of stakeholder perspectives and 
provide the basis for the subsequent robustness analysis of the PROM
ETHEE II ranking across alternative weighting schemes. For imple
mentation, though, it remains an interesting question how stakeholders 
will become selected and interviewed; in other words, which organiza
tion is eventually responsible for selecting (energy sector) stakeholders 
and eliciting their preferences on AI risks.

Based on the six expert-derived weight sets, we recalculated the 
PROMETHEE II net flows for all AI systems. Fig. 3 shows the resulting 
distribution of net flow scores across these weighting scenarios (6 ex
perts + BAU). The variation in criterion weights reflects differences in 
stakeholder perspectives, such as those of business operators and poli
cymakers, and may also capture differences in regulatory priorities 
across AI governance frameworks [29,48].

The results indicate that the overall pattern is robust at both ex
tremes, while some middle positions remain sensitive to the weighting 
perspective (compare Fig. 3). To further assess the robustness of the 
ranking, we defined an interval for each criterion weight using the 
minimum and maximum values observed across all experts and BAU 
scenarios. We then performed a Monte Carlo simulation by repeatedly 
sampling weight sets within these intervals and recalculating the 
PROMETHEE II ranking. Fig. 4 reports the percentage of simulation runs 
in which each AI system attains each rank position. The results confirm 
that the ranking is highly robust at the extremes. AI system 2 is ranked 
first in almost all simulations and only rarely appears in second place, 
while AI system 6 is ranked last in all simulation runs. At the lower end 
of the ranking, AI system 5 is most frequently placed fourth, with a 
smaller proportion of fifth-place outcomes, whereas AI system 3 shows 
the opposite pattern and is predominantly ranked fifth, with occasional 
fourth-place positions. The main uncertainty concerns the middle of the 
ranking. AI system 4 is most often ranked second, but it also frequently 
appears in third place and only marginally reaches first place. AI system 
1 alternates between second and third place, with third place occurring 
more often. Overall, the Monte Carlo analysis indicates that the best and 
worst alternatives are highly stable, while rank uncertainty is concen
trated mainly between the second and third positions and, to a lesser 
extent, between the fourth and fifth positions.

Our proposed evaluation framework is straightforward, robust and 

F. Heymann et al.                                                                                                                                                                                                                               International Journal of Electrical Power and Energy Systems 178 (2026) 111961 

7 



with a high degree of transferability, so that it can be applied in practice 
by any public administration or AI system operator/user with limited 

background in MCDA or a shallow technical understanding of AI systems 
themselves. This “ease-of-use” is in our view fundamental, as the eval
uation of hundreds to thousands of AI systems per sector and country1

may be required in practice, through organizations or market partici
pants with limited technical capacity, constrained human resources or 
lack of experience.

For example, users of AI systems within a company or regulatory 
body may have limited information about the functioning (e.g., algo
rithms) of an AI system, as these could have been developed by a third- 
party provider or another business division. In addition, many upcoming 
regulations may require documentation on how AI systems are used. 
Thus, one requirement is also to establish a flexible framework that al
lows the documentation of the main characteristics of AI systems and 
analysis of the applications’ compliance.

5. Implementation and future development

5.1. Implementation of the proposed risk evaluation

In the following, we briefly discuss how our proposed methodology 
could be used in practice, using the European AI Act as an example. As 
such, we will outline a potential implementation of the developed AI risk 
evaluation methodology both for regulatory oversight and business 
operations (Fig. 5), followed by a few observed challenges and envi
sioned future developments.

Table 4 
The base case criteria weighs and weights elicited by six experts.

Criterion Weight

Base scenario Expert 1 Expert 2 Expert 3 Expert 4 Expert 5 Expert 6

g1 0.1429 0.1831 0.1176 0.0400 0.0233 0.1803 0.2302
g2 0.1429 0.1268 0.2059 0.1600 0.0756 0.0492 0.0264
g3 0.1429 0.1831 0.1176 0.0800 0.1802 0.2131 0.2302
g4 0.1429 0.1268 0.0294 0.0800 0.0756 0.1148 0.0943
g5 0.1429 0.0704 0.0294 0.1200 0.2326 0.0820 0.0264
g6 0.1429 0.0986 0.2059 0.2400 0.2326 0.1148 0.1283
g7 0.1429 0.2113 0.2941 0.2800 0.1802 0.2459 0.2642

Monte Carlo rank-position percentages for the six AI systems under interval-based criterion-weight uncertainty.

Fig. 3. PROMOTHEE II net flows spread under alternative weight scenarios.

Fig. 4. Monte Carlo rank-position percentages (vertical axis) for the six AI 
systems under interval-based criterion-weight uncertainty.

1 For example, if each Swiss electricity market participant (>600) would use 
5–10 AI systems, up to 3,000–6,000 AI systems would need to be compared on 
national level).
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Regulatory authorities. As foreseen for example under the EU AI 
Act [51], regulators might begin by conducting an ex-ante conformity 
assessment, ensuring that AI systems meet legal and ethical re
quirements before they are deployed. Once the AI system is on the 
market, regulators perform ex-post market monitoring of its use, 
reporting potential and risks from real-world performance (within the 
energy sector). If, after an initial screening, an AI system is found to be 
prohibited, regulators document the findings, and the system is not 
certified for use. If it is otherwise found that the AI system poses no risk, 
the system may also be documented without further regulatory action.

During the risk evaluation phase, regulators assess the level of risk 
associated with each AI system and prioritize oversight within the total 
pool of AI systems accordingly. Focus is placed on higher-risk systems. 
For systems that proceed into active use, regulators continue with 
monitoring and enforcement to ensure ongoing compliance. Insights 
from these activities, particularly on new or emerging risks and even 
unknown benefits, feed into policy reviews and legal adjustments, 
informing future regulatory revisions.

Most likely, regulatory authorities will rely on self-declarations of 
energy companies that deploy AI systems (similar to cyber security 
measures [20,79]). To mitigate the risk of this information asymmetry 
and potential under-reporting, some mitigative measures such as inde
pendent oversight mechanisms (third-party conformity assessments, 
standardized documentation requirements, and post-market monitoring 
obligations) could be pursued. For example, the EU AI Act foresees 
external conformity assessments prior deployment and risk management 
and incident reporting ([26]), while frameworks like the NIST AI Risk 
Management Framework encourage users of AI system to adhere to 
standardized transparency and documentation practices [17]. Together, 
these measures aim to reduce the degree of information asymmetry by 
enabling external verification and continuous regulatory oversight 
beyond developer self-reporting.

Business operators. On the side of an energy company that intends 
to use a self-built or procured AI system, the process starts with the 
definition of product requirements from the business side, where com
panies design and build AI systems while incorporating compliance and 
ethical standards. They also test/simulate the compliance of existing 
products under possible, regulatory changes that may affect current or 
future AI systems operated in the company.

Thus, the AI system development/procurement will be accompanied 
with internal risk assessments and compliance checks; if a system is 
eventually deemed too risky or prohibited, the company may stop the 

development or use of the said AI system and document the decision. In 
the risk evaluation phase, while using our proposed methodology, 
businesses would assess and prioritize their AI systems, identifying the 
ones which would require enhanced governance, mitigative measures or 
additional safeguards.

Once AI systems are implemented, companies then apply controls 
and mitigation measures to manage identified risks (internal control
ling). The overall aim in this phase of AI system implementation is to 
maintain robust governance and documentation to prove accountability 
if needed and facilitate internal and external audits. Finally, through 
ongoing monitoring and continuous improvement, businesses may 
refine and adapt their operated AI systems, ensuring they remain safe, 
compliant, and effective throughout the overall lifecycle.

5.2. Limitations and future work

While the presented methodology is certainly a first step to system
atically assess and compare AI-related risks in energy systems, it could 
benefit from further extensions that address the identified limitations.

The presented evaluation framework and its potential implementa
tion in regulatory agencies and businesses can be further developed and 
refined through the addition of more techno-economic detail in terms of 
risks and potential economic or human harm. Currently, the number of 
criteria is limited (7) and criteria itself are only qualitative, where all 
risks being equally weighted (base scenario) with weighting variants 
from a couple of domain experts which aim at reflecting energy policy 
and energy business considerations (and its variance across different 
organizations). While the adverse effects on energy systems, and even
tually, society might strongly vary across the set of criteria and across 
geographies (such as the Value of Loss of Load [80] of energy from 
blackouts), future work could further dive into system-specific weight
ing of AI risks Violating data privacy or the failure of an AI system with 
streamed data in the human resources department will pose less serious 
threats to society than a black-box model in power system operation 
with a high vulnerability towards cyber-attacks. While the first system 
could cause a violation of data privacy or employee discrimination, the 
latter may lead to an hour-long blackout. Some of these aspects are 
addressed through the emerging concept of AI integrity, whose further 
development might also bring more holistic mitigation measures to
wards intertwined AI risks [81].

Furthermore, future extensions should include more graded evalua
tions (e.g. grades 1–5) for a subset or all criteria, for example similar the 

Fig. 5. Potential use of methodology for regulatory oversight and business operations, for example under EU AI Act.
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approach presented in [33] For example criteria such as “Automation” 
could differentiate different autonomy levels that are already used to 
describe different human–machine configurations in power systems 
[75] and policymaking [82]. On the other hand, data-related criteria 
could be mapped to different data products used in the energy system or 
emerging ontologies [83,84]. When experts are uncertain about 
assigning precise scores, a fuzzy extension of PROMETHEE can be 
applied. For instance, instead of selecting a single value for a risk level, 
they may express their assessment using a triangular fuzzy number [85]. 
Uncertainty can also be considered in the elicited criterion weights, 
since the information provided by experts is inherently subjective and 
may itself be imprecise. In this context, the revised Simos card procedure 
can be incorporated into an optimization model that explicitly accounts 
for uncertainty in the inputs provided by experts, such as the number of 
blank cards and the z-value [86]. However, all these extensions beyond 
binary criteria will require more experiences and observations with 
realized risks through AI systems (on the methodology side) and trained 
AI risk assessment personel with clear documentation manuals with 
little space for misinterpretations or subjective judgment (on the 
implementation side).

Policy and decision makers may further differentiate the re
quirements that AI systems in different risk categories must comply 
with. Linked to this analysis is the question of the costs of regulation, 
contrasting to expected benefits using AI systems. It has been stated that 
the European AI Act will directly affect the use of AI in the electricity 
industry, as well as companies developing such AI systems [48,87]. A 
recent study [51] covering the electricity systems of Austria, Greece and 
Switzerland found that regulatory requirements may constrain the use of 
so-called «high-risk» AI systems, resulting in non-neglectable adminis
trative burdens (e.g., documentation, human oversight, certification). 
The study estimated aggregated compliance costs of up to 200 million 
Euros per country, depending on AI utilization and different risk sce
narios. A comprehensive study over a full jurisdiction (or country) could 
shed more light on the cost-benefit analysis of AI across various appli
cations and subsectors.

In addition, future research may investigate further details on the full 
implementation and enforcement phase of the proposed methodology. 
Relevant open questions are, for example, under which paradigms and 
within what type of stakeholder processes will regulatory agencies 
determine their preferences towards risks. This includes a transparent 
procedure to identify high-risk AI systems and separate those from less- 
risky AI systems. In the European AI Act, it is stated that a high-risk AI 
system is one that is part of a “safety critical component”, which would 
roughly translate to a subset of our AI risk criteria (g2, g6, g7 = Y). In our 
current framework, we limit the criteria to binary (Y/N) states because 
as we defend that its wide and transferable use requires clarity and the 
smallest possible room for subjectivism, as self-declarations on the user/ 
developer level and bottom-up evaluations might precede any wider 
analysis.

Given the potentially large number of AI systems in a particular 
sector, will regulators need to use percentiles to address the highest 
ranked AI systems through regulatory measures such as documentation 
requirements and human oversight? Or will ex ante determined, fixed 
cut-off values be used to draw the line between AI systems subject to 
measures and those deemed less critical, with less or no additional re
quirements to fill (if compared to AI systems in non-critical sectors)? 
Modelling oversight thresholds is an important next step, which could be 
illustrated through a worked example applying various thresholding 
methods (e.g., quantiles, absolute cut-offs, or clustering). Such thresh
olds could be used to categorize systems across weight sets derived from 
pairwise comparison and link these to regulatory actions, which would 
necessarily require a larger, well documented sample of AI systems 
operating in the energy industry, which is currently lacking. In addition, 
in this work we intentionally avoided fixed universal cut-offs, as these 
should be defined case by case depending on regulatory and business 
monitoring capacities. At this stage, the framework is designed to 

identify the most critical systems rather than to definitively classify 
them.

Ultimately, it remains fundamental to assess how risk mitigation 
measures such as risk management and human oversight over critical AI 
systems could be effectively monitored, given that policy makers will 
most likely rely on information from self-declaration of AI system op
erators. The latter may favor not declaring all risk-carrying applications, 
given the regulatory burden and costs these add to business operations. 
Besides, utilities may simply lack full oversight over the decentralized 
use (and development) of AI systems within a larger organization. Thus, 
AI regulations might require monitoring and testing of AI systems, a 
research stream has recently received more attention (e.g. [88]).

6. Conclusions and outlook

AI is transforming the planning and operation of energy and power 
systems. Harnessing its benefits is however not risk-free. While the en
ergy industry is often described as risk-focussed, there currently exist no 
methods to assess risks stemming from the wide use of AI in energy 
systems. In this context, the present study provides a practicable, MCDA- 
based frameworks to compare and rank AI systems with regard to the 
risk they add to energy systems. Exemplifying the use of this framework 
on six realistic examples of AI systems applied to operational and 
planning tasks in electricity transmission, we found that all analyzed AI 
systems introduce new risks to the energy sector, but to different extents. 
Using a sensitivity analysis that resembles different, realistic regulatory 
/policy and business priorities, we further showed how risks are 
accentuated for specific systems, across all stated preferences. While the 
analyzed AI systems tried to cover different tasks and a variety of time 
horizons, it should be remembered that our assessment relies on external 
documentation and assumptions on their usage. This is not a limitation 
as under both implementation schemes, the evaluation of AI systems will 
rely on bottom-up data, from AI system developers and users. In that 
sense, the proposed assessment was not intended to indicate in which 
tasks AI systems are less risky to use today, but rather showcases how 
heterogeneous AI applications can be evaluated consistently.

Future work should aim towards improved quantification of risks 
and potential damage through AI systems. In addition, more research 
will be needed to shed some light on the current and future use of AI in 
the energy industry beyond isolated case studies and on effective regu
latory benefit exploitation and risk mitigation strategies. Furthermore, 
we currently assume that all AI systems are known. However, new de
velopments (and the “retirement/discontinuation” of older AI systems 
will require adjusting the methodological framework towards a 
dynamically changing pool of AI systems under scrutiny. This should be 
reflected extending our work with approaches that allow for bench
marking all analyzed AI systems against an optimal solution (“zero risk”) 
or replacing the MCDA-core with some distance measure (from an ideal 
solution). Eventually, the implementation of risk-focussed AI regula
tions or business operations will require an agreement on transparent 
and undisputable rules that can be used to locate AI systems either 
within or beyond the space subject to more extensive regulatory or 
mitigative measures.
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Annex 1 – AI risk criteria and decision rules.

AI risk criterion Definition Decision rule (Y/N) Examples (including boundary cases)

Human-sensed 
data

AI system processes inputs originating from 
human observations, reports, or behavior 
(rather than purely physical sensors or system 
KPI).

Y if any operational model input originates 
from humans (operators, customers, field 
staff, crowdsourced reports).

Y: AI system with model for outage prediction using 
customer calls that can linekd to entries in own database. 
Boundary Y: AI system for situational awareness using 
social media reports.

​ ​ N if inputs are exclusively machine- 
generated telemetry or simulations.

N: Fault detection using only phasor measurement units; 
load forecasting based exclusively on metering and 
weather data.Boundary N: AI system trained on manually 
annotated data by system operator.

Real-time / 
streamed data

The AI system processes instantaneously 
arriving data and produces operational decision.

Y if inference occurs on live or near-real-time 
and outputs are used for operational actions.

Y: Real-time stability monitoring AI system using phasor 
measurement units. Boundary Y: Grid state estimation 
updating every few seconds.

​ ​ N if the model runs offline or in delayed 
execution mode for planning / analysis.

N: AI system used for annual grid expansion planning or 
long-term asset maintenance prediction. Boundary N: 
Hourly performed load forecast for analyzed system.

Privacy-sensitive 
data

The AI system processes data that could identify 
individuals or reveal personal behavior patterns.

Y if inputs contain personally identifiable 
information or fine-grained consumption 
patterns traceable to households or 
individuals.

Y: AI system is used to analyze household smart-meter 
data to infer occupancy patterns. Boundary Y: AI system 
using 15-minute household smart meter data.

​ ​ N if data are aggregated, anonymized, or 
infrastructure-only.

N: AI system used for transmission asset monitoring. 
Boundary N: AI system processing feeder-level aggregated 
demand across hundreds of customers.

Black-box model AI system’s model cannot be readily interpreted 
or audited by domain experts based on results 
without further analysis or computations.

Y if the AI system's model relies on non- 
interpretable algorithms (e.g., deep neural 
networks) and explanations do not reveal 
decision logic.

Y: AI system deploying deep neural networks to predict 
cascading failure risk.Boundary Y: AI system runs with 
deep neural networks that allow for post-hoc 
explainability only.

​ ​ N if the AI system's model structure and 
reasoning are transparent or interpretable.

N: AI system using linear regression to perform load 
forecasting or decision-tree-based fault classification. 
Boundary N: AI system using gradient boosting with clear 
feature importance.

Dynamic model 
update

The system changes parameters or decision logic 
after deployment without a human validation.

Y if the AI system's model learns online, 
retrains automatically, or adapts parameters 
autonomously after deployment.

Y: Adaptive load forecasting model is updating 
continuously from new data streams.Boundary Y: AI 
system incorporates continuous online learning from 
operational events, e.g. through streamed data.

​ ​ N if updates occur only through manual 
retraining and controlled redeployment.

N: Asset failure prediction model retrained annually by 
engineers.Boundary N: AI system is monthly retrained 
with human approval.

Automation Extent to which AI outputs directly trigger 
operational actions without human 
intervention.

Y if AI system initiates or executes 
operational actions automatically (closed- 
loop control).

Y: AI system autonomously adjusts inverter reactive 
power setpoints in real time.Boundary Y: AI performs 
autonomously system operations, such as system 
balancing.

​ ​ N if the system provides decision support and 
requires human approval before action.

N: Operator decision-support dashboard recommending 
switching actions.Boundary N: AI system infers 
recommendations for system operation, but requiring 
operator confirmation

Potential harm 
beyond local 
extent

Malfunctioning of the AI system propagates 
beyond a local perimeter and produces system 
failure or causes other larger, regional or 
societal impacts.

Y if AI system's erroneous outputs could 
affect large energy/power system areas, 
many customers, or affect other critical 
infrastructure.

Y: AI system is used to coordinate transmission switching 
which affects regional grid stability.Boundary Y: AI 
system's failure affects whole transmission-level dispatch.

​ ​ N if AI system- caused impacts remain 
localized and quickly reversible.

N: AI system is used to optimize building-level heating, 
cooling and air ventilation.Boundary N: AI system 
optimizes local microgrid whose failure would affect only 
one facility.

Data availability

Data will be made available on request.
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