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Password Security

% Use strong, unique passwords — e.g. Pa$$wO0Qd72x. Mix uppercase,
numbers and symbols.

L)
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%

Never share your password with anyone — not even a colleague you trust.

3

%

Enable Multi-Factor Authentication (MFA) wherever it is available.

3

% Lock your PC and phone every time you step away from them.

+» Phishing Attacks: Fake emails or messages to steal sensitive information.

+ Malware: Malicious software such as viruses and ransomware.

+ Denial of Service (DoS): Overloading systems to make services unavailable.
+» Insider Threats: Risks from employees or contractors.

+ Social Engineering: Tricking users into revealing confidential information.

Dos and Don’ts

Only install apps from official stores — Google Play, App Store, Microsoft Store.
Only open web links starting with https://
Report anything suspicious to IT immediately.

Never connect personal devices to company systems without IT approval.
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Experiences - It Has Already Happened Here At Adamus nc_}uv LIMITED

‘o Social Media Account Hijacking
<

A number of staff received a phone call from someone requesting him to send him a code
to allow them to update his information on a WhatsApp platform. Unknowingly, the staff

gave out his WhatsApp login PIN for the attackers to take over his account.

Mobile Money Fraud & Extortion

A colleague received a phone call from someone claiming their child had been in an accident at

school and needed urgent medical payment. The caller asked for an immediate MoMo transfer.

Business Email Compromise (BEC)

Our executive team received a professional email appearing to come from a
known supplier, requesting that all future payments be sent to a new bank

account — marked as urgent.

—_—
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No bank, MTN, Vodafone, or government office
will EVER ask for your PIN or OTP over a phone
call or message. If in doubt — hang up.

Phone &
WhatsApp Scams

Affects everyone - whether you use a
keypad phone or a smartphone

= "Your child is in an accident” — send MoMo now: The
caller panics you, so you don't think straight. Always hang
up and call a family member on a number you already
know.

= "You have won a lottery or prize": You are asked to pay
a small fee to claim a big reward. If you did not enter, you
cannot win — it is always a scam.

= Compromised friend/family account on WhatsApp —
"Send me GHS 500 urgently”: Scammers copy a family or
friend’s profile photo and name. Before sending anything,
call that person directly on their known number.

= "Give me your PIN / OTP to add you to a WhatsApp
group”: No one — not MTN, Vodafone, your bank, or IT —
will ever ask for your PIN or OTP. Not for any reason, ever.



Phone &
WhatsApp Scams

Affects staff with a company email address.

Spot the Red Flags

= Sender address looks slightly wrong — e.g. james@adarnusgh.com instead of
adamusgh.com (one letter swapped).

= Urgent or threatening language — 'Act now or your account will be suspended".

= Unexpected attachment — especially .zip, .exe, or .docm file types.
= Hover over a link and the URL does not match the company website.

= Email asks for your password, login details or personal information.
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[EXT] Please confirm your e-mail address

Syria Rent a Car <malsawaf72@gmail.com>
@ ™ ® O Youhave received a $3,329.00 deposit to your accou

Hi * * * & You have received a $3,329.00 deposit to your account 7447 on
08/26/2025 Please confirm the transaction here:
http://amormc.com/index.php?ndv5fl & * * *,

Welcome to Syria Rent a Car!

hanks,
he Syria Rent a Car Team

How it works:

** You receive an email that looks like it came from IT, HR, management,
or a known supplier.

It asks you to click a link — e.g. 'Reset your password’ or 'View this
urgent invoice'.

+ Or it comes with an attachment — a PDF or Word file — that silently
installs malware the moment you open it.

+»» Once opened, attackers can access your account, read your emails, or
get into company systems — without you knowing.



Adamus Policy:

Affects anyone using a company computer.




From: authenticationmail@trust.ameribank7.com
To: johnsmith@email.com
Subject: A new login to your bank account

Bank of America

Dear account holder,
There has been a recent login to your bank account from a new divice:
IP address: 192.168.0.1

Location: Miami, Florida

4 new transactions have been made with this account since your last login.

If this was not you, please reset your password immediately with this link:

https://trust.ameribank?.com/reset-password

Thank you,

Bank America

admin@adarnusgh.com
admin@adamusgh.com



Am | being rushed or pressured to act immediately?
Did | expect this call, message, email or drive?
Is someone asking for my PIN, OTP or password?

Does the sender’s email or phone number look
slightly different?

Am | being asked to transfer money or change
payment details?

Is there an unexpected attachment or USB | am being
asked to open/plug in?
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What To Do When Something Feels Wrong ns}uvu LIMITED

Step 1— STOP
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Do not send money.

Do not share your PIN or OTP.

Do not click the link.

Do not plug in the drive.

Pause — even 60 seconds is enough to avoid a costly mistake.
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Do not send money.

Do not share your PIN or OTP.

Do not click the link.

Do not plug in the drive.

Pause — even 60 seconds is enough to avoid a costly mistake.

Call your line supervisor, IT, or HR immediately.
The sooner it is reported, the less damage is done.

Even if you already clicked — report it right away. Prompt
action saves systems.
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Do not send money.

Do not share your PIN or OTP.

Do not click the link.

Do not plug in the drive.

Pause — even 60 seconds is enough to avoid a costly mistake.

Call your line supervisor, IT, or HR immediately.
The sooner it is reported, the less damage is done.

Even if you already clicked — report it right away. Prompt
action saves systems.

Step 3 — DON'T BE EMBARRASSED

Scammers are professionals. This happens to experienced,
intelligent people every day.

Reporting protects not just you — it protects every single
colleague at Adamus.

There is no blame. There is only action.
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