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This training assumes you have completed Part 1 of this training series: “Intro To Programming PLCnext IEC611-31"
Alternatively, if you have created another program that is currently available, that could be used with this training.

Optionally, Part 2 — “Getting Started with ProfiCloud” may have been completed prior to using this training module.
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PLCnext Technology . | PLCnext Technology I

Part 2 ol

Part 1 - Getting started and writing your first program Getting started with ProfiCloud

Acknowledgments: Thanks to Loren Brown and Yuri Chamarelli of Phoenix Contact, to Mark Mays of TC Energy,
and to Rajvir Singh of Code and Compile for their help in revising this presentation.
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Using Node-Red and OPCUA
Definitions

» What is OPC-UA?

» It is a machine-to-machine communications protocol. FLlelsies 2L 2l
(server) (client)
» OPC = OLE for Process Control \ /
» OLE = Object Linking and Embedding [ S ]  subsoriber
e . ] nifi rciecure [ L t]
» UA = Unified Architecture (server el clien
» Itis an encrypted, secure protocol with options for deterministic performance. It / \
is a big part of IOT. Developed by the OPC Foundation. Publisher Subscriber
(server) (client)
> What is Node-Red? by Unknown Author is licensed under
» Itis a flow-based, simple way of “stitching together” javascript programming. The
user doesn’t need to know how to program in java. Itis a way to link many disparate
parts of an IOT solution together. It was developed by IBM and is open source.
. mPHCENIX
CONTACT
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https://commons.wikimedia.org/wiki/File:OPC-UA-Publish-Subscribe.jpg
https://creativecommons.org/licenses/by-sa/3.0/

Using Node-Red and OPCUA

» We will look at how to use Node-Red in two different ways in this
training.

|.  Running Node-Red on the PC that we are using to interact with
the PLCnext Controller

Il.  Running Node-Red directly on the PLCnext Controller

We will start the training by performing tasks that are prerequisites No de 'RED

for either method.

by Unknown Author is licensed under

@ @0 [leoNTaa
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https://en.wikipedia.org/wiki/Node-RED
https://creativecommons.org/licenses/by-sa/3.0/

Using Node-Red and OPCUA
Additional Resources

Phoenix Contact PLCnext-Community:
>

Continue through this training presentation now. If you get
stuck, check out the resources listed above to supplement this
training presentation. It may help fill in any unintentional gaps you
might encounter.

Stories from users for users

Get inspired or write about your own user story with
-
PLCnext Technology.

@ @0 [leoNTaa
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https://www.youtube.com/watch?v=p4kIFGTn4HM&list=PLTLcz6IpeLYLidXE0y6bIwD5cBRZp7dMt&index=11&t=0s
https://www.youtube.com/watch?v=-nI8DZOWABM&list=PLTLcz6IpeLYLidXE0y6bIwD5cBRZp7dMt&index=13&t=0s
https://www.plcnext-community.net/en/hn-makers-blog.html

OPC UA
Initial configuration steps — in PLCnext Engineer software

B PLCnext Engineer - PROJECT4.powex*

= Open PLCnext Engineer

Window Hel,
mI'HCEIIIx
D &M =EN IACT

= Open the project you created in Part 1
of this training (or another project you

= Project
~ JI| PLCnext2152: AXCF 2152 N

have created) > O Fcnens — v

QPC UA » —ox Programming (287)

PLC Data Types
¥ & HHMI Webserver NS name / IP address. 192.168.0.10 > Functions & Function Blocks (1)

SCoPcua ~ 5= Programs (1)

= |n the PLANT area, open the Project S

> I axdioline F (2 »
Aodoline F (2) Visibility of variables Marked - Extended (72)

tree and double click on “OPC UA” e e

Safety IEC 61131-3 (56)

= On the basic settings tab, type in the
IP address that you have assigned to YT ————
the PLCnext controller. e

v HMI(34)

RECYCLE BIN HoA X [ Objects (12)
Button
Check Box

= Under “Visibility of variables”, select
Marked from the d rO p-d OWn IISt. [@ Login 2026/2020 3:13:13 PM Line

Linear Gauge Scale
Polycurve Path

=

H Palyline Path
= Save the project
Rectangle
Symbol List
Text
Text Input
b4 Local (1) [

EQEEES S = g = > (5 Libraries (1)

= m ® @ ® ¢ - o MUPM

@ @0 [leoNTaa
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OPC UA

Initial configuration steps — in PLCnext Engineer software

= Click on the controller
(immediately below
“Project” in the PLAN
area.

= QOpen the “Data List”
sub-tab.

= |Locate the variables that
we want to make
available via OPC-UA

= Click the box in the
“OPC” column for each
of those variables

ARl [ Maininstance - Main x  §ifPLCnexi2152/PLC % () PLCnexi2152 / PLCnext & rain & oPC UA/ OPC UA Server
Cockpit Seflings Data List I Statistics
Data List H
Ay H %o W Y

| Variable {PLC) { Type Usage Comment Init Retain OPC HAI
Select Variable (PLC) here
PLCnext2152 / PLC.Current_4_20 WORD Global WORD#16#0 [ [
PLCnext2152 / PLC Voltage_0_10 WORD Global WORD#16#0 [ [
PLCnext2152 / PLC.Scaled_Voltage_Value REAL Global REAL#0.0 O [+
PLCnext2152 / PLC.Set_Current_Min BOOL Global FALSE [ [
PLCnext2152 / PLC.Set_Current_Max BOOL Global FALSE [ [
PLCnext2152 / PLC.Scaled_Current_Walue REAL Global REAL#0.0 O ]
PLCnext2152 / PLC.OUTPUT_1 BOOL Global FALSE | ]
PLCnext2152 / PLC.OUTPUT_2 BOOL Global FALSE | ]
PLCnext2152 / PLC.Input_0 BOOL Global FALSE O O
PLCnext2152 / PLC.Input_1 BOOL Global FALSE [ [
PLCnext2152 / PLC.Input 2 BOOL Global FALSE [ [l

INSPIRING INNOVATIONS




OPC UA
Initial configuration steps — in the PLCnext Controller’s WBM

Deutsch  English

= Go to the PLCnext contro_ller s_web- OIS G OOEDOED EDOOEDEDOEDOS
based management configuration page
by typing the IP address followed by a
slash and “wbm” into your browser. =Sl

. . o, | = I
= Click on the “Security” tab + = I Ty ey

+ Diagnostics

= Click on the “Enable/Disable” button to Ep—
disable User Authentication

= Note: This is to facilitate a smooth demo
experience. Normally, you would keep
User Authentication enabled.

@ 0 [LeoNTAa
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OPC UA
OPC UA - 3" party test software

= The PLCnext controller acts as the OPCUA Server

= We will need an OPCUA Client to interact with the PLCnext |
controller via OPCUA Discover a New OPC

volype

RT 1.5.1
e

= As an intermediate step, we will use free software called UAExpert
from United Automation, allowing us to:

= Test and verify connection to the PLCnext controller’'s OPCUA
Server

= Monitor real-time values

= Observe Namespace, DataType and other parameters that we
can then use in other OPCUA client applications (such as Node

~[m Uiniier:
U= = —A R
Red) EIA R EmAatiEn
— © 2019 Unified Automation GmbH

OO LleonAa @ ¢
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OPC UA

Setting up an OPCUA client - UAExpert

= Download 3" party OPC UA client software — UA

=2 M [ ,.J;i — M o
Expert. proJaJ._—t - E] B X DataAc = @ Attributes 8 x
~ [ Buj:ct # Configuration Mame | Datsty] €2 B ® o

= You will need to register for their website before v B Documens

[7 Data Access View Endpoint Filter: | Mo Filter b

being allowed to download. 3 o
> 'I;(?Jﬁr::?;ékTerminaIServices

= Be sure to download the version for computers, not 8 e ot
~ &% Reverse Discovery

mObi Ie deVi CeS % < Double click to Add Reverse Discovery... =

~ &% Custom Discovery
& < Double click to Add Server... >

= During the installation process, you'll need to O Recenty et | o over i b %
authenticate via certificates. This is straight

Address Space F X References F X

3 &% B Forward - [+]

Reference Target DisplayMName

[ ope.tep:/f192. 188.0. 10| »
forward. Just follow the prompts.
Authentication Settings
- @Anonymous
= Open the UA Expert software and log in.
< Username Store >
1 1 H Log Password | e
= Click the big green plus sign at the top. %D
Timestamp Source Server | . )
. . . « 3/25/2020 211:... UaExpert L Private Key
= Double click where indicated below “Custom 22572020 21, Usbpet :
3/25/2020 211:... UaExpert [
. L1} 3/25/2020 2:11:...  UaExpert L [] Connect Automatically
d ISCOVe ry 3/25/2020 2:11:... UaExpert I
3/25/2020 2:1%:... UaExpert L ok Frs=
3/25/2020 2:11:...  UaExpert Uakxpert s reaoy to use:
: ’ 3/25/2020 213... D Widget D FindServersOnNetwork tepi/flocalhost:A240 failed (BadTimeout), falling back to Finds
= Type in your PLCnext controller’s IP address. et Do B e e S
AAR00 12 NicrmueerdMidnest MNicrnvere GetFndnrnintc nnon trneS fnralhnet 4240 failed (RadTimennt! (")

= Then add a colon, and the port number 4840. . mcl’slﬁ_rlilcxr

INSPIRING INNOVATIONS



https://www.unified-automation.com/downloads.html

OPCUA

Setting up an OPCUA Client - UAExpert

The new server will appear under “Custom Discovery”
Under “eUAServer@192.168.0.10 (opc.tcp)

= Click on one of the security settings. We have set up NONE on
the PLCnext controller — for demo purposes, to make things
easy. For actual applications, you'd want to have security
enabled.

= This will prompt a certificate error.

= Click “Trust server certificate” to resolve. (see next slide)

[T = N —

B Add Server ? x

Configuration Name | elJAServer @192, 163.0.10

Discovery Advanced

Endpoint Filter: | Na Filter -

1 Local ~
v % Local Network
&% Microsoft Terminal Services
& Microsoft Windows Metwork
& Web Client Network
~ &% Reverse Discovery
% < Double click to Add Reverse Discovery... »
~ &% Custom Discovery
% <« Double click to Add Server... »
v O opctop//192.168.0.10:4840
v I elAServer@192.1628.0,10 (opc.tep)
@i None - None (uatcp-uasc-uabinary)
#” Basic236 - Sign (uatcp-uasc-uabinary)
| Basic236 - Sign & Encrypt (uatcp-uasc-uabin
< >

Authentication Settings

(®) Anonymous

Password

Certificate

Private Key

[ connect Automatically

@ 0 [LeoNTAa
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OPCUA

Setting up and OPCUA client - UAExpert

= Click “Trust Server
Certificate”

= Then, click “Continue”

Vakdating the certificate of server ‘eUAServer®192.168.1.110 returned an erroe:

BadCertificateUntrusted

Certificate Chain

| Name Trust Status
€ eUAServer@192.162.1.110 Untrusted

Certificate Detads
[ State
Country
| DomainComponent

| Valid From Fri Oct 13 02:00:00 2017
Valid To Sat Jan 1 00:59:59 10000

Serial Number FBCO4C3EDEIBCSSE
| Signature Algorithm  RSA-SHA256
Cipher Strength RSA (2048 bit)
| Thumbprint (SHAT)  FC36F3EBA2ESSC33B0BESBSCE24DETCA62E23A03

URI urn:192.168.1.110:Ph{ ynixContact:eUAServer
IPAddresses 192.168.1.110
| DNSNames
BasicConstraints CA:FALSE
SubjectKeyldentifier  CF:59:35:65:A0:05:0C:BD:49:40:3C:ARAD:ARF5:CA:30:27:FE:CD
keyid:CF:59:35:65:A0:05:0C:8D:49:40:3C:AC:AD: AR F5: CA:30:27:FE:CD
: ... DirName:/CN=eUAServer@192.168.1.110
AuthortyKeyldentiies 3 PF e 258

KeyUsage Digstal Sig Non Repudiation, Key Enciph Data Enciph

BxtendedKeylUsage  TLS Web Server Authentication, TLS Web Client Authentication

[ ] Accept the server cartificate tempocardy for this session

B Certificate Validation ? 4

The certificate of server ‘eUAServer@192.168.0.10' was validated successfully.

|Good

Certificate Chain

MName Trust Status
" elUAServer@192.168.0.10 Trusted

Certificate Details

State A

Country
DomainComponent

Valid From Thu Oct 12 20:00:00 2017
Valid To Fri Dec 31 18:5%:39 9939

Serial Number E251361C857905FC

Signature Algorithm  RSA-SHA256

Cipher Strength RSA (2048 bit)

Thumbprint (SHA1)  96FDB259B5791ABDO757F2T68070A1672CAF39A0
UA Extensions

URI urn:192.168.0.10:PhoenixContact:eUAServer

IPAddresses 192,168.0.10

DMNSMames
Extensions

BasicConstraints CA:FALSE

Subjectkeyldentifier  B2:AT:DCESSE:58:3RA3:21:4C4E AR 26:43:AT:8A:68:23: 1645
keyid:B2:A1:DC:ES:5B:58:3F:A3:21:4C:4E: AG: 26:43: AT:84:68:23: 16: A5
... DirName:/CN=eUAServer@192,168.0.10
AuthorityKeyldentifier .. 1£2:51:361 C85:79:05:FC
KeyUsage Digital Signature, Mon Repudiation, Key Encipherment, Data Encipherme..,

ExtendedKeylUsage  TLS Web Server Authentication, TLS Web Client Authentication
v

Trust Server Certificate

Accept the server certificate temporarily for this session

OO [LeoNiact
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OPCUA

Working with an OPCUA client - UAExpert

" Once you have opened a neW projeCt in UA IUniﬁedAutomation UaExpert - The OPC Unified Architecture Client - 1st Project” — O X
Expert, find “PLC next” under the “Objects” | View [BHZ @m;ﬁ }
7] » g . | & B < ,"J B
folder under the “Root” directory in the al o =

Project & X Data Access View 0 Attributes & X
I f 1 v [3 Project # Server Mode Id Display Mame Value | 2 kL @ [+)
bOttom/ e t W|ndOW. v A Servers 1 eUAServer@192... NS3|StringlArp.... Scaled Current_... 400.253 Attribute Value A
2y eUAServer@192.168.0.10 2 eUAServer@192... NS3|String|Arp.... Scaled Voltage_... 24.9508 i
v [ Documents ;J; EHiEENErg]ISS... Héggrmqiﬁrp.... 88%&8?12 Erue v NDdr:\d - ;5:5;5:Arp.PIc.EcIr_4Scaled_Current_\u‘aIue
H eUAServer ring|Arg... rue
= Expand the tree under “PLC next” and you will B outa Access View ” ] denterType  Sting
- . . |dentifier Arp.Plc.Eclr/Scaled_Current_Value
see the variables that you designated in _
rowseiName A Caled_Lurrent_value
PLC t E H Verlfy th at th ese Eisplayzame ?",”"SS(alIfdfCurre:tj‘rVal\u;"
n eX n g I n eer Description "en”, "Float32"

. . values change as i
x EragDar;d Xrop an)\// or 6’1’” of the_set\r/]arlapcljzf mtfo you turn the
e “Data Access View” space in the middle o :
p potentlometer On the SourceTimestamp 3/26/2020 1:58:22.846 PM

the screen. You will see the real-time values of iee- 5 x SourcePicoseconds 0

ach variable & - demo. T
| 3
e . ) Root StatusCode Good (0x00000000)
~ |3 Objects Value 400.427
. . . . e DeviceSet ~ DataType Float
= Click on any variable in the bottom/left window v &t Namegucendes 0
[ rp.Ple.Eclr
. H PR H H @ Hi Identifier 10 [Float]
to get a listing of all it’s attributes in the 3 High Level Counter ValueRonk 1 (Scala)
« . ” . . . P OUTPUT:z Arrai inns Mull v
Attributes” window on the right side of the (@ Scaled Carert Vo | References 2 x
@ Scaled_Voltage Value 3 o @ Forward - (+]
Screen . o Server Reference Target DisplayName
g ;)fpas HasTypeDefiniti... BaseDataVariableType
2 views

@ 0 [LeoNTAa
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OPCUA

Working with an OPCUA client - UAExpert

= There are three critically important data points revealed for srrbutes 8 x
each variable in this attributes window. These three data i — @
are needed to link these variables with a 3" party software v Noddd  msshsAmPlEcSalel Cuner Ve f

. . amespacelndex
application (such as a SCADA system, etc.). dentfieype ____String
|dentifier Arp.Ple.Eclr/Scaled_Current_Value
ModeClass Variable
= N am espace I ndeX BrowseMame 5, "Scaled_Current_Value"
Displ;yh_lame ::", ':IS-iaIed_Cl.erent_‘-faIue"
= |dentifier Type Vet o
UserWriteMask 0
= Data Type UserRolePermissions BadAttributeldlnvalid (0x80350000)
~ Value
SourceTimestamp 3/26/2020 1:58:22.846 PM
SourcePicoseconds 0
ServerTimestamp 3/26/2020 1:58:22.846 PM
ServerPicoseconds 0
. . . . StatusCode Good (DxD0000000)

= The format of this information will look as below —when o 00427 |

you type it into Node Red: Namespacende 0
Ident!f!erT}rpe Mumeric
ns=5;s=Arp.Plc.Eclr/Scaled_Current_Value;datatype=Float oo entiier e ‘

@ @0 [leoNTaa
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OPCUA
Try a more useful OPCUA client

= UAEXxpert is an excellent OPCUA client to perform certain functions.
= Verify connection to the OPCUA server (PLCnext controller)
= Monitor real-time variables being sent from the OPCUA server

= Discover the NodelD, namespace, datatype, etc. of the variables
that you may want to interact with in another OPCUA client

= However, if you want to create a dashboard to display these OPCUA
variables, or do other work, another OPCUA client will be useful.

= This could be a 3" party, commercially available SCADA

= Or a tool that makes java scripting easy such as Node Red,
which can get us into the lloT world.

Node-RED

Node-RED is a programming tool for wiring together hardware
devices, APls and online services in new and interesting ways.

It provides a browser-based editor that makes it easy to wire
together flows using the wide range of nodes in the palette that
can be deployed to its runtime in a single-click.

@ 0 [LeoNTAa
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OPCUA - Installing and using Node-Red on your computer
Installing Node Red - prerequisites

Installing Node Red — and its prerequisite, Node.js, on your Windows
PC may require administrative privileges.

Installing Node.js and Node Red on your Windows PC will require the
user to use Command Prompt, or Powershell.

If you are not comfortable in this world... stop here.

idows [Version 18.8.17762.1898]

osoft Corporation. All rights reserved.

@ 0 [LeoNTAa
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OPCUA - Installing and using Node-Red on your computer
Installing Node Red - prerequisites

= Check Nodered.org for instructions on downloading and installing
Node Red on a Windows PC.

= Or consult a YouTube video for help doing this.
= How to install Node-Red on Windows (by electronhacks)

= How to install Node-Red in Windows (by BD Life Hacks tv)

= |f you are not familiar with using the command-line interface, this
will be unfamiliar territory.

= |f you do not have administrative rights on your PC, this may not be
possible for you to execute.

indows PowerShell - O >

@ 0 [LeoNTAa
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OPCUA - Installing and using Node-Red on your computer

“Opening” Node Red

[info]

= Node Red is not a program or application that is 21 dpr 10:23:04 - [info] Node—RED version: vl.0.4
Opened |n a tradltlonal Way [info] Node.js wersion: wl0.19.0

[info] Limax 4.19.76-limaxkit xed LE
[info]

= Instead copy the information that you discover by [info] Dashboard vers 0 started at /ui
starting Node Red in Powershell (or Command
Prompt). | have highlighted the information that

you will be looking for, so you can copy it.

[info] 3Ze gz £ile : | feettings. s

[info] Co ®t store @ 'default' [module=memory]

[info] Us

[warn] Pr cts £ ed @ editorThene.projects.enahled=~false
[info] : Ffdatasflows.json

[wrarm]

[info] u

[info] dcf55109. 2b3£d] No certificate used.
[infao] i

[info]

[info] [OpcUa-Client:

[info] Started £lows

[info] fServer now runthing at http: FA127.0.0.1: 18807

= Open a browser and paste the contents into the
address field.

= This will open the Node-Red interface

= See next slide

@ @0 [leoNTaa
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OPCUA - Installing and using Node-Red on your computer

“Opening” Node Red

B 0| @ rirgirie v I = - - B e
= Paste the server address that € > O O |0 wesrmmnbbririsre x| k= L= -
you copied from the Command = E— -
Prompt into your browser’s f— z | — :
address field. - il

= Ablank Node Red “Flow” page mgmp'm
should open as seen to the right.
= Note the colorful objects along
the left side of the screen.
These are the nodes that are -
available on your “palette”. o
= Node Red is not equipped to s
handle OPCUA as standard. We ox
will need to import some
additional palettes to get all the .
nodes we’ll need. T i : _

@ 0 [LeoNTAa
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OPCUA - Installing and using Node-Red on your computer

Configuring Node Red

= Click on the menu button (three horizontal lines) at the top + || =
right corner of the screen, then on “manage palette” ~

Import

Export
Search flows

Configuration nodes
Flows

Subflows
Manage palette
Settings

Keyboard shortcuts
Node-RED website
v104

@ 0 [LeoNTAa
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OPCUA

Bringing OPCUA nodes into Node Red

== Deploy ~ =
The User Settings page will open, User Settings i mfo IIDE
and the Pallet tab will be displayed.  Information
View Nodes . Flow "3ebb7fc0.1d57¢"
| Name Flow 1
4 Status Enabled
. . Keyboard N
You will see the installed palettes © node red  besertion
that are already in Node Red (either Patette
by default, or because you have o o e ety opens
previously imported them). v 022
& node-red-dashboard
« Click on the “Install” tab
. . & node-red-node-rbe
« This will allow you to search the > 025
internet for additional palettes
that you can import here. © node e node i
. mPHCENIx
CONTACT
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OPCUA - Installing and using Node-Red on your computer

Bringing OPCUA nodes into Node Red

= Type into the search bar some -z Depoy - =
keywords...Notice | have typed e sesnes o Sl
in “OPCUA” ~ Information

. — Nodes Install ::r;e :;: e
= Note the various palettes that . sort | 1 | o= [ recent | (@] | {Sigus enabla
appear after the search. - @ opeud 5 % | |" Duscrption

& node-red-contrib-opcua &

= There is no obvious way to know ose o
exactly which palettes to import.

& node-red-contrib-opcua-isa9s &
IT/OT contribution to build interoperability with OPC UA and ISA-95 in Node-RED flows.

= You can do trial and error, or s 001
read about them_ & node-red-contrib-opcua-server &

MNode-RED contribution nodes with next generation OPC UA in a compact and less

dependencies package.

m |n our Case’ we Wl” want to add: % 041 B 1year, 2 months ago install
& node-red-contrib-lesly-edge-collector &

| Node_red_contrib_opcua . nfflj-\ al ﬂcl:ifi:j‘izlcl‘e:t data and lesly processing task

= NOde-red-daShboal‘d & node-red-contrib-liot-jwt & =lx

The lloT JSON Web Token (JWT) package for Node-RED.
% 100 B 1year 5months ago

& node-red-contrib-isa &
A Node-RED node to build ISA-95 and ISA-88 based connectivity.

@ @0 [leoNTaa
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OPCUA - Installing and using Node-Red on your computer

Bringing OPCUA nodes into Node Red

=/ Deploy ~ —
= Be sure to hit the “Install” button User settings i info i ][5 |t
beside each palette you want to ~ Information “
i nStaI I . View Nodes Install Flow "aebb71c0.1d57¢"
Name Flow 1
1 P sort:| IF | az | recent | | & S Enabled
= |t will take several seconds, v \
d di : d @ opeud 21T % 11 . Description
epen Ing On Internet Spee " Falere & node-red-contrib-opcua @ -
AMNode-RED node to communicate via OPC UA based on node-opcua library
= Once the nodes from each R
palette have been installed, you © noderedcontibopvasas _
. « " IT/OT contribution to build interoperability with OPC UA and ISA-95 in Node-RED flows.
can hit the “Close” button at the ¥ 001 8 3pems 6 monts oo
tOp Of the USer SettlngS bOX & node-red-contrib-opcua-server =&
MNode-RED contribution nodes with next generation OPC UAin a compact and less
. dependencies pac
= You will now see all the S 041 8 1yem 2ot s
additional nodes along the left © node red-contri-fesy-eage-calector 7
. . node-red node for collect data and lesly processing task
side of the main screen o0z 8 1momeos i
& node-red-contrib-iiot-jwt & SRS

The lloT JSON Web Token (JWT) package for Node-RED.
% 100 B 1 months ago

& node-red-contrib-isa &
A Node-RED node to build I5A-95 and ISA-86 based connectivity.

@ @0 [leoNTaa
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OPCUA - Installing and using Node-Red on your computer
Creating flows in Node Red

= Scroll down the palette on the left PR P P ——————

until you see the “OPC UA Client”

node. QI - - PLCnext OPC-UA Flow 1 Edit OpcUa-Client node — : I:f:rmmion i || 3 || Lol vA
- | tail ,:, - : = D'ne Node "e72113e8.5a019"
= Drag and drop it onto the flow sheet. @ Propertes Bl 1 e | opcus-caen
v opcua
. e Endpoint opc.tep://192.168.0.10:4840 [y
= Double click on the new node, and an S _— | o
Edit bOX Wi” appear. I Certificate None, no certificate used v 7 Nodetep
[ @ ] ' Connect to an endpoint like
= Enter the same information as you e e
used in UAEXxpert: et e
= Opc.tcp://ip_address:4840 oo e

= (the IP address is the IP address = o

Server certificate options are:

of the PLCnext controller) Ll e § al

e o
H (1] ” p
= Click the “Done” button O e
3§ text input
v <
" O Enabled
H £ Type here to search t = — s A tm ) 7 ‘;‘24“;;‘1 EI
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OPCUA - Installing and using Node-Red on your computer
Creating flows in Node Red

= Scroll to the top of the palette and
then drag and drop an “inject” node

« v Q {ar @ | 127.0.0.1:1880/#flow/aebb7fc0.1d57¢c ¥

=<, Node-RED

Onto the fIOW Sheet. - e sumum: r Delete Cancef "l'::rmatig" 1 - "‘
. . . p—  Properties ellal= Node "5490773d.396b5"
= Double click to open an edit box for it. —
. Lo p——— timestamp OPCUAcnem@ = Payload ~ timestamp  peserpton
= See page 12 of this training to refresh A vS—
your memory On hOW to find the info shas '"Jecwﬂceaﬁer o seconcs, inen Injects a message into a flow either manually
you will need to type or paste into the o om—-
“TOpiC” fleld . omment o ! - || seoones ¥ ~ Qutputs
= UAEXxpert is a good source for e P, | || emte | eymacne
the information you will need |
here. iuilraiokie-siahb
= Also check the box to automatically
inject, and indicate the interval as
shown. —

mPHCENIX
CONTACT
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OPCUA - Installing and using Node-Red on your computer
Creating flows in Node Red

@< Node-RED

= Scroll to the bottom of the palette. If
you imported the dashboard nodes, b Bty ,
there will be a dashboard section. e ==
One of the nodes will be a gauge. opc un crent {5 0 oo | fomejooun <[
slider = size to
= Drag and_ drqp the gauge, then O .
double click it to edit it. Tie | gae
u Note the Change I made to the “Value colour picker peeromst | e e ;
’ . . . . . . gn 1 units units
format”. This is to limit the significant :
. . . . Range min 0 max 10 I
digits after the decimal point to two. s e (D =
= |ndicate a range. | made mine O to s 0 °
400 to reflect the “flow” variable from e
the original training. s |
= You can specify between which [ e o
values the gauge should be green, —
yellow and red if you desire.
. mPHCENIX
CONTACT
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OPCUA - Installing and using Node-Red on your computer
Creating flows in Node Red

<3 | &2 Running under Docker: No. [} Node-RED Dashboard 3 Nede-RED x JEE s X

= Connect the nOdeS together by < [ORE @  127.0.0.1:1880/#flow/c1 6d9707.1ha6as = Lo
clicking on the dot on one node and =<, Node-RED
dragging a line to the other node.

PLCnext OPC-UA i info

¥ common ~ Information

Gurrent_Fiow_Rate & OPGC UA Client [j} msg_payload Flow "c16d9707 1ba6as’

= | have added more nodes and

associated the “inject” nodes in each _— oro uncien 9 o
flow with a different variable.
SED Voltage_Tank_Level & OPC UA Client [_E msg_payload

= Note the switch will write a value to
the PLCnext controller — to turn on an OPC UA Clert {55
O utp u t . comment High Level Alarm

= The flows with dotted lines are ones - S —
where | have de-activated the nodes. | _—
| range

delay

(bear in mind, his IP :
addresses are different from the one we H 0 Type here to search
are using).
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https://www.youtube.com/watch?v=PhM6ot3CtB8&list=PLTLcz6IpeLYLidXE0y6bIwD5cBRZp7dMt&index=11

OPCUA - Installing and using Node-Red on your computer

Deploying flows in Node Red

: « " B & fmnguwcerOoders | O NesertoOmtbomd | T roscsio O] Miswserlert [ Go0urad)-cnest | revew: adoheadst | & Compeed WVTode £ v = B X
= Click the red “Deploy” button at the € > O 6 |0 wmesrmmsoycs b woo= L@ -

top/right of the screen to create the =<5 Node-RED

Q PLCnext OPC-UA Flow 1 + || = i info i || -

underlying javascript to make ~ Gastbowd - 2l =

Information
eve ryth I n g WO rk button [ current_Flow_Rate & m msg payload E Flow "c16d9707 1babas"
. =
@ active reading Name PLCnext OPC-UA
dropdown —
timestamp U OPC UA Client (ﬁﬁ: Flow gauge Status Enabled

= Once that has been done, we can st
take a look at a Node Red dashboard g Fiow am

v Description

ume
e o v OSRGOS, ]
text input ; ® active reading
date picker timestamp U OPC UA Client /_fgg\ Level gauge
Sz
colour picker
High Level Alarm
form
- - orovom [ S
: . @on @ active writing
gauge
chart .
dio out E— 1
o @ active reading %
notification
) msg_payload E
<> ~
i ™ . 111 AM
H P Type here to search i s p ¢ N B Gy
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OPCUA - Installing and using Node-Red on your computer
Interacting with a dashboard in Node Red

B < £ Running under Docks ] Node-RED Dashboard X

Since we added dashboard nodes to the _ .
valette, and have added gauges to
these flows, we now have created a

dashboard that will allow us to view (and
by using the switch, to control an output) l

on the PLCnext controller.

= To access this dashboard, go to your
web browser, open a new tab, and

type:
= Localhost:1880/ul — e

The dashboard should be displayed.

Turn the knob on the potentiometer, and

the gauge should respond (with a one

second delay as we entered). .

OO LleonAa @ ¢
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OPCUA - Installing and using Node-Red on the PLCnext Controller
Installing and using Node-Red on the PLCnext Controller

» Installing and using Node-Red on the PLCnext Controller -

Since the PLCnext controller has a Linux-based operating system, it can .
function like a computer. Thus it can host the Node-Red application.
With the proper tools we can install Node-Red (and some prerequisite
programs onto the PLCnext Controller/Linux OS.

@ @0 [leoNTaa
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OPCUA - Installing and using Node-Red on the PLCnext Controller
Install an SD Card in the PLCnext Controller

The PLCnext Controller will need more memory than included onboard
to host the Node-Red and associated software.

= Qrder one of the following SD Cards

Program / configuration memory - SD FLASH 2GB PLCNEXT MEMORY - 1043501

Program / configuration memory - SD FLASH 8GB PLCNEXT MEMORY - 1061701

= important : Node Red will not run without an SD card additional
memory, due to Node-Red storage requirements - Minimum 2GB
SD card for AXC F 2152 (Part# 1043501 or 1061701)

Ot Mop 3007 AXC F 2152

AL BT R
FAC Ak DR AS O R0 1) B
»

am—mgry 4

o e AT

==

st S e ] e
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OPCUA - Installing and using Node-Red on your computer

Install an SD Card in the PLCnext Controller

Before inserting the SD card: R
= Access the PLCnext CRETEEDOIEIE@IheI@EIDeIDeY o

Controller’s web-based mxcr 2152 Security

management -

':_||| i Current device file storage (Overlay Filesystem) External SD Card
H 13 ” I

= Click on “SD Card” on the 7

m e n u Support external SD Car

— Diagnostics

= Make sure “Support external vanes
SD Card is checked. Click to -

check it if necessary. B
= Click “Apply” or “Cancel” as
appropriate.

@ 0 [LeoNTAa

INSPIRING INNOVATIONS




OPCUA - Installing and using Node-Red on your computer

Downloading PUTTY

= Google “Putty”, and then download the
PUuTTY application to your computer.

PUuTTY is a free, open-source tool that will
allow us to use the laptop to remotely connect
with the Linux OS on the PLCnext controller,
and to download various software components
onto it. Ultimately, we will download Node-
Red onto the PLCnext controller, but a few
other applications will need to be downloaded
and installed first. PuTTY gives a command
line interface that allows us to do all this.

&« C & chiark.greenend.org.uk/~sgtatham/putty/latest.html

i Apps AP ConstructConnect @ MNew Tab E Meil Young Archives %) EagleiRTU = Microsoft Office Ho.. ™ w19-exhibtor-list--- m The Internet of ever., ™ WEST Magazine

Download PuTTY: latest release (0.73)

Download: Stable - Snapshot | Docs | Changes | Wishlist

This page contains download links for the latest released version of PuTTY. Currently this 1s 0.73, released on 2019-09-29.

When new releases come out, this page will update to contain the latest, so this 1s a good page to bookmark or link to. Alternatively, here is a permanent link to the 0.73 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date version of the code available. If vou have |
development snapshots, to see if the problem has already been fixed in those versions.

Vs
Package files

You probably want one of these. Thev include versions of all the PuTTY urilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entrv.)

MSI (*“Windows Installer’)
32-bit: putty-8.73-installer.msi {or by ETP) (signature)

64-bit: putty-64bit-8.73-installer.msi {or by FTP) (signature)

Unix source archive

.tar.gz: putty-8.73.tar.gz {or by ETP) (signature)

@ 0 [LeoNTAa
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OPCUA - Installing and using Node-Red on your computer
Establishing a connection to the PLCnext Controller via PUTTY

Make sure the PLCnext controller
IS connected to both the internet
(on one Ethernet port), and to your
programming PC (on the other
Ethernet port).

@ @0 [leoNTaa
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OPCUA - Installing and using Node-Red on your computer

Using PUTTY

Category: Basic options For your PuTTY session o Open the PUTTY appncauon
¥ Session Specify the destination you want to connect to .
Logoing Host Name (or IP address) Port « Type in the IP address of your PLCnext controller, and make
Y Terminal 192.168.0.10 2 sure the port is set to 22. Then click open.
Keyboard Connection type:
Bell ) Raw ) Telnet (O Rlogin @ SSH ) Serial
Features Load, save or delete a stored session
¥ wWindow Saved Sessions
Appearance
Behavio!.lr Default Settings Load
Translation
Selection Save
Colours Delete
Fonts

¥ Conneckion
Data

Proxy Close window on exik:

Telnet ® Always ) Never _) Only on clean exit
Rlogin

* S5H

About | Open | Cancel

@ @0 [leoNTaa
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Installing and using Node-Red on the PLCnext Controller

Using PUTTY to install necessary software on the PLCnext Controller

= The top line, to the right, should appear.——— "‘E‘g'”'“”'P - ° X

= Enter the password from the face of the PLCnext
Controller and hit enter.

= Type “ping” and enter
= You should see successful pinging.
= Hit Ctrl C to stop pinging
= Type “su root”
= This will Switch User to the Root directory

= You will be prompted to create a password for the
Root account. You will need to enter it three
times*...you will not see it as you type it, so type
carefully, and WRITE IT DOWN WHERE YOU WILL
NOT LOSE IT!

* You will only enter the Root password once after
the initial creation.

= PuTTY is now prepared to accept the commands

you will find on Github’s PLCnext USA page. . chsI.C‘ETDAIch
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OPCUA - Installing and using Node-Red on your computer
Follow instructions on Github

New Tab X | @ IoT WORLD VIRTUAL X ) GitHub - plenextusa/node-red: I X =+ - X

& @ @ github.com/plenextusa/node-red b4 e H

= Visit the Phoenix Contact
USA PLCnext site on Github T —
to download and install the e e
software needed. B

ed
O Why GitHub? Team Enterprise Explore Marketplace Pricing / Sign in ‘Sign up‘

Join GitHub today
GitHub is home to over 50 million developers working together to host and review code,
u manage projects, and build software together.

#° Branch: master ~ Go to file About

Node-Red
@ ychamare committed b5280c5 on Mar 20 . )36 commits §° Tbranch G 0tags

[ Readme
[ LICENSE Initial commit 4 months ago & MIT License
[ READMEmd Update READMEmd 3 months ago

Releases
README.md

No releases published

node-red

important : this build will not run without an SD card addtional memory, due
to Node-Red storage requeriments -Minimum 2GB Memory stick for AXC F
2152 (Part# 1043501 or 1061701)

Part 1 - Installation of Balena Engine
https://github.com/PLCnext/Docker_GettingStarted

@ @0 [leoNTaa
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https://github.com/plcnextusa/node-red

OPCUA - Installing and using Node-Red on your computer
Follow instructions on Github

@ Part 1 - Installation of Balena Engine

= We've already Completed StepS 1-4 under “Establish the https://github.com/PLCnext/Docker_GettingStarted

: ”
Con neCtlonS . This is part of a series of articles that demonstrate how to install Balena-engine on PLCnext controller and work with
OCI containers. In this article, we will install the Balena-engine and start OCl containers.

= Cut and paste* (or type in) the text string that follows the #
on the first line under “Download the Project to the

Installation

Establish the Connections

]
ContrOI |er 1. Connect the AXC F 2152 controller to Internet-Provider and Linux OS via LAN-cable.

2. Start the terminal on Linux OS and establish the SSH-Connection to PLC via command line "ssh

= Letitrun 2dmin@192.168.1.10".

3. Change to root via “su -" (root password have to be setup LINK)

4. Make sure your Internet connection is intact, via command-line ping 8.8.8.8

= Cut and paste* (or type in) the text string that follows the #
on the Second ||ne Download the Project to the controller

root@axcf2152:~# git clone https://github.com/PLCnext/Docker_GettingStarted.git

= Repeat for each of the two lines under “Install Balena”

root@axcf2152:~# cd Docker_GettingStarted

Install Balena

To install balena-engine run the setup.sh

*Note: To paste into PuTTY, use Shift Insert, (not CTRL V)

root@axcf2152:~# ./setup.sh
. mPHCENIX
CONTACT
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Passzword:

Started.git

ty directory.

rootBaxcf2152: fopt/plenext/# cd Docker Ge
:cctéax:fE;EE:fcptfp;c:exthccke:_’_
:cctéax:fE;SE:fcptfp;c:exthccke:_

gzip: invalid magic
tar: Child returned status 1

tar: Error is not recoverable:

Installing files...

wget: bad address 'frtp.de.debian.org
[Reading database ... 16 files and directori
Freparing to unpack cgroupfs-mount 1.1 all.
fvar/lib/dpkg/info/cgroupfs-mount .prerm
dpkg: warning: old cgroupfs-mount pac
dpkg: trying script from the new pac

JSvar/lib/dpkg/tmp.ci/prerm:

fatal: destination path 'Docker GettingStarted

EX1ting now

o,
m

Wy we
AR o
it M

1

root@axcf2152: fopt/plecnext/# git clone https://github.com/PLCnext/Docker Getting

already exists and is not an emp

GettingStarted# ./setup.sh

es currently installed.)

|+ I
5: invoke-rc.d: command not found

-removal script subprocess returned error exit status 127
ead ...
.d: command not found

dplkg: error processing archive cgroupfs-mount 1.1 all.dek (--install):

new cgroupfs-mount package pre-removal script subprocess returned error exit status 127
line &6: invoke-rc.d: command not found

installed cgroupfs—-mount package post-installation script subprocess returned error exit status 127

cgroupfs-mount_ 1.1 all.deb

groupadd: group 'docker' already

fete/res.d/520cgroupfs—mount :
System startup links for Sfetc/ini
Usage: service docker {start|stop}

Installation successful!

O S

the container engine for the

Errors were encountered while processing:

:cctéax:fE;EE:fcptfp;c:exthccke:_Eett;:gSta:teﬂ# I

dfcgroupfs-mount already exist.
S1lib/1sb/init—-functions: NHo such file or directory

fbalena already exist.

Note the successful
Installation of
Balena, which is a
prerequisite for
loading Node.js and
Node-Red onto the
PLCnext Controller

@ 0 Gleontac
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OPCUA - Installing and using Node-Red on your computer

Follow instructions on Github

= Copy the text to the right of the # Part 2 - Installation of nhode-red container

from the Github page Install node-red from the official node-red container hub
https://hub.docker.com/r/nodered/node-red

rootgaxcf2152:~# balena-engine run -it -p 1888:1888 --network=host --privileged --name=mynodered nodered/node-

4 k

This command will install and create your container which will run with the balena-engine from boot by default, and if
your unit is connected to the internet so should be Node-Red, allowing to install any contribution you desire from the

interface

Mow you can start and stop your Node_red container anytime by using the following commands.

root@axcf2152:~# balena-engine start mynodered
root@axcf2152:~# balena-engine stop mynodered

> balena-engine run -it -p 1880:1880 --network=host --privileged --name=mynodered nodered/node-red

OO LleonAa @ ¢
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OPCUA - Installing and using Node-Red on your computer
Paste the Node-Red installation instruction into PuTTY

EP 192,168,010 - PuTTY

= Paste it into the PuTTY program,
using Shift-insert to paste.

= Hit enter and wait for Node Red to
load.

work=host --privileged --name=mynodered nodered/node-red

balena-engine run -it -p 1880:1880 --network=host --privileged --name=mynodered nodered/node-red

@ 0 [LeoNTAa
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balena-engine start mynodered

OPCUA - Installing and using Node-Red on your computer

Follow Instructions on Github

= Copy the text to the right of the #
from the Github page

Now you can start and stop your Node_red container anytime by using the following commands.

= Paste it into PUTTY, again, using
Shift-insert to paste.

rootigaxcf2152:~# balena-engine start mynodered
rootgaxct2152:~# balena-englne stop mynodered

= Hit enter and wait a minute or two
for the software to run.

v

balena-engine start mynodered
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OPCUA - Installing and using Node-Red on the PLCnext Controller

“Opening” Node Red

B 0| @ rirgirie v I = - - B e
<« O ) | 127.0.0.1:1880#flow/aebb7c0.1d57¢ ¥ = LoE -
= Enter the PLCnext Controller’s < Node RED
IP address in your computer’s [ evenorcun el i ] n ] -
browser, followed by a colonand ™
“1880” = -
(@ Mot secure | 192.168.0.10:1880/4 p— . pescrption
= From this point, you operate in
the same way as you did when -
Node-Red was hosted on the
computer, rather than on the =
PLCnext Controller. _&
= Review slides 19-29 of this
presentation. o G 5
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Our experience leads to your success

Your partner in digitization

T N

Experience in Process expertise Products for
machine building in production intelligent automation
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Let's shape the future together!
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