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Creating an AWS IAM Role to connect AWS with
Ubidots

This is a complement to “Connect AWS loT with Ubidots”. If you haven’t read it, make sure to

check it out before continuing.

This guide explains an alternative method to grant Ubidots access to your AWS account.
Table of contents:

1. In AWS: Create an AWS |IAM Role

2. In AWS: Edit the IAM Role’s Trust Relationship and Permissions
3. In Ubidots: Provide your IAM Role URL to grant us access to your AWS account

1- Create an AWS |IAM Role

Go to your AWS IAM User Management console, then click on “Roles” — “Create Role”:
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Services v  Resource Groups ~ * JARC Global Support

roh 1AM 4 Delete role olale

Dashboard Q Search Showing 0 results

Groups . "
Role name ~ Description Trusted entities
Users
I Roles
Policies
Identity providers
Account settings

Credential report

Encryption keys

Select the type of trusted entity “Another AWS Account”, then enter Ubidots AWS account

ID and continue to the next step.

Account ID: 813028286946
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& Secure | http: a esgnewrstep=type&roleType=crossAccol

Services v Resource Groups ~

Create role o 2 3

Select type of trusted entity

."- n;\WS service

EC2, Lambda and other

@  Another AWS account @ Wehidentity SAML 2.0 federation

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* \ 813028286946 |o
Options Require external ID (Best practice when a third party will assume this role)
Require MFA @
* Required Cancel Ne:
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Leave the screen to “Attach permission policies” untouched and click on “Next: Review”

(We’'ll be adding those permissions later):

@ Secure | hitps://console.aws.amazon.com/iam/home?regio s-east-2#/role: ew?step=permissi
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Create role 1 o 3

+ Attach permissions policies

Choose one or more policies to attach to your new role

Create policy =
Filter policies + Q, Search Showing 398 results
Policy name « Used as Description

»  BF AdministratorAccess Provides full access to AWS services a...

»  BF AlexaForBusinessDeviceSetup None Provide device setup access to AlexaF...

» NP AlexaForBusinessFullAccess None Grants full access to AlexaForBusiness..

»  WF AlexaForBusinessGatewayExecution Provide gateway execution access to A..

»  BF AlexaForBusinessReadOnlyAccess Provide read only access to AlexaForBu...

»  BF AmazonAPIGatewayAdministrator None Provides full access to create/edit/dele...

» B AmazonAPIGatewaylnvokeFullAccess Provides full access to invoke APls in A..

» ¥ AmazonAPIGatewayPushToCloudWatchLogs Nene Allows AP| Gateway to push logs to use...

» Set permissions boundary

* Required Cancel Previous Next: Review,'

@ Feedback (@ English (US)

Finally, in the Role name, enter a name that begins with “Ubidots_".

Mandatory prefix for Role name: “Ubidots_"
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Create role 12 °
Review

Provide the required information below and review this role before you create it.

Role name*  Ubidots_813028286946

Use alphanumeric and '+=, characters. Maximum 64 characters.

Role description

Maximum 1000 characters. Use alphanumeric and

characters.

Trusted entities  The account 813028286946

Policies Policies not attached

Permissions boundary Permissions boundary is not set

* Required Cancel Previous Create role

@ Feedback (@ English (US)

2- Edit IAM Role’s Trust Relationship and Permissions

Click on the created Role to edit it:
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@ Secure | http

Services Resource Groups v

ea 1 @ The role Ubidots_813028286946 has been created.
Dashboard
Delete role o 8 ©
Groups
U
sers Q search Showing 1 result
I Roles
Policies Role name « Description Trusted entities
Identity providers Ubidots 81302828(\9‘ Account: 813028286946

Account settings

Credential report

Encryption keys

Services Resource Groups v

Roles > Ubidots_813028286946

1
Summ ary Delete role
Dashboard
Role ARN arn:aws:iam::561232861499:role/Ubidots_813028286946 £
Groups
Role description Edit
Users
Instance Profile ARNs i)
I Roles
Path /
Policies
Creation time 2018-07-26 11:22 EST
Identity providers

Maximum CLI/API session duration 1 hour Edit

Account settings
Give this link to users who can https://signin.aws.amazon.com/switchrole?roleName=Ubidots_8130282869468&account=561232861499 ¢

Credential report switch roles in the console
Permissions Trust relationships Access Advisor Revoke sessions

Encryption keys
You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relaliunshipJ

Trusted entities Conditions

The following trusted entities can assume this rale. The following conditions define how and when trusted entities can assume the
role.

Trusted entities There are no conditions associated with this role

The account 813028286946

@ Feedback @ Engli
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Copy and paste the following trust policy, then click on “Update Trust Policy”:

"Version": "2012-10-17",

"Statement": |
{
"Effect": "Allow",

"Principal": {
"Service": [

sns.amazonaws.com",

"iot.amazonaws.com"

1,
"AWS": "arn:aws:iam::813028286946:root"

}

"Action": "sts:AssumeRole" }

aWS, Services ~ Resource Groups ~ * 0 Gustavo Diaz Jaimes v Global
— ~

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document.

Policy Document
e
"Version": "2012-18-17",
"Statement”: [

"Effect's TAllew",
"Principal”: {
"Service": [
"sns.amazonaws.com",
"iot.amazonaws.com"

F
"AWS": "arn:aws:iam::813@28286946:root"
3}

s
"Action": "sts:AssumeRole"
}

! 1
6 |}

Cancel Update Trust Policy

Go to the “Permissions” tab, then click on “Add inline policy”:
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Services ~ Resource Groups *

Roles > Ubidots_813028286946

Summ ary Delete role
Dashboard
Role ARN am:aws:iam:561232861499:role/Ubidots_813028286946 (F
Groups
Role description Edit
Users
Instance Profile ARNs )
I Roles
Path /
Policies

Creation time 2018-07-26 11:22 EST
Identity providers
Maximum CLI/API session duration 1 hour Edit
Account settings
Give this link to users who can https://signin.aws.amazon.com/switchrole?roleName=Ubidots_813028286946&account=561232861499 ¢

Credential report switch roles in the console
Permissions Trust relationships Access Advisor Revoke sessions
Encryption keys

~ Permissions policies

@  Get started with permissions
This role doesn't have any permissions yet. Get started by attaching one or more policies to this role. Learn more

Attach policies [+ &&nline policy

» Permissions boundary (not set)

"Version":

"Statement"

"Action"

iam:GetRole",

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:ListRolePolicies"

1,

“Resource":
"arn:aws:iam::*:role/Ubidots 813028286946

}
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Visual editor JSON

=
"Version": "20812-10-17",
- "Statement": {
"Effect": "Allow",
- "Action": [
"iam:GetRole",
"iam:CreateRole",
"iam:PutRolePolicy”,
"iam:ListRolePolicies”
1,
"Resource": "arn:aws:iam::*:rolefUbidots 813828286946"

Give a name to your policy, then click on “Create Policy”. Please note the name must be

“ubidots_iam”:
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Mandatory inline policy name: “ubidots_iam”

Services Resource Groups ~

Review policy

Before you create this policy, provide the required information and review this policy.

Name* | ubidots_iam

Maximum 128 characters. Use alphanumeric and - " characters.

Summary
This policy defines some actions, resources, or conditions that do not provide permissions. To grant access, policies must have an
action that has an applicable resource or condition. For details, choose Show remaining. Learn more
Q Filter
Service = Resource Request condition
Allow (1 of 142 services) Show remaining 141
1AM Limited: List, Read, Write, Permissions RoleName | string like | Ubidots_* None
management
4 »
*Required Cancel Previous

@ Feedback (@ English (US)

You should see the inline policy “ubidots_iam” successfully created:

& Secure | https://console.aws.amazon.com/iam/home?r east-2#/role bidots_81302828694675¢e

Services ~  Resource Groups ~ %

Roles > Ubidots_813028286946

ke 1 Su mmary Delete role
Dashbeard
Role ARN arn:aws:iam::561232861499:role/Ubidots_813028286946 (¢
Groups
Role description Edit
Users
Instance Profile ARNs [
I Roles
Path !
Policies

Creation time 2018-07-26 11:22 EST
Identity providers
Maximum CLI/API session duration 1 hour Edit
Account settings
Give this link to users who can https://signin.aws.amazon.com/switchrole?roleName=Ubidots_8130282869468account=561232861499 (&

Credential report switch roles in the console

Per Trust i i Access Advisor Revoke sessions
Encryption keys

~ Permissions policies (1 policy applied)

© Add inline policy

{ttach pol
Policy name ~ Policy type ~
» ubidots_iam Inline policy *®

» Permissions boundary (not set)

@ Feedback
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Repeat the same process to create another “Inline policy”. This time, copy and paste the
following policy into the “JSON” tab, then click on “Review policy”:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": [
“iot:ReplaceTopicRule",
"iot:DisableTopicRule",
"iot:GetTopicRule",
"iot:EnableTopicRule",
“iot:CreateTopicRule",
"jot:List*"
1,
"Resource": "arn:aws:iot:*:*:rule/Ubidots_*"
Jr
{
"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"iot:List*",
“iot:Update*"

1,

"Resource": "*"

Give a name to your policy, then click on “Create Policy”. Please note the name in this case
must be “aws_iot_core_read_policy”:

Mandatory inline policy name: “ aws_iot_core_read_policy”

You've now successfully configured your IAM Role. Finally, copy the IAM Role URL:
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3- Enter your IAM Role URL in Ubidots

In your Ubidots account, go to “Data” — “Plugins”, then click on “Create Data Plugin”:

i3 ubidots

Data Plugins

===

h———J
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Select AWS loT:

New Data Plugin

I AWS loT I

Click on “Connect” to link your AWS account with Ubidots:

AWS loT

Connect AWS with Ubidots

¢ BACK

Ingest data from your AWS loT devices. To begin, please connect your AWS account with Ubidots
=) L] L1 I

a1""'""51 Amazon Web Senices I | Connect :I

An authorization screen will appear. Scroll down and select the option “Connect using IAM

Roles”:
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Allow Ubidots to access your AWS account

Plnase enter pour AWS AcCess Koyt We recommnend Crsating 8 mew Wser in the AWS 1AM
console with "Prograrmmatic Access” and the foliowsng permission palicy:

& [AMFPullACCess
AccessKeyhd

SecretAccessKey

Connect using AWS Access Keys

AS a security measure, Ubidots will NOT store your AWS keys: they are only used once to
create a restricted role (o securely acoess your AWS account resources. If you would
rather mmw%mmmmwerﬂ how 1o Create an IAM role

seif

Enter your IAM Role URL then click on “Check Role”:

| & Secure | hitps://industrial ubidots. com/apifubifauths!_faws/connect/?callback=https:findustrial ubkdots.comfapifubifa _|

U

Follow this guide to create an LAM Role with the right penmisisions. then come back to this
screen and enter the resulting M Roke LIRL
e, = e m— ] S — == ] — e — =]

I https://signinaws. amazon.com/switchrolefroleMame=Ubidots_sooaBaccour I

|I': Check Role :. |
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After a successful handshaking between Ubidots and AWS, the authorization screen will
disappear and you’ll be back to your Ubidots account, where the message “Account
connected successfully” will appear, along with the AWS Account you just connected to
Ubidots. At this point, you’re ready to continue creating your AWS Data Plugin.

AWS loT

Connect AWS with Ubidots

¢ BACK

Ingest data from your AWS 10T devices. To begin, please connect your AWS account with Ubidots

AWS  Aws Account ID: 114364703195  Select )
S —

ACcount connected ‘S-'JCEESS’E..I"‘J"
—-— o - . . -

Connect AWS with Create AWS Check your Data Plugin I
o Ubidots o resources o {Optional) ° I
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