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 Was ist ein Risiko?
—> Sicherheit ist das Komplementarereignis
zum Risiko

— Risiko ist Schaden mit Potenzial



Risiko

Gefahr A
Bedrohung Sset




Realitatsabgleich

Compliance?

Risk Management?

Operational Risk, Business Continuity?

IT, Information Security — Cyber Security?

Red Team, Threat Modeling, APT and openSSL?
Big Data???

Security ™ vs. Compliance ™



IT Risiko in der Risiko-Hierarchie

Enterprise Risk |

Strategic § Environmental | Market | | Credit | | Operational | Compliance
Risk Risk Risk Risk Risk Risk

IT-related Risk

IT Benefit/Value IT Programme and IT Operations and
Enablement Risk Project Delivery Risk Service Delivery Risk




COSO

Enterprise Risk Management Framework

Risk management
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The COSO Enterprise Risk Management Framework



ISO 31000 Risk Mgmt (2009)

Guidelines and Principles and Framework

Framework for managing risk
(Clause 4)

Principles for managing risk
(Clause 3)

1) Creates value

2) Integral part of
organisational
processes

3) Part of decision
making

4) Explicitly addresses
uncertainty

5) Systematic,
structured & timely

6) Based on the best
available information

7) Tailored

8) Takes human &
cultural factors into
account

9) Transparent &
inclusive

10) Dynamic, iterative &
responsive to change

11) Facilitates continual
improvement &
enhancement of the
organisation

= =
AS4360 - Implicit, to
some axtent

Mandate &
commitment

it
Design

of

g

gk

Process for managing risk
(Clause 5

Attributes of
enhanced risk
manageme nt
(Annex A-
Informative)

AS4360 - Fully covered in
Minn:l“nisku?npnm




ISO 31000 Framework

Mandate and commitment (4.2)

1L

Design of framework for managing risk (4.3)
Understanding the organization and its context (4.3.1)
Establishing risk management policy (4.3.2)
Accountability (4.3.3)

Integration into organizational processes (4.3.4)
Resources (4.3.5)

Establishing internal communication and reporting
mechanisms (4.3.6)

Establishing external communication and reporting
mechanisms (4.3.7)

Implementing risk management (4.4)
Implementing the framework for managing
risk (4.4.1)

Continual improvement of the framework
(4.6)

Implementing the risk management process
(4.4.2)

Monitoring and review of the framework (4.5)

Figure 2 — Relationship between the components of the framework for managing risk



ISO 31000:2009(E)

1ISO 31000

Processes

Communication
and
consultation
(5.2)

~—+Establishing the context (5.3)

Risk assesslment (5.4)

Risk identification (5.4.2)

Risk analysis (5.4.3)

Risk evaluation (5.4.4)

Risk treatment (5.5)

Monitoring
and
review (5.6)

Figure 3 — Risk management process




ISO 31000 - Processes

- Mandate and commitment
Design of Understanding of the organisation and its context

framework for  Establishing risk management policy
managing risk Accountability

Integration into organisational processes
Resources
Establishing internal communication and reporting mechanisms

Establishing external communication and reporting mechanisms

|mp|emenﬁ ng Implementing the framework for managing risk
risk
ma nagement Implementing the risk management process

Monitoring and review of the framework

Continual improvement of the framework



ISO 31000 - Processes

Risk Communication and consultation
Management
Process Establishing the external context

Establishing the internal context

Establishing the context of the risk
management process

Defining risk criteria

Risk identification
RiSk assessment Risk analysis

Risk evaluation

Risk treatment

Monitoring and review

Recording the risk management
process



1ISO 31000

Attributes of enhanced risk management

* Key outcomes

— The organisation has a current, correct and
comprehensive understanding of its risks

— The organisation’s risks are within its risk criteria

* Attributes
— Continual improvement
— Full accountability for risks
— Application of risk management in all decision making
— Continual communications

— Full integration in the organisation’s governance
structure



1ISO 27005

Information Security Risk Management

CONTEXT ESTABLISHMENT

I
RISK ASSESSMENT

RISK IDENTIFICATION
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RISK DECISION POINT 1
Assessment satisfactory
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RISK COMMUNICATION AND CONSULTATION

RISK TREATMENT

RISK DECISION POINT 2
Treatment satisfactory

RISK ACCEPTANCE

END OF FIRST OR SUBSEQUENT ITERATIONS



1ISO 27005

Context Establishment

Basic Risk management approach
Criteria Risk evaluation criteria
Impact criteria

Risk acceptance criteria

—>Scope and Boundaries
—0Organisation for information security risk management



1ISO 27005

Information security risk assessment

Risk Identification of assets
identification o
Identification of threats
Identification of existing controls
Identification of vulnerabilities

Identification of consequences

Risk analysis  Risk analysis methodologies
Assessment of consequences
Assessment of incident likelihood

Level of risk determination



ITGI RisklT Framework

Positionierung

Figure 1—Positioning CosiT, Val IT and Risk IT

Business Objective— Trust and Value—¥*ocus

Risk Identify Risk
Management and Opportunity

l IT-related

Events

IT Process
Management

IT-related Activity Focus
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IT Risk (high level) categories

Business Value

Examples
Fail to Gain Gain

_ » Technology enabler for
IT Benefit/Value new business initiatives

Enablement « Technology enabler for
efficient operations

IT Programme * Project quality

5 . * Project relevance
and Project Delivery Pm;ect overTun

IT Operations and « [T service interruptions

) )  Security problems
Service Delivery Compliance issues

Lose | |

Business Value

17



RiskIT Framework

Risk Governance

Ensure that IT risk management
practices are embedded In the
enterprise, enabling it to secure
optimal risk-adjusted return.

Integrate
With
ERM

i Make
Establish and :
Maintain a Risk-aware

Common Risk ggcsilgigii
View

Business
Objectives

Articulate React to
Risk Events

Risk Response

Ensure that IT-related risk Issues,
opportunities and events are
addressed in a cost-effective manner
and in line with business priorities.

Maintain
Risk
Profile

Risk Evaluation

Ensure that IT-related risks and
opportunities are identified, analysed
and presented in business terms.

18



Risk maps...

* Risk 4
appetite
e Risk Really Unacceptable

tolerance £ \ ‘
. g
" Risk A\
culture

"N |

Frequency
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Blaming
Culture

Risk culture

Behaviour
Towards
Negative
Outcomes

Aggressive:

Risk Taking

Behaviour
Towards
Taking Risk

Risk
Culture

Behaviour
Towards
Policy
Compliance

Compliance

Non-
compliance

20



IT risk scenario development

Top-down
Scenario
Identification
* |dentify business objectives.
 * Identify scenarios with most
impact on achievement of
objective.

|
Business
Objectives

 Refined and

- Specific IT Estimate Frequency

| Risk and Impact IT Risk
Scenarios

Generic Risk' * Identify all hypothetical
- scenarios.
Scenarios Reduce through high-level

Bottom-up analysis.

Scenario
Identification

External
Environmental
Factors

. Internal : . Risk IT
nvironmenta anagement o
Factors Capability oL




Risk scenario components

Event

e Disclosure

e nterruption

¢ Modification

L

. B';i'ﬁucﬁon Asset/Resource
Threat Type * Ineffective design * People and organisation
e Malicious * |neffective execution ® Process

» Accidental/error * Rules and regulations » Infrastructure (facilities)
e Failure * Inappropriate use e [T infrastructure

* Natural * Information
e External requirement e Applications

+ —t
[Actor] f Risk \ Time

* Internal (staff, contractor) e Duration

e External (competitor, scenario * Timing of occurrence

outsider, business partner, (critical, non-critical)
regulator, market) e Timing to detect
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Aber: scenario based...

- keeping it real!

LET'S SCHEDULE A
SCENARIO—-BASED
ROUNDTABLE DISCUS—
SION ABOUT OUR
ENTERPRISE PROJECT
MANAGEMENT.

Dilbert.com DilbertCartoonist@gmail.com

WELL USE OUR INFRA—
STRUCTURE SURVEY
TOOL TO ARCHITECT A
RISK-BASED TIERING
SYSTEM.

-
1Y% 22010 Scotnt Adams, Inc./Dist. by UFS, Inc.

THAT
ALMOST
MEANT
SOME -
THING.

I™M
TEMPTED
TO STOP
ACTING

RANDOMLY.

23




Risk
Analysis

IT Risk Response
options and
prioritisation




Verwalten von IT Risiken

Risiko
analyse

Risiko

management

Risiko
lenkung

Konsolidierung

Risiko
identifikation
Link to
business

Quantitativ
Qualitiativ
Risiko
bewertung
Statistische
Basis

Admin
Disziplin/
Aufwand

Risiko

bearbeitung

Kosten
o]

Nachvollzieh-
barkeit

Risiko
tracking

Konstanz
(zahlen) 25



Quantifizieren von IT Risiken

I DIDNT HAVE ANY

ACCURATE NUMBERS

S0 I JUST MADE UP
THIS ONE.

$4 (29873
—

www.diibert.com  scottadams®aol.com

STUDIES HAVE SHOWN
THAT ACCURATE
NUMBERS ARENT ANY
MORE USEFUL THAN THE
ONES YOU MAKE UP.

)

Big Data? Loss DB?

Komplexitat von Informationssystemen (und Software)?

S8¢F ©2008 Scott Adams, Inc./Dist by UFS, Inc

HOW
MANY

STUDIES  EIGHTY-

SHOWED SEVEN.
THAT? (

26



Quantifizieren von IT Risiken

In der Praxis eher qualitativ statt quantitativ
— Fehlende statistische Basis
— Prinzipiell komplexe Systeme

— Wenig akuter Bedarf zur Quantifizierung = tUber
Verknupfung mit Business Process

Konsolidierung der Werte flir Management

Reporting als Grundlage fir Quantifikation

n der Praxis eher , erste Schritte” statt best
oractise

SO 27005, ITGI RiskIT Framework und
Practictioner Guide bieten brauchbare
Grundlagen (Framework)




Risk Treatment

Risk Controls
treatment Measures

Avoid Avoid /
Eliminate Verhindern
4 N\ 4 N\
Reduce
H o H Detect /
Minimize Entdecken
g J g J
4 N\ 4 N\
| Transfer | Minimize /
Externalize Einddmmen
g J g J
4 N\
L Accept
Residual Risk

- J




Risk Treatment — ISO 27005

RISK ASSESSMENT
RESULTS

Risk decision point 1

Risk treatment

RISK TREATMENT OPTIONS

RISK RISK RISK

MODIFICATION RETENTION AVOIDANCE

RESIDUAL RISKS

Risk decision point 2

29



Konsolidieren von IT Risiken

Disjointed risks
N FAN
N ° BN N
B N o

N
A\ o‘
N

Frequency

Magnitude




Konsolidieren von IT Risiken
shared risks

N
N\




AS REQUESTED, I
DID A "RISK
MANAGEMENT"
ASSESSMENT.

OUR RISK MANAGE—
MENT SOFTWARE SAYS
YOUR IDEA IS TOO
RISKY.

WELL NEED A
RISK ANALYSIS
ON THIS PROTECT
BEFORE I CAN
APPROVE IT.

/

www.dilbert.com scottadams®aclcom www.dilbert.com scottadams@aol.com

www.unitedmedia.com

<
'

L CONCLUDED THAT
THERE WAS NO
RLSK OF ANY
MANAGEMENT,

3 0& 1
TRY
REDUCING WHICH
ONE OF ONE?

RISK 1: INDECISIVENESS

RISK &: OVERANALYSIS

RISK 3: CLUELESSNESS

RISK 4: MICROMANAGE-
MENT .

W

cLicx
crIes
82 8

31707 ©2009Scott Adams, Inc./Dist by UFS, Inc. 9/30{39 © 1999 United Feature Syndicate, Inc.

I1[%[17  © 1997 United Feature Syndicate, Inc.

DO YOU HAVE
ANYTHING TO
ADD?

HONESTY.

I JUST

f THREW UP
IN MY
MOUTH.

1 DON'T ,
UNDERSTAND L"‘U“:\*‘(;E 2

THESE THIRTY-STX
RISKS. 5 '




