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Typical Deployments Sized

1 - 16 Gbps (64 Gbps Max)

» . N
a CSS&ACE- A
®1 or2 VC’s: Production & Staging/Test
4710 ®2-4 SSL Vservers
¢Single Role for Administration
J
~\

Multiple Tenants

5+ V(C’s
© 10+ SSL Vservers (2 per context)
*RBAC (Basic Roles)

ACE-4710/ACE-30

ACE-30 Service
Module & Multi-
Chassis

Service Providers

©100+ VC’s
*RBAC (Extensive Roles, Per VC AAA)

GSS-4492R — Global Server Load Balancing
20k DNS RPS

© 2014 Citrix

Server Load Balancing
Application Optimization &
Application Security

Virtual Context Support
Multimedia & Voice Support
Pay as you grow Throughput
license upgrades (SSL, VC'’s,
Compression)

Support for Cisco Catalyst 6500
& 7600

J
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Cisco ACE / CSS / CSM to NetScaler

Cisco Model Throughput Citrix NetScaler

ACE 4710 0.5 -4 Gbps MPX {5550, 5650, 8005}

ACE 30 SM 4, 8, 16 Gbps MPX {8005, 8015, 11515}
CSS 11501S-C 1.8 Gbps MPX 5550

CSS 11503 6 Gbps MPX 5650

CSS 11506 12 Gbps MPX 11515

Cisco CSM 4 Gbps MPX 8005

Cisco GSS — All NetScaler MPX Enterprise & Platinum

° i
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Cisco ACE/CSS/CSM and Recommended NetScaler ADCs

Cisco Model Throughput Citrix NetScaler Throughput

ACE 4710 0.5 Gbps MPX 5550 0.5 Gbps
ACE 4710 1 Gbps MPX 5650 5 Gbps
CSS 11501S-C 1.8 Gbps MPX 8005 5 Gbps
ACE 4710 2 Gbps MPX 8005 5 Gbps
ACE 4710 4 Gbps MPX 8005 5 Gbps
ACE 30 SM 4 Gbps MPX 8005 5 Gbps
Cisco CSM 4 Gbps MPX 8005 5 Gbps
CSS 11503 6 Gbps MPX 8015 15 Gbps
ACE 30 SM 8 Gbps MPX 11515 15 Gbps
CSS 11506 12 Gbps MPX 11520 20 Gbps
ACE 30 SM 16 Gbps MPX 11530 30 Gbps

For Cisco GSS (Global Site Selector) - any NetScaler MPX appliance supporting NetScaler Global Server Load Balancing (GSLB)
capabilities — Enterprise or Platinum Edition

© 2014 Citrix CITRIX
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Citrix NetScaler 1000V — ADC from Cisco

* Virtual NetScaler ADC
e Available as Cisco software

» Sold and supported by Cisco

 ADC for Nexus 1000V Virtualized
Data Center

Sold and
supported by
Cisco

[ ]
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Citrix NetScaler 1000V - Platform Options

Citrix NetScaler 1000V on ESXi (e.g. UCS)
o Up to 4 Gbps throughput
o Works on any commodity server

Citrix NetScaler 1000V on Nexus 1110-X

°© Nexus 1110-X — Cloud Services Platform (CSP)

o Platform for multiple Virtualized Network Services
o NetScaler SW + Nexus HW = Cisco ADC

HW SSL for NetScaler 1000V on Nexus 1110-X*
* Roadmap Q3 2014, subject to change

© 2014 Citrix

Nexus 1110 Virtual Services Appllance
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Nexus 1000v

vPath Virtual

NeXUS Network Overlay
1000V
Integration
using vPath

« Virtual Network Overlay through Service Chaining

°
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NetScaler 1000V in the Nexus 1000V Virtualized

ASA 1000V Cisco Virtual NetScaler

Cloud Security Cloud 1000V

Firewall Gateway Services

Router 1000V

——
——p—

Nexus 1000V Distributed Virtual Switch

Multi-Hypervisor (VMware, Microsoft*, RedHat*, Citrix™*)

nexus 1000 [ vwaas [ asazooov | vss | LI

+ Distributed switch * WAN optimization - Edge firewall, VPN « VM-level controls » WAN L3 gateway + Citrix NetScaler Application

Deli Controll
* NX-OS consistency * Application traffic « Protocol Inspection * Zone-based FW  Routing and VPN elivery Lontrofier

« Citrix NetScaler Web App
Firewall

© 2014 Citrix




vPath Service Chaining — Virtual Network
Overlay

 Policy based traffic steering through virtualized network services

Cisco Nexus 1000V

Distributed Virtual Switch

» VPath Encapsulation

Logical packet flow

< > °
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VMDC CVD
VSA 1.0

VMDC CVD
DCI 1.0

Cisco
Valldated - Virtualized Multiservice Data Center (VMDC)
Designs

° ®
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Cisco VMDC: Virtual Multi Service Data Center

* CVDs incorporating NetScaler

VMDC Virtual Services Architecture (VSA) 1.0

o Logical topology optimized for higher tenancy
° |Incorporates NetScaler VPX & NetScaler 1000v

VMDC Data Center Infrastructure (DCI) 1.0
° Virtual private cloud tenant containers in shared data

center
° |Incorporates NetScaler SDX

» Available on www.cisco.com/go/vmdc

0
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http://www.cisco.com/go/vmdc

openstack
Prime Network
CISCO Prlme Services
gee}\wgélé » NetScaler Integration via OpenStack
Controller

* ®
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Cisco Prime Network Services Controller

 Able to configure NetScaler using Openstack APIs

CISCO AND THIRD-PARTY MANAGEMENT ECOSYSTEM

Cisco Intelligent Automation BMC CLM Other
for Cloud
Operation Cisco UCS Director S
Management

IP Address
Management

Image Policy Service System License
Management § Management § Configuration § Administration Management

Capacity
Management

Cisco Prime Network Services Controller
e N

VSG ASA1000V
(Zone-Based (Edge
Firewall) Firewall)

Performance
Management

Third-Party
Device
(VPX)

N1KV
InterCloud

CSR1000V
(L3 Router,

Multihypervisor

Hybrid
Cloud

Amazon

Service
Chaining Config Archive § VM Lifecycle J| Change Audit § Monitoring Azure

Terremark

© 2014 Citrix
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Cisco Prime Network Services Controller

Prime NSC is able to configure and manage NetScaler

o Uses Openstack APIs to configure/manage NetScaler
° Virtual NetScaler instance creation from Prime controller using Openstack

o Platforms: NetScaler VPX and NetScaler 1000V
* Hypervisor: KVM

NetScaler 1000V is part of Cisco Cloud Service - Cisco Intercloud

o Cisco Cloud Services builds / manages clouds for service provider customers
o http://blogs.cisco.com/news/introducing-ciscos-global-intercloud/

e ®
© 2014 Citrix CITRIX
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" exus 7
Cisco RISE RISE Inteatation
N7K
|ntegra_t|(_)n - Data Center Automation
with Citrix
NetScaler

[ ]
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Data Center Switching and L4-L7 ADC Services

L4-L7 ADC services haven't kept up with L2-3

switching speeds
o Switching speeds are Terabit / sec

o ADC speeds are Gigabit / sec

Rules out inline ADC deployments

One-arm NetScaler deployments are typical
°© 70-80% of deployments are one-arm

s ®
© 2014 Citrix CITRIX
[ ]



Service Integration Challenges within Data
Centers

Service Modules

/Tightly embedded with
switch backplane

X Slot is expensive

X performance bottleneck
X Scaling is difficult

© 2014 Citrix wil KIA
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Cisco Remote Integrated Service Engine (RISE)

 Logical integration of a NetScaler with Nexus 7000 and 7700 platforms

Physical Topology Logical RISE Topology

s ®
© 2014 Citrix CITRIX
[ ]



Auto-Discovery/Bootstrap of NetScaler by N7K

» Reduces Steps to Install

Directly Attached NS to Nexus7000 Line Card Ports

Virtual Slot ID assigned
Data & Control Channels Established

<€ >

Auto discovery & bootstrap
<€ >
IaIIow vlan 10, 21, 32-35 E E

NetScaler Nexus
Appliance 7000
© 2014 Citrix

. .
/" Getting Connected \

1. Create port-channel
2. Set up trunk vlans

3. Create rise service to
get an assigned slot

4. Interconnect the
\ NetScaler with the J

N7k
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RISE Automated Policy Based Routlng

» Optimized traffic flows in the data center

» Traffic flows are directed to the
NetScaler

* APBR Rules redirect return traffic to
NetScaler

* Benefits
* No need for Source-NAT
* No manual PBR configuration needed

© 2014 Citrix

1. Client > VIP 8. VIP - Client

Internet

2. Client > VIP

7 N

A\ 4

3. Client = Server
6. Server = Client

a

A 4

7.VIP = Client

5. Server—> 4. Client >
Client Server
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RISE Automated Routing Updates*

* Integrated Routing using RISE

- Route updates are communicated over the RISE !
Automated Routing
control channel
Updates
L

 Allows NetScaler ADC to advertise (add or delete) i
the VIPs to Nexus 7000 dynamically based on Jp——
operational status of VIPs

» Routing protocols on Nexus 7000 can redistribute e
VIP routes to rest of the network e
RHI Pushes VIP Availability into

Nexus Routing Layer

* Roadmap Q3 2014, subject to change

© 2014 Citrix



Netscaler Appears as Virtual Service Module

* N7k SUP recognizes NetScaler as a RISE service module.

» N7K SUP can attach a RISE module and access NetScaler CLI via SSH from N7K
» Access to NetScaler CLI from N7k

°
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NetScaler Monitoring in Nexus DCNM

B 172.26.241.253 - Rermote Desktop Connection

1" DCNM-LAN (172.26.241.253)

Fle View Tools Go Help

B F oo @) £y
0

\# Power Usage
350 wirtual Switch

Mame | Description [ Product ID [ Serial Number  [Hardware wer Software Yersion Status | Temperature st. a
CORE-1 Nexus 7000 C7010 (10 Slot) Chassis N7K-C7010 TBM14364968 6.1(1) =
= [ n7k-3 Nexus7000 C7010 (10 Slot) Chassis NTK-C7010 TBM14301075 6.1(1rise)
18 network Card in Slot 1 10/100{1000 Mbps Ethernet XL Module N7E-M148GT-110 JAF1428BIRE 0.202 &.1(1rise) o ok = ok
-1 network Card in Slok 5 Supervisor module-2 N7K-SUPZE JAF1608ACEM 0.403 6.1(1rise) & Active * = ok
¥ retwork Card in Slat 6 Supervisor module-2 MFK-SLPZE 1AF1608ACER 0.403 &.1(1rise) Ha-Standby =] ok
8 network Card in Slot 10 1/10 Gbps BASE-T Ethernet Module N7K-F248XT-25 JAF16028PQS 0.3 6.1(1rise) o ok = ok
8 Service Card in Slot 11 Fabric card module N7K-C7010-FAB-1 JAF1415CLGR, = ok
[ Service Card in Slot 12 Fabric card module N7K-C7010-FAB-1 JAF141SCLIR = ok
8 Service Card in Slot 13 Fabric card module N7K-C7010-FAB-1 JAF1434ABGA = ok
8 Service Card in Slot 14 Fabric card module N7K-C7010-FAB-1 JAF1434ABHG = ok
[ Service Card in Slot 15 Fabric card module N7K-C7010-FAB-1 JAF1434ABGN = ok
\# Power Supply 1 Ne:xus7000 C7010 (10 Slot) Chassis Pawer Supply N7K-AC-6.0KW DTM141400%2 © ok —
-\ Power Supply 2 Nexus7000 C7010 (10 Slot) Chassis Power Supply N7R-AC-8, 0K DTM141400TA @ ok
@ Fan1 Nexus7000 C7010 (10 Slok) Chassis Fan Module N7K-CFO10-FAN-5 FOR1431HAED @ ok =l
%TUDU'UQY L N " P e R R A o R BT Sy ———mao o P s s e - e Ama _

[ 2 1wentory

Wirkual Devices
S Interfaces

Environmental Status TiCAM Statistics

= General

Card Mame: Mebwork Card in Slok 396

SeFtiare Version: AO(OMASO010.2 . 1653) sdbiild 0046 26-201 206127 _faubofadburs_nighty4inightl nighkly_sic
3 Switching Description: ACE 4720 Wirkual Appliance Status: © ok
C.D FceE Mumber of Ports: O MAC Address Rangs:
dells Froduct T0: ACE-47EN I Rarigs:
(£ Security

Hardware Version: NA Serial Mumber:
91 Configuration Change Management

i Device 05 Managerment

(fizm DCMM Server Administration

M| ryebwork Servers

[E24 Event Browser

&% Network Analysis

22| | Done

@0 To 0 | &8 denmadmin |
@ StartI J B & ' > J = C:\Documents and Settln...l |5 C:YProgram Files\Cisco ... | 4 Untitled - Motepad

| o]

21 of 247M | Tl

% B A ED z:08rm

CITRIX

| B civwinDowstsystem3z. .. | @8 DCMM-LAN - Windows In... || DCNM-LAN (172.26.24...
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HW, Versions, and License Requirements

Platforms
o Nexus 7000 Series Switches — M-Series and F-Series Modules

° NetScaler MPX, SDX, VPX. Also NetScaler 1000V from Cisco
o Cisco Prime NAM has added RISE support in version 6.02

Versions
o Nexus NX-OS 6.2.8

o NetScaler 10.1e Build 124, 10.5 and later

Licenses
o Nexus Enhanced Layer 2

o NetScaler Enterprise Edition, Platinum Edition

CITRIX

© 2014 Citrix



Nexus 9000
ACI APIC

C|SCO ACI « Application-Centric Networking (SDN)

° ®
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ACIl — driving busingss transformation

ERASTRUCTURE

L] )
© 2014 Citrix CITRIX
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Application centric infrastructure

Nexus 9500

WAl Nexus 9300 and 9500

Physical Hypervisors Compute L4-L7 Storage Multi DC
Networking and Virtual Services WAN and Cloud

Networking

Nexus 7K

s ®
© 2014 Citrix CITRIX
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APIC - Application Policy Infrastructure

gsgpAlggliL%rngle point of automation and fabric element management
°© Common policy, management and operations interface
o Application control and automation over both physical and virtual networking

Comnnnanfo -

Cisco APIC
Administrator

'\ Application Network Profile

© 2014 Citrix CITRIX
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APIC DEVICE PACKAGE FOR NETSCALER

* Full NetScaler Feature Set

Packages

Functicns
supported

HE

Functions

DataStream

GOLESA VLo BN

FrRog tedCatng

LoadBalnong

Ofrtc-haSedr-1.0

CEcNetScar-1.0

OTehntSomer-1.0

Otrec-hneScdr-1.0

Otrec-PeeSisr-10

COUEeNetSoar-1.0

OtreeNetScar-1.0

Otrec-hweScair-1.0

Otra-etScsr-1.0

Oec-NetScer-1.0

QrecNetScaier-1.0

Otrec-h S -1.0

CONNECTCRS

Orenareut), Pbens(orsut)

Tut), nterr )

extermal{ngt), nbormaouTut)

extema{nput), ntems(cuut)

etara(rput), ntens(cuut)

extermal{ngot), nterma(cout)

exermal(neot), nhema(ouTt)

oramal{input), ntensiouput)

enamarout), ntens(ougaut)

extermak{neot), nbermal{ouTat)

exRemal{ngt), nherma(ougt)

teamainput), ntensiorut)

akfinnr oA -~ n
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Service Graphs — Drag and Drop Configuration

FABRIC VM NETWORKING L4-L7 SERVICES

CREATE L4-L7 SERVICE GRAPH (i %

Drag tree node to create L4-L7 service nodes

lv A Devices Name: W.?N:REI.-@

Bl s asco Description: optional

Chitars B Firewall

jelection Polices
it Graphs
Clusters

hetors

.Qcm 1 cimpe  —' -él:s-élo'- 2L cimpx ¢

B To /"" SSLVPN “ " Firewall ** ' LoadBa En\ To Provider

P CacheRedirectica Consumer = HR e
= = L3

P DomainNameService N1 N2 N3
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