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“Bobby was a cowboy, and ice was the nature of 
his game, ice from ICE, Intrusion Countermeasures 
Electronics.” 

 

“Bodiless, we swerve into Chrome’s castle of ice. 
And we’re fast, fast.” 

 

“Zurich. Her bankers. That’s her bankbook, Jack.” 
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      Burning Chrome 
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Targeted attack 

 

• Die Opfer 
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Nomen est omen 

Advanced persistent 
Threat 

• Art und Weise 
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Targeted attack 
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Advanced persistent 
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• Art und Weise 

 

The biggest retail hack in U.S. history wasn’t particularly inventive, nor 
did it appear destined for success.  

http://www.bloomberg.com/bw/articles/2014-03-13/target-missed-alarms-in-epic-hack-of-credit-card-data 
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Targeted attack 

 

• Die Opfer 
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Nomen est omen 

Advanced persistent 
Threat 

• Art und Weise 
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Nomen est omen 

 

Targeted 
Attacks 
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2003: Titan Rain 

 

Attribution: China 

 

Ziel: US / Defense  
       Contractors 
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Geschichte 
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2009: Aurora 

 

Attribution: China 

 

Ziel: Tibetanische 
       Aktivisten 
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Geschichte 

2009: Ghostnet  
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2013: Operation Hangover 

 

Attribution: India 

 

Ziel: Pakistan 
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Geschichte 

Energie  
Telcos 
NGO 



© 2015 SWITCH 

       

12 

Attacker 
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Fazit 

Militärische Spionage 
„klassisches“ Hacken 
 

Industrie/... Spionage 
Malware fokussiert 
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Fazit 

Militärische Spionage 
„klassisches“ Hacken 
 

Profit fokussiert 
Industrie/... Spionage 
Malware fokussiert 
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APTs sind heute 
einfach ein 
weiterer Dienst, 
der im Cyber-
Untergrund 
gekauft werden 
kann! 
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Fazit 
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Malware fokussiert 
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APT Killchain 

Oct 2010 
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       APT Killchain 

Reconnaissance 

Weaponization 

Delivery  

Exploitation  

Installation  

Command and Control (C2) 

Actions on Objectives   
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• Wer sind die Schlüsselpersonen? 

• Was sind die Schwächen? 

•  Iterativ 

 

APT Killchain 

Reconnaissance 
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Killchain ist zu simplistisch 

 

• Zu grosser Fokus auf Perimeter-Security: 1- 6  

• Zu grosser Fokus auf Malware  

• Das meiste passiert zwischen C2 und „Objective“ 

• Zu wenig Fokus auf die Person des Angreifers 
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Kritik 
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Sind wir sicher? 
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HackingDay_Flyer.pdf 
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             PDF-Analyse ... 
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             PDF-Analyse ... Javascript Objekt 
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             PDF-Analyse ... Stream Objekt 
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             Exploitation, Installation 
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1    1 1  0  0     1  0  1 
1    0 1  1  0     1  0  1  
0  1 0 0  1  0  0  1  1  0 
0  0 1 0  0  1  0  1  0  0 
1  1 0 0  0  1  1  0  1  1 
0  1 0 0  1  1     0  0  1 
1  0 1 0  0  0  1  0     1 
0  1 1 0  0  1  0  0  1  0 
0  1 0 0  0  1  0  0  1  1 
1  0 1 0     0  0  0     1 
1  1 0 0     1  0  0     0 
0  1 1 0     1  0  0     0 
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             Attribution 
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             Command and Control 
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1    1 1  0  0     1  0  1 
1    0 1  1  0     1  0  1  
0  1 0 0  1  0  0  1  1  0 
0  0 1 0  0  1  0  1  0  0 
1  1 0 0  0  1  1  0  1  1 
0  1 0 0  1  1     0  0  1 
1  0 1 0  0  0  1  0     1 
0  1 1 0  0  1  0  0  1  0 
0  1 0 0  0  1  0  0  1  1 
1  0 1 0     0  0  0     1 
1  1 0 0     1  0  0     0 
0  1 1 0     1  0  0     0 
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             Command and Control 
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Quelle: http://blog.jpcert.or.jp/2015/07/poisonivy-adapts-to-communicate-through-authentication-proxies.html 
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Sind wir sicher? 
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             And now for the real fun ... 
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             Actions on Objective 
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             Actions on Objective 
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• Gängige Rezepte versagen 

• Die aktuelle Lage ist undurchsichtig 

• Beste Gegenmassnahme:  
Den Angriff teuer machen 
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     Fazit 
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             SWITCHcert 
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http://securityblog.switch.ch 

@switchcert 

+41 44 268 15 40 


