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I nstructions to the candidates:
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Q2) 8
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b)

Answer QL6r Q2,'Q3 or Q4, Q5 or Q6, Q7 or Q8.
Neat dragrams mist be drawn wherever necessary.
Draw iealt figures wherever necessary.

Figures to theright indicate full marks.

Use of Calculator is allowed.

Assume'suitable data if necessary.

Evaluate encryption and decryption using-RSA algorithm p=7, g=11,
e=17 and M=8. [8]

What is authenti cation? Explain vari ouis methods for authentication. [9]
OR

User A and B use the Diffie-Hellman Key exchange techniques with
common prime g=7t-and-primitive root a=7. (8]

i) If user Ahasprivatekey X =5 what isA’spublickey Y ,?
i) If user B hasprivate key X =12 what is B’s publiCkey Y-)?

Distinguish between Kerberos and X .509 authenti Cationservice. [9]

Describe IPsec protocol with its components & seeurity services. [9]
What is PGP? Explain operation of PGE. [9]

OR

PT.O.



Q4) @ Explain Secure Socket Layer Protocol ? [9]
b) Explain VPN architecture with'its component. [9]

Q5) @ List and explairrany two/password management practices. [9]
b) What isIDS?EXplain types of Intrusion detection systems (IDS). [8]

OR
Q6) @ Explan’methodsfor intrusion detection system (IDS). [8]

b) EXplan couritermeasuresthat can beimplemented in Cyber security.[9]

Q7) @ Definecybercrime?Explainit withitstype? [8]
b) Writeshort note on following: [10]
)  Cyber stalking.

i)  Hacking.
OR
Q8) @ DefineHacking? Explairtdifferent typesof hacking. [8]
b) Writeshort note on tallowing: [10]

1)  Information Protection Law.

i) Pl
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