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1. Introduction

In a society increasingly dependent on digital financial transactions and communication, information security is vital. To
protect sensitive data, modern systems rely heavily on cryptography. However, the development of quantum computers
and algorithms has fundamentally threatened the security of many traditional cryptographic methods. Shor's quantum
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algorithm (Shor, 1994), for instance, can efficiently factor large integers, thereby rendering RSA and other widely used
public-key systems vulnerable (Bernstein, Heninger, Lou, & Valenta, 2017) (Bhatia & Ramkumar, 2020). As a result, the
search for reliable and secure solutions has become a key concern. Fortunately, a promising alternative based on the
principles of quantum mechanics has been found: quantum key distribution (QKD). In recent decades, many protocols, such
as B92 (Bennett, 1992) and SARG04 (Scarani, Acin, Ribordy, & Gisin, 2004), have been proposed to secure communication
through the transmission of quantum bits (qubits), usually described by the polarization of photons. However, this paper
focuses on two of the most foundational and widely studied quantum key distribution protocols: BB84 and E91.

The BB84 protocol, introduced by Bennet and Brassard in 1984, was the first QKD method and remains the most widely
researched and implemented. Its security, only mathematically proven in 2000 (Shor & Preskill, 2000), originates from the
uncertainty principle of quantum mechanics and the no-cloning theorem (Nielsen & Chuang, 2010). By using two conjugate
bases — typically the rectilinear and diagonal bases — Alice and Bob can send polarized photons whose polarization
directions encode binary values (0 and 1). When both communication parties select the same basis, and assuming a
noiseless channel, Bob will measure the correct bit. However, if Alice sends a photon encoded in the rectilinear basis and
Bob chooses the diagonal basis, quantum uncertainty dictates a 50% probability of obtaining the correct value. Using a
classical insecure channel, Alice and Bob go through a process called sifting and generate shared secret keys to later
encrypt and decrypt information securely. It is essential to note that an eavesdropper cannot measure the photons without
disturbing their quantum states: any interception and remeasurement by Eve inevitably introduces detectable errors in the
sifted key, allowing Alice and Bob to infer the presence of eavesdropping (Bennett & Brassard, 2014).

In contrast, the E91 protocol is based on quantum entanglement and the violation of Bell's inequalities (Nielsen & Chuang,
2010). Proposed by Ekert in 1991, the protocol uses pairs of entangled photons shared between Alice and Bob, instead of
sending individually prepared qubits. Each party randomly selects bases and performs measurements on their respective
photons. When compatible measurement settings are used, the results are strongly correlated — a direct manifestation of
entanglement. For certain incompatible basis choices, the correlations deviate from classical predictions, enabling a
statistical violation of Bell's inequalities. This sensitivity to measurement settings makes E91 more susceptible to noise and
interference, which can increase quantum bit error rate (QBER) in practical channels. However, this same sensitivity
underpins its security since any interaction by an eavesdropper disturbs the delicate quantum correlations, producing
highly detectable spikes in QBER. To verify the security of the quantum channel, they can compare a subset of their
measurement results to check for violations. If Bell's inequalities are satisfied rather than violated, this would imply that the
correlations could be explained by local realistic (classical) models, suggesting that entanglement may have been lost due to
depolarization or eavesdropping. Finally, if communication is private, they can use bits measured in compatible bases to
generate a secret key, just like in the BB84 protocol (Ekert, 1991).

While both protocols offer theoretical security rooted in the laws of quantum mechanics, their performance under realistic
and adversarial conditions can differ significantly. In this respect, this research aims to compare the BB84 and E91
protocols in simulated quantum channel scenarios, such as satellite, fiber optic, and underwater communications. The
study incorporates factors like photon loss, noise, and active eavesdropping attacks to assess the efficiency of each
protocol under stress. After simulation, performance metrics, such as fidelity, quantum bit error rate (QBER), and key rate,
are evaluated. We hypothesize that BB84 outperforms E91 in efficiency across all scenarios tested, since E91 requires
correlated measurements, which are more susceptible to decoherence and attenuation, particularly in lossy channels.
Accordingly, we predict that underwater channels, characterized by strong absorption and scattering, will degrade quickly,
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rendering them impractical for real-world implementation.

In recent years, QKD has begun to move beyond theory into the real world. Satellite- and fiber optics-based
implementations are rapidly becoming a reality. In 2017, scientists successfully demonstrated the distribution of entangled
photon pairs through satellite-based quantum communication links between two separate locations over 1200 kilometers
apart (Yin et al., 2017). Similarly, advancements in long-distance fiber optic QKD have enabled secure key exchange over
hundreds of kilometers, using techniques like quantum repeaters and low-loss channels to mitigate signal degradation
(Briegel, Diir, Cirac, & Zoller, 1998). However, most prior studies focus on idealized conditions that, although extremely
valuable, do not account for practical limitations. Thus, this work seeks to connect theory and implementation in order to
offer insights into the effectiveness and limitations of the most widely discussed protocols for future QKD real-world
applications and research.

This paper is organized as follows: Section 2 sketches the methodology for the performance analysis of BB84 and E91
protocols. In section 3, the results' metrics such as QBER, secure and sifted key generation rate, and key length are
presented and discussed. We conclude in Section 4.

2. Methods

This section outlines the simulation methodology used to implement and evaluate quantum key distribution (QKD)
protocols — specifically BB84 and E91 — under realistic channel conditions. As access to experimental quantum hardware,
like single-photon sources and detectors, was not available for this study, the polarization states, measurements, and
channel effects were modeled computationally. Each protocol was implemented with and without eavesdropping, and a
series of key performance metrics were used to assess protocol security and reliability over varying distances.

This section is separated into four subsections. Subsection 2.1 presents the main environmental factors — photon loss and
depolarization — that affect photon transmission through different channels and explains how these were modeled
computationally. Subsections 2.2 and 2.3 describe the implementation of the BB84 and E91 protocols, respectively,
including how eavesdropping was simulated. Lastly, subsection 2.4 defines the performance metrics used to evaluate the
protocols, such as quantum bit error rate (QBER), sifted and secure key rate, key length, and CHSH S-values.

2.1. Channel Modeling: Photon Loss and Depolarization

In real-world quantum communication, photons traveling through physical media, such as water, optical fibers, or free
space, are affected by two key factors — photon loss and depolarization — which can significantly reduce the efficiency and
performance of QKD protocols. In the simulation, both phenomena are modeled as functions of the transmission distance
and are adapted for each type of communication channel.

Firstly, photon loss refers to the probability that a photon fails to reach the receiver due to absorption or scattering. To
quantify this phenomenon, Beer-Lambert's law (Teich & Saleh, 2007) can be employed:

I(d) = L1079, (1

where I(d) denotes the intensity of light after propagating a distance d (in km) through an absorbing or scattering medium,
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lo represents the initial power, and o (dB/km) the attenuation coefficient (Czerwinski & Czerwinska, 2022). To obtain the
fraction of photons that survive transmission, both sides are divided by I, and the factor 1/10 is used to convert the
logarithmic decibel scale to the linear power scale:

Id) e ©)

Psuf'm'ue(d) -

Photons are probabilistically dropped according to the loss model defined by Equation 2. For each photon simulated, a
random number in [0,1] is generated and compared to Psurvive(d). If the number is greater, the photon is considered lost
and excluded from the measurement process.

In order to simulate realistic channel conditions, typical attenuation coefficients of all communication channels' conditions
were used. These are shown in Table 1. However, it is important to note that additional loss mechanisms (detection or
coupling) are not included in this work, as the focus of this simulation is to quantify the effect of propagation distance and
medium-dependent attenuation. These effects are experimentally compensated and therefore omitted to isolate the
impact of transmission loss across different channels. Furthermore, the present free-space channel model represents an
overly simplified description of optical propagation and does not include the effects of atmospheric turbulence. In realistic
free-space optical links, turbulence arises from random fluctuations caused by temperature and pressure variations.
Therefore, a full-scale treatment of these effects, stochastically inducing changes in the phase and amplitude of
transmitted photons, time-varying losses, etc., would require advanced numerical techniques, such as split-step
propagation, which lie beyond the scope of this work.

Table 1: Attenuation Coefficient (), measured in dB per kilometer, for each communication channel evaluated. Higher o
corresponds to more lossy environments

Channel Attenuation Coefficient (dB/km)

Underwater 200 (Zhao et al., 2019)

Fiber optic 0.2 (Agrawal, 2012)

Free-space 1 (Aspelmeyer, Jennewein, Pfennigbauer, Leeb, & Zeilinger, 2003)

Note: These values may vary for different fiber materials, and weather and water conditions.

Secondly, depolarization refers to the degradation of a photon's polarized state due to interaction with the transmission
medium. In the simulation, this is implemented by applying a random Pauli error (Nielsen & Chuang, 2010) with a
probability that increases with distance. The expression can be formulated from the exponential-in-time form of a
Markovian depolarizing channel, corresponding to a single-qubit Pauli channel with equal probabilities for X, Y, and Z
errors:

Pt)=1-¢", ©)
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where P(t) is the probability that depolarization has occurred by time t and I' is the decay rate, with units s (Xu et al.,
2010). However, since the simulation is distance-dependent, the time variable is calculated by distance over speed (v),
considering v is constant. This way, a new parameter X is defined:

d d v
I‘t:I‘;:X, where )\:f

Then, substituting into Equation 3, the final equation used to model the probability that a random Pauli X, Y, or Z error is
applied to a photon polarization is obtained:

Pdepul(d) =1- eid/)", )
where A is defined as the depolarization length, with units dependent on the distance d.

For this simulation, typical values of lambda for each channel (underwater, fiber optic, and free-space) were used. These are
shown in Table 2. The parameter A directly maps to the distance-dependent depolarization probability (Equation 4),
representing the chance that a photon becomes depolarized after traveling a distance d. Once depolarization occurs, a
random Pauli X, Y, Z error is applied with equal probability (1/3), assuming isotropic polarization noise with no preferred
basis, since in many transmission media polarization disturbances are well approximated as randomizing processes. If
future experimental data show bias toward particular error axes, the model can be replaced by a Pauli channel with py, py,
p. fit from data.

Table 2: Depolarization length (1), measured in kilometers, for each communication channel evaluated

Channel Depolarization length A (km)

Underwater 0.1 (Zhao et al., 2019)

Fiber optic 68 (Zhang et al., 2025 - provisional assumption)
Free-space 63 (Buttler et al., 1998)

Note: These values were estimated by equating Equation 4 to a proportion of QBER from experimental data.
2.2. Protocol Implementation: BB84

In a laboratory or field deployment of BB84 (Bennett & Brassard, 2014), Alice prepares truly single photons and encodes
each bit in one of two typical polarization bases: the rectilinear basis (Z), which comprises horizontal [H) (0°) and vertical
[V) (1/2), and the diagonal basis (X), which has anti-diagonal |A) (1/4) and diagonal |D» (3n/4) (Maloo, n.d.), where,

1 ®)

|4) = —(H) = [V))
2

S
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These photons then travel through noisy and lossy channels before reaching Bob's randomly chosen polarization bases and
single-photon detectors. Afterward, both parties communicate through a classical channel to sift their data and extract a
secure key. However, since this process is modeled computationally in the simulation, the physical apparatus is replaced
with algorithmic steps that mirror each operation.

|D)

The first step of the protocol is generating the random basis and bits. Alice creates two uniformly random sequences of
length n: a bit string {a} with a; € {0, 1} and a basis string {6:} with 6; € {Z, X}. Then, each bit is encoded as the polarization
state of a photon, as shown in Table 3.

Table 3: Bit representation of different states of polarization in the BB84 protocol

Polarization Basis Bit Representation
0 Z (Rectilinear) 0
n/2(90°) Z (Rectilinear) 1
/4 (45°) X (Diagonal) 0
3n/4 (135°) X (Diagonal) 1

Next, these photons traverse a hypothetical channel characterized by attenuation o (dB/km) and depolarization length 2,
where the survival and noise probabilities defined by Equation 2 and Equation 4, respectively, are applied. A photon is
considered lost — and its value is set to None — if the survival probability is smaller than a randomly generated number (k)
€ {0, 1}. Similarly, a photon suffers depolarization, represented by the application of random Pauli X, Y, or Z errors with
equal probability, if k is smaller than the depolarization probability (see Appendix B).

After channel effects are applied, Bob receives the photons and measures each one in a randomly chosen basis. He
generates a basis string {¢:;} with ¢: € {Z, X} and length n. For each incoming photon, Bob uses the corresponding basis ¢: to
perform his measurement. For example, if Bob detects a photon polarized in the rectilinear basis (horizontal |H) (0°) or
vertical [V} (n/2)) and measures its value with the Z basis, he deterministically records either O for |[H) or 1 for [V). In
contrast, whenever his measurement basis does not match the photon's polarization basis, the output is completely
random, yielding O or 1 with equal probability, because the probability that Bob's X measurement returns "0" (JA> — defined
by Equation 5) when the photon is actually |H) is given by the squared overlap (Born rule) (Nielsen & Chuang, 2010):

2 1 ()

2

(H|+(V| ‘ 1
V2 vz

After measurement, Alice and Bob first identify and discard any rounds in which photons were lost. Then, the sifting

|H)

P(b=0|vy=|H)=[(A|H)
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process begins — the stage in which Alice and Bob generate a key with the bits measured on the same basis. However, due
to channel noise or potential eavesdropping, some of these bits may not match. Thus, in the final error-correction stage,
Alice and Bob reconcile and remove any mismatched bits to arrive at an identical secret key.

Building on the error-correction stage, eavesdropping is modeled as an intercept-resend attack. In this sense, we introduce
an eavesdropper, Eve, into the communication channel after all loss and noise are applied. For each transmitted photon,
Eve has a probability e of intercepting it (the eavesdropper strength). Upon interception, the photon's polarization is
measured in a randomly chosen basis {Z, X} with equal probabilities. The measurement result is then used to prepare and
resend a new photon to Bob, encoded in the same basis Eve measured. This way, when Eve's basis matches Alice's, her
intervention goes undetected. In contrast, if her basis differs, she introduces a disturbance with a probability of 50%, since
the re-prepared state collapses onto a random result in Bob's correct basis (see Appendix B). Thus, by comparing a sample
of their generated bits, Alice and Bob can detect an eavesdropper in an ideal loss- and noise-free environment simply by
checking for any errors.

2.3. Protocol Implementation: E91

In contrast to BB84, Ekert's E91 protocol (Ekert, 1991) is based on entanglement. In other words, instead of Alice sending
individually prepared photons to Bob, both parties share entangled photon pairs. When they perform measurements on
their respective particles using appropriately chosen bases, their outcomes are strongly correlated in a way that violates
Bell's inequalities (Nielsen & Chuang, 2010).

Similar to the BB84 protocol, the first step of E91 involves preparing the photons and selecting a measurement basis. In this
simulation, it is assumed that a third party, Victor, equidistant from Alice and Bob, sends, to both parties, photons prepared
in the maximally entangled singlet state

) = %uon ~10)). ©

Next, Alice and Bob independently select one of three measurement bases (angles) randomly, with uniform probabilities.
Table 4 presents the possible choices for each party. To test the violation of Bell's inequality — and, by extension, the
security of the communication channel — two of the three possible choices are allocated to compute correlations, while
the remaining one is reserved for key generation. In this simulation, the basis that corresponds to a measurement angle of
n/2 is used to generate the final key.

Table 4: Possible Measurement Bases for Alice and Bob

Basis Index Alice’s bases Bob’s bases
0 n/2 n/2
1 0 n/8
(‘ theconvergencejournal.org Vol. 1, No. 4; December 31, 2025
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2 n/4 -n/8

Then, in step two, the photons are sent through two hypothetical quantum communication channels, from Victor to Alice
and from Victor to Bob, of distance d/2, where d is the total distance between Alice and Bob. Realistically, the quantum
channels are modeled with noise and loss, probabilistically determined by Equation 4 and Equation 2, respectively. A
photon is considered lost — and its value is completely ignored — if the survival probability (Equation 2) is smaller than a
randomly generated number (k) € {0, 1}. On the other hand, when the depolarization probability is greater than (k), the
photon becomes mixed, resulting in completely random measurement outcomes.

Upon receiving the particles, Alice and Bob measure their respective photons in their chosen bases, initiating step three.
For this protocol, the results of the measurement can be either +1 (|0>) or -1 (|1)), which represent the spin of the particle.
Since the photons are entangled, as described in Equation 8, quantum mechanics predicts perfect anticorrelation of the
results obtained by Alice and Bob (Ekert, 1991) whenever they measure in the same basis. This means that

Pb=—a |04 =6p)=1, )

where a, b, and 6, 63 represent Alice and Bob's measurement outcomes and selected angles, respectively. It is also
important to mention that the singlet state |¥) defines a 50% probability of measuring each outcome for both parties,
because the probability of Alice measuring +1 is given by:

1\2 1 (10)
- (1) -4
V2) 2

and after this measurement, |¥) collapses to just
¥7) = o1), W

where Bob has a 100% chance of measuring -1. Thus, Bob also has a 50% total probability of obtaining one of the results, as
his outcome is dependent on Alice's 0.5 probability.

Building on this, the correlation between both parties' outcomes can be expressed by (Ekert, 1991):
E(64,0) =Py +P _—P,_ —P__, (12)
where, for instance, P+ is the probability that Alice obtains +1 and Bob -1. Therefore,

Peame = Piy+ P, POMJ:P+—+P—+$

meaning that the probability of Alice and Bob measuring the same outcomes can be calculated by:

1+ E (64,63) (13)

E(BAa GB):PSGW_P(W:\’-PSHWE: 9
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Moreover, the expected correlation coefficient can be written as (Diaz & Lenin, 2014):

E (64,0B) = —cos[2(04—03)], (14)
finally giving the expression in the form:
p _ 1—cos[2(04—0p)] (15)
same — 2 .

In the simulation, Equation 15 is used to calculate the probability that Bob's outcome matches Alice's based solely on the
measurement bases (angles) selected. For example, if Alice chooses to measure her photon at an angle of n/2, as Bob also
does, Equation 15 will return a value of 0, meaning that, as seen in Equation 9, the results of measurements in the same
bases are anti-correlated (see Appendix B).

In sum, step three of the simulation starts with Alice measuring the value a € {+1, -1} with equal probability. Then, the
expected correlation, defined by Equation 14, is calculated and used in Equation 15 to determine the probability that Bob
measures b to be equal to a. Subsequently, this probability is compared to a randomly generated number (k) € {0, 1}. If
Psame is greater, Bob's outcome matches Alice's. On the other hand, if the opposite is true, the results are anti-correlated.

Finally, both parties communicate in a classical channel to share the orientations of the detectors used and divide the
measurements into two separate groups (Ekert, 1991). While the group in which the measurement angles matched and were
equal to n/2 is allocated to generate the secret key, the other is used to evaluate if the channel was disturbed by an
eavesdropper. To achieve this, both parties publicly reveal the results obtained within the second group of measurements
and calculate if the CHSH inequality (Clauser, Horne, Shimony, & Holt, 1969) is violated. A violation of the inequality would
mean that quantum behavior was preserved, ensuring the channel was not disturbed.

Lastly, eavesdropping is implemented for the E91 protocol as an intercept-resend attack. For each transmitted photon pair,
Eve has a probability e (the eavesdropping strength) of intercepting it. In the simulation, the attack is modeled as a
complete loss of entanglement: when an interception happens, both photons are replaced by randomly generated
polarization outcomes, independent of each other and of Alice's and Bob's chosen bases. This represents the effect of Eve
measuring and resending photons in a fully random manner, eliminating quantum correlations entirely. As a result,
correlations are notably disturbed, and the CHSH-S value decreases toward the classical limit as e increases.

2.4. Performance Metrics

To compare the performance of both protocols under limiting realistic conditions, a series of performance metrics is
evaluated. These include QBER, sifted key rate, secure key rate, key length, and CHSH S-Values. Each of the metrics offers
insights into different aspects of the BB84 and E91 protocols, from efficiency to security guarantees. Together, they will be
used to determine how viable and secure each protocol is under varying levels of noise, loss, and eavesdropping — factors
that any QKD protocol should withstand in a practical implementation.

QBER measures the fraction of mismatched bits in the sifted key and serves as an indicator of noise and potential
eavesdropping. The sifted key rate corresponds to the fraction of detected bits retained after basis reconciliation, while the
secure key rate estimates the amount of final usable key material after accounting for information leakage and error
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correction. Similarly to the sifted key rate metric, the key length is particularly relevant for assessing the practical usability
of the protocol. For E91, the CHSH S-value quantifies non-classical correlations between Alice and Bob's measurement
outcomes.

In the BB84 protocol, an asymptotic security analysis under idealized conditions, assuming infinite key lengths and
one-way error correction and privacy amplification, establishes a theoretical threshold around 11%, beyond which secure
key generation is no longer possible (Shor & Preskill, 2000). However, this value should be interpreted as a guideline rather
than a strict limit, since real implementations operate under finite-key constraints and may tolerate slightly different error
levels. In this work, we follow a conventional assumption for simplicity: set the secure key rate to zero once the QBER
exceeds this threshold. Therefore, it is important to note that practical systems would require a more detailed finite-key
security analysis to determine the exact limits.

Full mathematical definitions for these metrics, along with the derivations of the formulas used in the simulations, are
provided in Appendix C.

3. Results

For both protocols, the transmission of 100,000 photons across three types of channels — fiber, underwater, free-space —
was simulated over varying distances and eavesdropping strengths. Specifically, to evaluate the performance of the BB84
and E91 protocols, four distance intervals with varying sampling densities are defined. Table 5 presents these intervals and
their respective number of sampling points.

Table 5: Distance intervals with uniformly spaced sampling points.

Distance Intervals Number of Sampling Points
0-5km 20 points

6-20 km 15 points

25-50 km 10 points

60-100 km 5 points

This section is divided into four subsections. Each of the first three subsections is dedicated to describing the results of
both protocols under each simulated quantum channel. Subsection (3.1) presents the results for the generated key length
across all channels. Subsection (3.2) shows the secure and sifted key rates for each protocol separately. Finally, subsection
(3.3) reports the quantum bit error rate (QBER) and the CHSH S-values, highlighting the Bell inequality violation for the E91
protocol. Lastly, subsection (3.4) discusses the results obtained and compares the performance of both protocols.

For all subsections, the analysis follows the same structure: first, the results are presented under no eavesdropping to
establish a performance baseline. Then, the impact of partial (e = 0.5) and full eavesdropping is examined to assess how

(‘ theconvergencejournal.org Vol. 1, No. 4; December 31, 2025
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attacks affect the protocols' performance.
3.1. Key Length
In this subsection, we present the results for the key length across the different communication channels. Figure 1 shows

the key length as a function of distance for both protocols, under ideal, fiber-optic (fiber), underwater (water), and
free-space transmission.

Generated Key Length vs Distance

———————————————————————————————— —— E91 - ideal
: "-\ — — BB84 - ideal
A} - E91 - water
4]
10 \\ — — BBB84 - water
AN E91 - fiber
. \\ BB84 - fiber
% 1034 \ —— E91 - free_space
P \ — — BB84 - free_space
=) A
& a2 .
= 10-4 \
g \
v \
1014 .
AY
A
\\
100 3 \-l
0 20 40 60 80 100

Distance (km)

Figure 1: Key Length vs. Distance (Without Eavesdropping)

Under no eavesdropping, both protocols exhibit a monotonic decrease, as expected from channel attenuation and
depolarization. Among the three channels tested, the fiber-optic link yielded the highest key length, while the underwater
channel experienced the steepest decay, reaching zero bits beyond 300 meters. Furthermore, across all transmission
media, BB84 consistently achieved longer key lengths than E91.

When partial (e = 0.5) and full eavesdropping were introduced, the key length trends remained unchanged for both BB84
and E91, which was expected since the raw key length is not a sensitive diagnostic of interceptions.

3.2. Secure and Sifted Key Rate

In this subsection, we present the results for the secure and sifted key rate across the different communication channels
for each protocol separately. Figure 2 shows the secure and sifted key rate as a function of distance for the BB84 protocol,
under ideal, fiber-optic (fiber), underwater (water), and free-space transmission. Figure 3 depicts the same metrics but for
the E91 protocol.

(‘ theconvergencejournal.org Vol. 1, No. 4; December 31, 2025

1



Comparative Performance Analysis of BB84 and E91 Quantum Key Distribution Protocols ( Convergence

AJournal for Young Researchers

BB84: Secure and Sifted Key Rates vs Distance
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Figure 2: BB84 — Secure and Sifted Key Rate vs. Distance (Without Eavesdropping)

E91: Secure and Sifted Key Rates vs Distance
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Figure 3: E91 — Secure and Sifted Key Rate vs. Distance (Without Eavesdropping)
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For both protocols, the sifted and secure key rates display a decrease with distance, reflecting the effects of photon loss
and depolarization in all imperfect channels. Comparatively, BB84 outperforms E91 in both sifted and secure key rates. At
short distances, the difference between the two protocols is substantial. In fact, at 5 km, under a fiber-optic channel,
BB84's secure key rate value is approximately 30%, while E91 presents a value lower than 5%. However, it is important to
note that this performance gap is due to E91's reliance on coincident-pair detections, which are naturally less efficient than
BB84's single-photon detections.

As a consistency check, the observed sifting fraction for BB84 at short distances was around 50%, closely matching the
theoretical expectation for randomly chosen measurement bases. For E91, where basis reconciliation follows an
entanglement-based procedure, the effective sifting fraction was inherently lower.

Under partial eavesdropping (e = 0.5), the sifted key rates were not impacted, as expected, since the metric does not reflect
the effects of eavesdropping. On the other hand, security key rates suffered an extreme reduction, as seen in Figures 4-5.
Specifically, this metric dropped to zero across all channels and distances. This occurs because, in the simulation, a key is
assumed secure if the QBER remains below the 11% threshold established in Section 2. It is crucial to note, however, that
this limit is not a strict boundary and may change in practical implementations.

In addition, a similar behavior was analysed under full eavesdropping (e = 1.0). Figures 6-7 depict, respectively, BB84 and
E91's secure and sifted key rate in this condition.

BB84: Secure and Sifted Key Rates vs Distance

—— Secure - ideal

5O |  gmetrenraree e veer Sifted - ideal
:. - Secure - water
.:, - Sifted - water
40 | Secure - fiber
T Sifted - fiber
3 — Secure - free_space
== - Sifted - f
@ 301 ifte ree_space
[1+]
o
3
> 20
10
ol— ‘ .

0 20 40 60 80 100
Distance (km)

Figure 4: BB84— Secure and Sifted Key Rate vs. Distance (Partial Eavesdropping — e = 0.5)
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Figure 7: E91 — Secure and Sifted Key Rate vs. Distance (Full Eavesdropping — e = 1.0)
3.3. QBER and CHSH S-value

The simulation analysed the QBER of both protocols under different levels of eavesdropping and channel imperfections.
Moreover, we also measure CHSH S-values specifically for E91. Firstly, Figures 8-9 depict simulations of both protocols
under no attack.

In a scenario with no eavesdroppers, both protocols displayed low QBER values at short distances. While QBER climbed
steeply to 100% for the underwater channel, due to its highly imperfect conditions, the metric increased slowly and
approximately at the same rate for both free-space and fiber-optic transmission before the 20km mark. Overall, though,
the fiber channel maintained the lowest QBER growth, never reaching 100% in contrast to the free-space link that reached
this value between 40 and 60km. It is important to note that the QBER value of 0% reached by the BB84 protocol under a
free-space channel is likely a statistical artifact and does not represent a realistic physical phenomenon. In fact, Figure 1
shows that, at the distance this event occurred, an extremely small number of photons were used to generate a key.

Comparatively, at short distances, both protocols displayed similar QBER values, indicating equivalent stability under
minimal channel noise. However, as the distance increased, communication under the fiber-optic channel demonstrated
higher values for BB84. For the free-space channel simulation, though, QBER reached its peak earlier for the E91 protocol.

In addition to QBER, the CHSH S-value for the E91 protocol was assessed, demonstrating a gradual decrease as
transmission distance increased. At short distances and in the absence of attacks, S values consistently exceeded the
classical limit. However, beyond 20km, S-values were limited for all channels, except for one occurrence when the metric
reached the quantum maximum under a free-space link at approximately 40km. Nonetheless, this represents a statistical
noise generated by the low amount of photons measured at this distance.
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Figure 10: QBER vs. Distance (Partial Eavesdropping — e = 0.5)

Under partial eavesdropping, Figure 10 shows that QBER increased significantly for both protocols. In fact, QBER
immediately surpassed the 11% security threshold assumed for all channels. This time, however, BB84 presented lower
QBER values under short distances in comparison to E91. But as communication distances increased beyond 40km, the gap

between the protocols reduced and maintained an approximately equivalent growth.

Again, the free-space channel simulation for the E91 protocol demonstrated QBER values of 0% that represent statistical

anomalies due to the low count of measured photons.

For the CHSH S-values, our simulation demonstrated in Figure 11 that the eavesdropper interceptions dismantled quantum
correlations. In fact, for all channels and distances experimented with, this metric never surpassed the classical threshold.

When the eavesdropper activity was increased to full interception (e = 1.0), the observed effects intensified across all
metrics. As shown in Figure 12, QBER values exceeded 25% even at short communication distances. Interestingly, BB84
maintained noticeably lower QBER values than the E91 protocol up to approximately 80km, beyond which both protocols
converged toward a QBER of 50%. Moreover, the free-space channel simulation continued to display anomalous results.

In contrast to the partial eavesdropping scenario, the CHSH S-values under full attack showed a complete loss of
correlations. As illustrated in Figure 13, all recorded values remained below 0.25, with the exception of a few statistical

artifacts previously discussed.
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Figure 13: CHSH S-value vs. Distance (Full Eavesdropping — e = 1.0)

3.4. Discussion

In the absence of eavesdropping, BB84 consistently demonstrated greater performance in terms of efficiency metrics over
E91. Especially at shorter and medium communication distances, BB84 maintained higher key length, sifted key rate, and
secure key rate values, proving to be more efficient. However, under severe levels of photon loss and depolarization, both
protocols struggled to sustain high secure key rates, rendering communication impossible in some cases.

From a security standpoint, BB84 proved less susceptible to drastic QBER escalation under eavesdropping attacks. For E91,
an additional metric — CHSH S values — served as an indicator of entanglement quality and the presence of non-classical
correlations. In our simulations, S-values fell below the classical threshold even without an eavesdropper. This result does
not indicate a flaw in the E91 protocol itself, but rather reflects the extreme sensitivity of Bell-inequality measurements to
harsh conditions. In such cases, environmental depolarization and photon loss destroyed entanglement to the point where
Bell violations could no longer be observed. In other words, channel noise, not the protocol itself, limited secure
entanglement-based QKD under those physical conditions.

While our simulations provide comparative insights into BB84 and E91 under different physical channels, several limitations
constrain the direct generalization of these findings. The model does not include detector dark counts, basis misalignment,
timing jitter, and other realistic effects, all of which can meaningfully impact the QBER and secure key rate in practical
applications. Likewise, decoy-state refinements for BB84 or entanglement-purification techniques for E91, which are
known to substantially improve performance under low-signal conditions, were not incorporated. Moreover, our
environmental assumptions also rely on fixed turbidity, wavelength, and scattering parameters that can vary widely in
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real-world deployments. These simplifications were intentional to isolate the comparative behaviour of the protocols, but
they limit the applicability of the absolute values obtained.

Thus, our hypothesis that BB84 would outperform E91 in efficiency across all channels tested was proven correct.
Furthermore, our prediction that underwater quantum communication was not viable for practical implementation was
only partially confirmed. In our simulations, communication was feasible at short distances, approximately below 200
meters, under the specific conditions modeled for our underwater channel. It is important to note that this result is highly
dependent on environmental and optical parameters, such as water type, turbidity, wavelength, and polarization effects.
Beyond this distance, depolarization and photon loss significantly degraded photon transmission, making key generation
impractical in the scenario simulated. Therefore, while our results indicate short-range feasibility, the precise distance
limit should not be interpreted as universal but as representative of the modeled conditions.

4. Conclusion

Quantum Key Distribution (QKD) represents the next step toward secure communication. Thus, practical implementation
needs to take place in the near future to protect secret information from the threats that quantum computers' algorithms
pose. This study analyzed the use of the two most discussed QKD protocols under different realistic conditions determined
by underwater, fiber optic, and free-space channels. Through a comparison of efficiency metrics, such as key length, sifted
key rate, and secure key rate, we determined that BB84 outperformed E91 across all channels experimented with.

Despite the result, it is crucial to recognize that E91 has theoretical advantages not captured by the performance metrics
analyzed here. While our analysis is strictly limited to a simplified intercept-resend scenario, the E91 protocol forms a
conceptual foundation for Device-Independent Quantum Key Distribution (DI-QKD), an advanced paradigm that aims to
provide security without having to trust the internal workings of the communication hardware. While BB84's robustness
makes it more suitable for near-term implementations, progress toward practical E91-like systems depends on improving
how entanglement is distributed and preserved in realistic environments. Continued research into enhancing
entanglement generation rates, mitigating environmental decoherence, and developing more resilient distribution
techniques remains essential for enabling next-generation quantum networks.

These insights provide valuable information for future research and practical implementations to propose novel tools to
mitigate the impact of noise and loss on quantum communication channels and to choose the most appropriate protocol
for each specific scenario. It is important to point out that these improvements are already taking place, as many research
papers propose the use of various techniques such as quantum repeaters (Briegel, Dir, Cirac, & Zoller, 1998) to extend
communication range, adaptive optics to correct for atmospheric turbulence in real time in free-space links (Martinez,
Rodriguez-Ramos, & Sodnik, 2018), and advanced classical error correction codes designed for the low-signal regimes
typical of QKD.

Future work should expand the models to incorporate realistic hardware imperfections, dynamic environment conditions,
and advanced protocol enhancements. Additionally, validating the simulations with experimental data from underwater,
fiber, and free-space tests would provide a stronger foundation for assessing the practical viability of each protocol. Such
developments will help bridge the gap between theoretical design and deployable quantum communication systems,
ultimately guiding the choice of protocol for different operational real-world environments.
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6. Appendices

Appendix A - Minimal Code

The minimal simulation code used to reproduce the results presented in this paper is available at: Quantum Key Distribution
Simulation (Minimal Code).ipynb

Appendix B - Protocols
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This appendix provides tables for both the BB84 and the E91 protocols.

Table B1: Application of Pauli errors for different photon polarizations

X Error Y Error Z Error

Initial Final Polarization Initial Final Polarization Initial Final Polarization
Polarization Polarization Polarization

0 n/2 (90°) 0 n/2(90°) 0 0

n/2(90°) 0 /2 (90°) 0 n/2(90°) n/2(90°)

/4 (45°) 1/4 (45°) n/4 (45°) 3n/4 (135°) 7/4 (45°) 3n/4 (135°)

3n/4 (135°) 31/4 (135°) 3n/4 (135°) 7/4 (45°) 3n/4 (135°) | n/4 (45°)

Note: X applies a bit-flip to photons polarized in the rectilinear basis. Z also applies a bit-flip, but only for photons polarized
in the diagonal basis. Y applies a bit-flip for both polarization bases.

Table B2: BB84 10 Bits Noise- and Loss-free Environment Example Without Eavesdropping (Maloo, n.d.).

Bits b0 bl b2 b3 b4 b5 b6 b7 b8 b9
Alice’s Bits 0 1 0 0 1 1 1 1 0 0
Angle of Alice’s photons 0 n/2 | n/4 | n/4 n/2 3n/4 /2 3n/4 n/4 0
Correct Detector Z Z X X Z X Z X X Z
Bob’s Detector X Z Z X Z Z X Z X Z
P(0) 0.5 0.0 0.5 1.0 0.0 0.5 0.5 0.5 1.0 1.0
P(1) 0.5 1.0 0.5 0.0 1.0 0.5 0.5 0.5 0.0 0.0
Results after discarding 1 0 1 0 0
the incorrect basis

Table B3: BB84 10 Bits Noise- and Loss-free Environment Example With Eavesdropping (e = 1.0) (Maloo, n.d.).
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Bits b0 b1 b2 b3 b4 b5 b6 b7 b8 b9
Alice’s Bits 0 1 0 0 1 1 1 1 0 0
Angle of Alice’s photons 0 n/2 /4 /4 n/2 3n/4 n/2 3n/4 n/4 0
Correct Detector Z Z X X Z X Z X X Z
Eve’s Detector Z Z X / / Z X X Z Z
Eve’s P(0) 1.0 0.0 1.0 0.5 0.0 0.5 0.5 0.0 0.5 1.0
Eve’s P(1) 0.0 1.0 0.0 0.5 1.0 0.5 0.5 1.0 0.5 0.0
Bob’s Detector X Z Z X Z Z X Z X Z
Bob’s P(0) 0.5 0.0 0.5 0.5 0.0 0.5 0.5 0.5 0.5 1.0
Bob’s P(1) 0.5 1.0 0.5 0.5 1.0 0.5 0.5 0.5 0.5 0.0
Results after discarding 1 Oori |1 Oorl | O
incorrect basis

Notice that in Table Bl — when no eavesdropper was present — all matching bases correspond to matching bits. However, in
Table B2, after introducing eavesdropping, the bits in positions b4 and b8 (which share the same bases) are corrupted.

Table B4: Equation 15 applied to various measurement angles combinations

Bits 0A (Alice) 0B (Bob) 0A - 6B - cos[2(6A - 6B)] Psame (Equation 15)
b1 n/2 n/2 0 -1 0.00 (anti-correlated)
b2 0 n/8 -n/8 -(V2)/2 0.14

b3 n/4 -1/8 3n/8 V2)/2 0.85

Appendix C - Performance Metrics and Full Definitions
This appendix provides detailed expressions and derivations for the performance metrics used in the simulations.

C.1 Quantum Bit Error Rate (QBER)
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The QBER is defined as

L& (16)
QBER = ;5@@ # bi),

where N is the total number of bits in the sifted key; ai, bi are the i-th bit from Alice and Bob, respectively; §(a;#b;) is a
function that returns 1if ai#bi and O otherwise.

C.2 Secure Key Rate

The secure key rate calculation is given by (Shor & Preskill, 2000):
Raccure = Raifted X maz(0,1 — 2H,(QBER)), (17)

where Rsifted is the sifted rate, and H2 is the binary entropy function:
Hy(p) = —p log, p— (1 — p)log,(1 —p). 18)
C.3 CHSH S-value (E91)

By computing four correlation coefficients — described by Equation (12) — for which Alice and Bob used different
measurement angles, the CHSH S-Value (Clauser, Horne, Shimony, & Holt, 1969) is obtained:

S =FE(041,981) — E(041,6) + E(042,08) — E(042,082), (19)

where 0Ai and 0Bi correspond to Alice and Bob’s measurement angles of index i. According to Bell's theorem (Nielsen &
Chuang, 2010), any classical system satisfies |S| <= 2. However, quantum mechanics requires that |S| <= 2V'2. This means that,
in practice, when the value of |S| is substantially greater than the classical threshold, Alice and Bob can determine that the
particles they measured were entangled and not directly or indirectly “disturbed” (Ekert, 1991).
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