STUDIO EIGHTY8 —

A practical checklist for auditing how Al tools are being used inside your
organization. Built for creative and brand teams.
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HOW TO USE THIS KIT

Inventory

List every Al tool currently
IN Use across your
organization.

Every department, every
team member, every tool.

Audit

For each tool, answer the
questions in this Kit.

What data goes in?

Who reviews the output?
What could go wrong?

Act

Use your findings to build a
governance policy.

Even a one-page document
Is better than nothing.
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Al Tool Inventory

List every Al tool your organization is currently using. Include tools used by any team member, even casually.

Tool Name Department Use Case Used By What Data Goes In?

eg: ChatGPT Marketing Copy drafting All team Brand briefs, client notes

PROPERTY O F STUDIO EI GHTY S8



DATA AND PRIVACY AUDIT

For each Al tool, answer these questions honestly. If you do not know the answer, that is itself a risk flag.

WHAT CUSTOMER DATA GOES INTO THIS TOOL?
PIl, PURCHASE HISTORY, EMAIL CONTENT, ETC.

WHAT INTERNAL DATA GOES INTO THIS TOOL?
CONTRACTS, BRIEFS, FINANCIALS, STRATEGY DOCS

DOES THE VENDOR USE YOUR DATA TO TRAIN THEIR MODEL?
CHECK THE TERMS OF SERVICE

WHERE IS THE DATA STORED?
US, EU, OR UNKNOWN?

CAN YOU DELETE YOUR DATA FROM THE VENDOR?
IS THERE A DELETION POLICY?

HAS THIS TOOL HAD ANY SECURITY INCIDENTS?
CHECK NEWS AND VENDOR SECURITY PAGE
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Risk Indicators

HIGH Customer PIl entering any Al tool without consent disclosure

HIGH

Vendor trains on your data by default

No data deletion policy available

Data stored in unknown or unverified region

Tool uses prompts only, no persistent data storage

S
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E— Does Al-generated content get reviewed before it goes live? . Do you know who owns Al-generated work product?
Check your contracts and the vendor ToS

Do you have brand voice guidelines the Al is given? Are Al-assisted deliverables disclosed to clients?

Has Al ever published something off-brand or inaccurate? Could any Al output expose the brand to legal risk?

Defamation, copyright, bias claims

Is there a clear process for correcting Al errors? Is Al used in any client-facing work without approval?
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TEAM AND GOVERNANCE

Who is responsible for Al decisions in your organization? Who should be? These questions reveal the gaps.

WHO OWNS Al ADOPTION DECISIONS? 4 A

NAME OR ROLE QUick Answers

IS THERE A WRITTEN Al USE POLICY?
EVEN AN INFORMAL ONE? Current Al decision owner

Write here...

DOES THE VENDOR USE YOUR DATA TO TRAIN THEIR MODEL?
CHECK THE TERMS OF SERVICE

Biggest Al governance gap

Write here...

DOES YOUR TEAM KNOW WHAT Al TOOLS ARE APPROVED?

IS THERE TRAINING ON RESPONSIBLE Al USE?

First thing to fix after this audit

Write here...
WHO DO TEAM MEMBERS REPORT Al CONCERNS TO?

. J

HOW OFTEN IS Al USAGE REVIEWED?
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RISK SUMMARY

AFTER COMPLETING THE CHECKLIST, USE THIS PAGE TO SUMMARIZE YOUR FINDINGS. ONE HONEST PARAGRAPH PER CATEGORY.

Q) ( BRAND AND CONTENT RISKS Q)

GOVERNANCE GAPS RECOMMENDED NEXT STEPS
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WHATTO DO WITH
YOUR RESULTS

v © \

Share findings with leadership Write a one-page Al use policy
Al governance cannot live with one person. The Even a rough draft is better than nothing. Cover:
decision-maker in your organization needs to see what tools are approved, what data can go in, and
what this audit surfaced. what needs human review before going live.

. J . J

) )
Set a review cadence Get help if you need it
Schedule a quarterly check-in to review Al tool studio eighty8 builds responsible Al practices for
usage. The landscape changes fast. Your policy brands and creative teams. If your audit surfaced
needs to keep up. real gaps, we can help you close them.
g J \.
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STUDIO EIGHTYS

WANT HELP BUILDING
A GOVERNANCE FRAMEWORK?

This audit is your starting point. The governance framework is what makes it stick. We build
responsible Al practices for brands and creative teams of all sizes.

Start a conversation -
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This resource is free to use and share. Please do not resell or republish without permission.
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