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Dataand information protectionis acentral requirement penetrating society from the level of individual
citizens, to industries and businesses, and all the way up to national states, and it is a topic of ever grow-
ing importance. Protecting data and information can be achieved either by restricting physical access,
e.g., by using vaults and safes, or by obscuring the information to the unauthorised entity by crypto-
graphic methods. Often a combination of both is used. In either case, the security robustness is closely
connected with technological development.

At a very basic level, encryption of data is achieved by admixing randomness to the initial plaintext
information, resulting in a cryptotext that reveals as little information as possible about the plaintext.
The randomness is provided in the form of an encryption key and only with a knowledge of the key can
information be restored. Over time, the technological implementation of cryptographic schemes has
developed from rudimentary manual devices, encoding one or the other variation of a substitution ci-
pher, to intricate mechanical and electrical devices, and to the quite-recent algorithm-based systems.
Indeed, the modern digital world has become highly dependent on cryptography, in particular public key

cryptography, and the majority of currently employed schemes are based on the assumed complexity
of specific mathematical problems, such as factorisation of large integers to their prime number com-
ponents. However, with the advent of quantum technology, and in particular quantum computing, the
security provided by such schemes will be rendered inadequate. Thus, development and implementa-
tion of quantum-safe capabilities is critical for maintaining data security and integrity for critical appli-
cations and infrastructure.

Quantum key distribution (QKD) harnesses quantum physics for the task of distributing keys se-
curely between two parties. Amongst all emerging technologies that leverage quantum effects to out-
perform conventional techniques in terms of functionality, speed, and sensitivity, QKD is arguably the
most mature. Recent exploits (within Europe) include deployment of the first quantum network across
the borders of Italy, Slovenia, and Croatia[1], commercially available QKD metro network in the UK [2],
and establishment of an intercity QKD infrastructure in Poland [3]. QKD has the potential to deliver un-
precedented data protection, even against attacks from quantum computers. Consequently, it is fore-

seen that QKD shall play an important role in future high-security data infrastructures.
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In 2022, humanity created, copied, and consumed data with an estimated size of 94 zetabytes [4].

As can be seenfromtheforecastin Fig. 1, the trend is only going towards larger and larger data volumes.

However, this rapid acceleration has also brought
in many challenges, with a primary one being
an increased incidence of cyberattacks. For
instance, the number of distributed denial of
service (DDoS) attacks has grown with a com-
pounded annual growth rate of 14% since 2018,
with more than 15 million DDoS attacks pro-
jected in 2023 [5]. Data breaches involving pub-
licorganizations to private corporations now reg-
ularly make it to the mainstream news. Ensur-
ing cybersecurity is thus a top priority for a mul-
titude of organizations, ranging from businesses
and governments to hospitals and universities.
Hand in hand with the exploding global data
consumption, data centers play an increasingly
importance role for society. In fact, data centers
are nowadays referred to as the digital world’s
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FIGURE 1: Global data volume forecast [4]. One
zetabyte (ZByte) = 102! bytes.

cornerstone. To keep up with the demand, the number of data centers has skyrocketed. As of January

2021, the number of data centers in the top-10 hosting countries amounted to 5626, and over 515 fa-

cilities were further built or expanded in the same year. The global revenue from the colocation data

center market amounted to about USD 50.5 billion in 2021, and the industry revenues are expected to

increase to over USD 136 billion by 2028 [6].

The maindriver for this growth are arapid adoption of cloud computingin particular and digital tech-

nologies in general.

FIGURE 2: Share of companies using cloud ser-

vices in various European states, as of 2021 [7].

A recent report from the Borderstep institute corroborates this trend [7].

Figure 2 (using data from this report) provides a
glimpse into the cloud services’ usage by compa-
nies located in various European countries and
In the Nordic
region, cloud computing is clearly a dominant
player, with Sweden (75%), Finland (75%), Den-
mark (65%) and Norway (64%), being well above

having 10 or more employees.

the European average level. While Germany
(42%) seems to score lower compared to Holland
(65%) and Italy (60%), cloud adoption is nonethe-
less increasing at a breathtaking pace: Between
2018 and 2021, the number of cloud-service-
using companies in Germany jumped up by a fac-

tor of two [7].
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This document provides an assessment of the need and opportunity for ushering QKD in data cen-
ters. Together with technical examples and inputs on how QKD has and could be integrated into data-
center like environments, the document also discusses the creation of value through future-proof data
security as well as the market potential that QKD brings on the table through e.g., crypto-agility. While
primarily addressed to data center owners/operators, the document also offers a knowledge base to

QKD vendors planning to diversify to the data center market segment.

The Open Systems Interconnection (OSI) model is a reference model that describes the flow of informa-
tion between devices on anetwork. Forinstance, an HTTP request made by a browser on one deviceto a
web server hosted on another device involves data moving through several abstraction layers. Distinct
communication protocols enable interaction on each of the seven different layers: Physical, Data Link,
Network, Transport, Session, Presentation, and Application (starting from the lower to upper) of the
OSI model. From a cybersecurity perspective, these protocols may also aim to provide confidentiality,
authentication and integrity throughout the journey between the layers.

One way to ensure data confidentiality, i.e. to prevent sensitive information from unauthorized ac-
cess, is to “lock” it with a secret key — secretly chosen string of bits — known only to the authorized
parties. The most well-known cryptographic method to lock / unlock information is symmetric encryp-
tion / decryption. In the OSI model context, an encryption algorithm employed on say the Data Link
layer uses a secret key to encrypt the data coming down from the Network layer, before getting trans-
mitted on the communication channel, i.e., the Physical layer. An authorized receiver connected to the
channel uses the same secret key to decrypt and obtain the original message on the Data Link layer, and
then passes it upwards onto the Network layer. An adversary, i.e., an unauthorized and malicious en-
tity, could access the channel and copy the encrypted data in transit but (at least theoretically) cannot
decrypt it without having the key.

In practice however, a powerful adversary could use computational resources to break confidentiality.
This could involve taking advantage of design flaws in the encryption algorithm, e.g., information leak-
age that eases the task of cryptanalysis, poorly chosen security margins, e.g., short length keys that can
be exhaustively searched for, etc. Contrarily, an encryption scheme is computationally secure if it is able
to withstand attacks and hold confidentiality over a reasonably long period. Depending on the under-
lying nature of data, see Fig. 3 for some examples, some algorithms may clearly be unable to guarantee
confidentiality for the designated period.

The current workhorse of symmetric key algorithms is the so-called advanced encryption standard
(AES) that typically uses either 128-bit or 256-bit long keys. The key lengths are sufficiently large torule

out any exhaustive search even over several millennia, and a focused cryptanalysis research has vetted
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FIGURE 3: Retention requirements for different types of data / records in different parts of the world
(Sources: [8-11]). The red bars depict mandatory periods while additional recommended periods (on
top of the mandatory ones) are shown by yellow bars. Dataretention policies generally focus on storage,
maintenance, and retrieval of data, however, depending on how sensitive the data is by nature, may
require information security as another critical parameter. For instance, the Census Bureau in USA is
legally required to protect the collected personal information and keep it confidential for 72 years [11].

design flaws in the algorithm itself. In fact, AES is now the most widely used symmetric key algorithm
for securing data on the Internet, and is estimated to have had an economic impact of USD 250 billion
in the first 21 years of its existence [12].

In general, using well-vetted and regularly updated cryptographic algorithms reduces the risk of cy-
bersecurity breaches to a minimum. Furthermore, by employing a good quality source of random num-
bersto construct sufficiently long keys as well as periodically changing them, one can mitigate the threat
that an adversary can easily guess the key. Nonetheless, the task of distributing the keys to authorized par-
ties prior to encryption remains.

An obvious and simple solutionis that of using pre-shared keys and/or a trusted courier to distribute
the keys. In the former, the encryption devices are loaded with a large amount of the same random bits
at the factory. After deployment, these bits can be used as the key material (after a proper synchroniza-
tion) for encryption and decryption of messages. The latter solution involves a courier or messenger
traveling to the deployment sites for providing (or renewing) the secret key material. Apart from be-
ing limited in scope and potentially unviable from an economic perspective, such key-sharing solutions
involve an element of trust that cannot be analysed in a cryptographic framework.

The most popular and widespread method as of today to solve this task uses asymmetric crypto-
graphictechniques[13,14]. Each authorized party utilizes a pair of publicand private keys. As the names
suggest, the public key is openly accessible to anyone, while the private key is exclusive. Two parties can
use this public-private key combination to enable secure computation of symmetric keys (which may be
used later for say AES encryption). A notable example are so-called session keys used in the transport
layer security (TLS) protocol. Such keys are discarded after a ‘session’, a preset time-interval, and fresh
ones are generated. Depending on the variants of the asymmetric cryptographic algorithms used for
implementing TLS in practice, a premaster secret or a Diffie-Hellman parameter, securely exchanged
by the two parties using public and private keys, is used for computation of the session keys [15].

Compared to symmetric encryption schemes, public key algorithms are computationally insecure.

With enough computing power, the public-private key pair can be obtained (even if inefficiently). Fur-
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thermore, discovery of new mathematical methods and technological advances in conventional com-
puting can make that process efficient. A major threat actually comes from quantum computing, where
efficient methods to break the security of public key algorithms are already known [16].

3 QUANTUMKEY DISTRIBUTION (QKD)

The physics behind quantum computing (and thereby, also the threat to the public key cryptographic
infrastructure) remarkably also provides a solution to the problem of key distribution across an open
communication channel. By harnessing quantum phenomena such as superposition and uncertainty,
the authorized parties can share quantum correlations that can be converted to a common bit-string.

Foundational principles on which QKD is based

A Quantization & indivisibility of quanta: The concept of quantization and indivisibility of
quanta [17-19] provides us with photons that can carry quantum information across the
communication channel. The sender and receiver typically encode and decode, respec-
tively, information in some degree of freedom of each photon.

Heisenberg uncertainty principle: A fundamental indeterminacy in being able to simulta-
neously measure a pair of properties, e.g., position and momentum, of the photon [20] is

crucial for limiting what an adversary can know without introducing perturbations.

No-cloning principle: The principle prohibits the adversary from creating perfect clones of

a single photon without knowing all of its original properties before [21]. Otherwise, the
adversary could simply clone and store copies of the photons leaving the sender, and later,

perform the same measurements as the receiver.

Notably, an adversary who attempts to obtain that common bit-string by eavesdropping on the com-
munication degrades the correlations. The authorized parties can not only detect but even quantify
these actions of the eavesdropper. Thereafter, there are two possible scenarios depending on the de-
gree of eavesdropping: the parties either distill from their common bit-strings a shorter but more secure
key for encryption or an eavesdropping alarm is raised and the encryption process is aborted. In both
scenarios, the confidentiality of the data remains intact.

Such a quantum key distribution (QKD) method is thus information-theoretically secure[22], and cou-
pled with one time pad (OTP) encryption [23, 24], it guarantees that only a computationally infeasible
brute-force attack can break the confidentiality. OTP however requires that the length of the key should
be at least equal to the length of the data, and that the keys should always be ‘fresh’,i.e., never repeated.

3.1 BASICPRINCIPLES

At its core, any physical QKD system is a communication system that additionally exploits quantum
physics to facilitate a distribution of quantum correlations between the authorized parties. The actions
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FIGURE 4: Point-to-point link encryption using QKD. Quantum communication modules at the sender

and receiver distribute quantum correlations over the fiber channel through preparation and measure-
ment of quantum states of light. The ensuing classical phase of the QKD protocol then attempts to dis-
till secret bitstreams from these correlations, and whenever successful, deposits them to secret key
buffers on each side. The modules responsible for the authenticated and encrypted communication
are assumed to have suitable optical front-ends in order to use the same fiber channel. Typically the
guantum communicationis unidirectional, whereas the authenticated and encrypted communication is
bidirectional. MUX: Multiplexer, TX: Transmitter, RX: Receiver.

of the eavesdropper also result in correlations with the sender and/or receiver. With the help of a the-
oretical security model, the authorized parties can quantify all these correlations and determine if they
can eventually obtain a secret key; otherwise, they declare the channel to be unsafe for communication.

Photons are the only quantum-physical objects capable of providing both of these communication
and cryptographic capabilities. In classical telecommunication networks, photons are routinely used as
carriers of information. The digital bit information is coded onto one of many degrees of freedom or
‘variables’ of the photon using optical components such as modulators and detectors. The main differ-
ence between classical and quantum communication is in the number of photons used to convey say one
‘symbol’ of information: the former uses several orders of magnitude larger photon number per symbol.

Usingone or just afew photons s in fact essential to the security guarantee provided by QKD, due to
the no-cloning principle. Finally, the choice of the variables to be used for coding information is guided
by the uncertainty principle to ensure that any eavesdropping activity necessarily results in perturba-
tions that degrade the quantum correlations.

3.2 IMPLEMENTATION

A QKD system performs a sequence of steps called a “QKD protocol”, which is operated over a pair
of channels. The quantum channel for relaying photons—encoded by the sender and decoded by the
receiver—is implemented using a fiber-optic or an atmospheric line-of-sight link. After this quantum
stage of the QKD protocol, the classical (processing) stage begins. The authorized parties apply a series
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of mathematical transformations on their respective (en/de)coded symbols and exchange messages on
an authentication channel, in order to estimate the parameters of the quantum channel and quantify the
actions of the eavesdropper. The authentication channel can be a regular telecommunication channel:
its purpose is to ensure that the authorized parties indeed communicate with each other.

Atthe end of a successful QKD protocol, both the sender and receiver possess the (same) secret key,
on which the eavesdropper’s knowledge has also been reduced to an insignificant level. This secret key
can be used for symmetric encryption and decryption on a communication channel.

It is possible to implement all of the aforementioned channels on the same physical medium using
multiplexing techniques. For instance, as illustrated in Fig. 4, three different optical wavelengths could
be used for supporting the quantum, authentication, and encrypted communication traffic on a single
fiber-optic link connecting the sender and receiver. A portion of the key generated at the end of the
QKD protocol is used for the purpose of maintaining the authenticated channel.

Depending on the types of variables used for coding information, there are two main categories of
QKD implementations: discrete and continuous. Discrete-variable (DV) QKD implementations rely on
encoding using a discrete set of degrees of freedom at the sender and single-photon detectors for de-
coding at the receiver. Polarization or (relative) phase of photons are the best known examples
of variables employed by DVQKD implementa-

tions. In continuous-variable (CV) QKD imple- Channel length, km

. . . . 50 100 150 200 300400 600800
mentations, the information is encoded by the 10° e ——
» Toshiba
sender in continuously valued variables such as @ ey ID(2 QT Quantum CTek
amplitude and phase. The receiver decodes this ; Quintessencelabs
information using coherent detection facilitated % 1o"! e
by a so-called local oscillator. . systems kv
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Given some channel parameters, the main 10 ‘
output of interest from a QKD protocol is the 10 20 30 4050 70 90 120160
amount of the secret key it is able to generate. Optical loss, dB

One typically uses a secret key rate (SKR), i.e., the FIGURE 5: Secret key rate (SKR) estimates vs

number of secret key bits generated in a given pe- channel loss/length. Data for QKD vendors is avail-

riod of time. SKR is useful for comparing the per- able from their respective websites [25-29]. Data

formance of QKD systems or protocols, as also for lab research systems is adapted from Ref. [30].
shown in Fig. 5 which plots the SKR values as a

function of the loss of the quantum channel. The equivalent channel length values assume an optical
fiber attenuation coefficient of 0.2 dB/km. In the top-left of the figure are SKR values obtained from
online datasheets or brochures of five prominent QKD manufacturers: Quintessencelabs, Toshiba, ID
Quantique (IDQ), Quantum Telecommunications Italy (QTI), and QuantumCTek. The datapoints in the
bottom-right of the figure illustrate the reach of state-of-the-art lab-based research systems in various
experiments since 2018. We note that typically quoted values from QKD vendors are conservative, i.e.,
in practice, higher loss may be tolerated without a significant hit to the SKR values. Also, these values
are accompanied by an overall failure probability e which is typically in the 10~° to 10~ range, which is
not always the case with lab research systems.

Another oft-used parameter or a secret key fraction (SKF), i.e., the number of secret key bits pro-
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duced per symbol. SKF is more useful for gauging the robustness of QKD implementations to fluctua-
tions, e.g., changes in the channel parameters. For the purpose of data encryption though, SKR is the
obvious parameter of interest.

CVQKD implementations have an advantage over their DV counterparts as they use mostly com-
mercial and off-the-shelf telecommunication equipment and operate at room temperature. However,
DVQKD is more loss-tolerant than CVQKD, which means for obtaining reasonable SKF values when the

authorized parties are separated by long distances, DVQKD implementations are a preferred choice.

While OTP encryption offers information-theoretic security, it has several disadvantages when it comes
to implementation. The Federal Office for Information Security (BSI) in Germany in fact does not rec-
ommend the use of OTP alone for encryption [31]. In any case, a correct OTP encryption is feasible only
when the SKR matches the data rate. But even the fastest QKD implementation as of today would end
up being short by at least two orders of magnitude, if it were to protect a data link operating at a rather
basic rate of 100 Gbps.

Alternatively, one can use the QKD generated key material for implementing other symmetric en-
cryption schemes, such as AES. This also greatly relaxes the requirement on the SKR from the deployed
QKD system. For encryption of large volumes of data over a short period of time, the recommendation
from official bodies such as National Institute of Standards and Technology (NIST) and BSI vary between
afew seconds to afew days [32,33]. Specific to AES, typical Ethernet encryption device vendors [34,35]
use periods between few seconds to few hours (depending on the data link speed) for renewal of session
keys, which were discussed in Section 2.1.1. Assuming a very short session of just one second, having a
pair of AES 256-bit keys (implying a required SKR of at least 512 bps) would enable both encryption of
the message-to-send and decryption of the (encrypted) message-just-received. To keep a safety margin,
aSKR of 2 1.0 Kbps from the QKD implementation should suffice for supporting links operating at even
Tbps rates. One can observe that most commercial QKD systems visualized in Fig. 5 can easily meet this
requirement for channel losses until around 10 dB.

It is noteworthy that just like in the case of public key cryptography, quantum computing does pro-
vide an advantage in cryptanalysis of AES as well, however, the speedup is merely quadratic [36] (com-
pared to exponential [16] in case of asymmetric cryptographic algorithms). In other words, quantum
computing advances do not compromise the computational security guarantee of AES.

Just like classical repeaters are utilized in optical telecommunication to regenerate signals that have
incurred a large loss after propagating long distances, one could use so-called quantum repeaters to
extend the reach of QKD. However, in practice, the current quantum repeater technology is still not
sufficiently mature to be integrated with QKD in a beneficial manner.

Instead, using so-called trusted relays or nodes has gained traction over the last decade [37,38]. In
its simplest form, a trusted node links two quantum channels to facilitate key distribution between two
authorized parties that otherwise would not have been able to obtain keys due to the high loss (of the
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combination of the two channels). Several techniques on how to implement AES in such trusted node
architectures have been proposed [32].

4 DATA CENTERS

A data center is a facility used to house an organization’s IT systems and equipment, including servers,
storage systems, network equipment, and other technology infrastructure. Data centers are designed
to provide a secure and reliable environment for these systems, and typically include features such as
redundant power and cooling systems, fire suppression, and physical security measures.

4.1 ARCHITECTURES AND CLASSIFICATIONS

Data centers were conventionally built to support IT functions, including data storage, processing, and
management, as well as application and web hosting, cloud computing, and other services. For modern
businesses and organizations, data centers offer a widened spectrum of IT services by providing the in-
frastructure and resources necessary for big data analytics, machine learning, artificial intelligence, and
more. They can be operated by the organization that owns the equipment, or by a third-party provider.

Data center classification based on ownership and operation

A On-premises data centers: The facility and the equipment are located within the organiza-
tion that owns and operates the data center.

A Colocation data centers: The facility is owned and operated by a third-party provider and
the organization rents space to house its equipment.

A Cloud data centers: The facility and the equipment are owned and operated by a cloud

provider and the organization rents access to the infrastructure and services.

Also, there are a few common ways that large enterprises typically organize their approach to uti-
lization of the services from data centers:

¢ Centralized: This approachinvolves having asingle, central data center that serves as the primary
location for storing and processing data. This approach is often used by enterprises that need to
ensurethattheirdataisstoredinasecurelocation and that it can be easily accessed and managed.

e Distributed: This approach involves having multiple data centers located in different regions.
This approach is often used by enterprises that need to ensure that their data is stored in multi-
ple locations for disaster recovery or compliance reasons. They also use data center management
software to automate the management of multiple data centers, and to monitor the performance
and availability of their data center infrastructure.

¢ Hybrid: This approach combines elements of both centralized and decentralized data centers, by
having a central data center and one or more remote data centers. This approach is often used
QKD for data center security 12
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by enterprises that need to ensure that their data is stored in a secure location and that it can be
easily accessed and managed, while also ensuring that their data is stored in multiple locations
for disaster recovery or compliance reasons.

e Cloud-based: This approachinvolves using acloud provider such as Amazon Web Services (AWS),
Microsoft Azure or Google Cloud (GCP) to host and manage data centers, rather than owning and
operating them in-house.

Based on specific needs and requirements such as ensuring scalability and increasing the level of oper-

ational resilience, it is not uncommon to have a mix of these.

Distributed and hybrid data centers are connected through a variety of different technologies, depend-
ing on the specific needs and requirements of the enterprise. Some common ways that decentralized
data centers are connected include:

¢ Wide Area Network (WAN): A WAN is a network that connects multiple locations, such as data
centers, over awide geographic area. WANs are often used to connect decentralized data centers
and can be established using a variety of different technologies, such as leased lines, Multiproto-
col Label Switching (MPLS), Virtual Private Network (VPN), or satellite links.

e Software-defined WAN (SD-WAN): A SD-WAN is a virtual WAN that connects decentralized
datacentersusing asoftware-based approach. SD-WANs use multiple connections, such as broad-
band, cellular, or satellite, to connect data centers and automatically select the best path for data

traffic based on real-time network conditions.

¢ Cloud Interconnect: Cloud interconnect enables to securely connect on-premises infrastructure
to acloud provider such as AWS, Azure or GCP. This allows the enterprise to access their data and

applications stored in the cloud from their decentralized data centers.

¢ Hybrid Cloud Connectivity: This approach allows for the integration of on-premises infrastruc-
ture with public and private clouds, enabling the enterprise to access and manage data across
multiple data centers and cloud environments.

e Direct Peering: Direct Peeringis away for data centers to connect directly to each other, bypass-
ing the publicinternet.

The specific technology used to connect data centers will of course depend on the specific needs and
requirements of the enterprise, such as the amount of data that needs to be transferred, the level of
security required, and the available bandwidth.

Like for most industries, data center certification can be a useful tool that adds credibility on aspects

ranging from operations and energy efficiency to security and reliability. There are several organiza-
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tions that certify data centers to ensure that they meet certain standards and guidelines for infrastruc-
ture, redundancy, and availability.

Data center certification/standards organizations across the world

A Telecommunications Industry Association (TIA): This organization provides standards and

guidelines for data centers, including the TIA-942 standard for data center infrastructure.

American National Standards Institute (ANSI): This organization provides standards and
guidelines for data centers, including the ANSI/BICSI 002-2014 standard for data center
design and infrastructure.

International Organization for Standardization (1SO): This organization provides interna-

tional standards for data center infrastructure, including the ISO/IEC 27001 standard for

information security management.

European Telecommunications Standards Institute (ETSI): This organization provides
standards and guidelines for data centers in Europe, including the EN 50600 series of stan-
dards for data center infrastructure.

4.3.1 THEUPTIME INSTITUTE

The Uptime Institute (https://uptimeinstitute.com/)is anunbiased advisory organization that pro-
vides certification for data centers based on a tiering model. They also provide consulting services to
help data centers improve their infrastructure and achieve higher tier certifications. The certification
from Uptime is currently the most widely used and their tiering model consists of 4 tiers:

e Tier I: This is the most basic level of data center infrastructure. It typically includes a single path
for power and cooling, and little or no redundancy. Downtime is not uncommon, and recovery can
take an extended period of time.

e Tier Il: This level of data center infrastructure includes redundant components, such as multiple
power and cooling systems. Downtime is less common than Tier |, but recovery may still take an
extended period of time.

e Tierlll: This level of data center infrastructure includes multiple paths for power and cooling, and
redundancy for critical systems. Downtime is extremely rare, and recovery can be completed in
arelatively short period of time.

e Tier IV: This is the highest level of data center infrastructure, and it is characterized by multiple
paths for power and cooling, and redundancy for all systems. Downtime is extremely rare, and
recovery can be completed in a very short period of time.

The Uptime Institute also has a provision for a concurrent maintainability Tier Ill and Tier 1V, i.e., the
maintenance of and upgrades in these tiers can be done without interrupting the data center services.
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Since photons are currently the only reliable carriers of quantum information over long distances, it
is obvious that in order to integrate QKD as a security service, the communication nodes should have
access to an optical channel, for instance, a fiber-optic cable or a line-of-sight link. Furthermore, the
sensitivity of the quantum signal to optical loss and noise implies the channels should minimize lossy
connections, and definitely be free of active components such as amplifiers.

Taking these constraints into account, a growing number of demonstrations in the last few years
have showcased applications of QKD for secure communications in real life situations. Notably, in the
context of fibers, several successful studies have proven co-existence of quantum signals with classical
traffic for both DV and CV systems [39-41], implying that dark fibers are no longer necessary for QKD.

The pertinent question then is: Does QKD offer anything useful to the data center security infras-
tructure and if so, how? On the one hand, investing in any typical emerging technology always carries
some risks, and particularly for QKD, it is entirely possible that the eventual rewards are not very high
while the costs are. Yet, on the other hand, as elucidated in the first half of this white paper, the issue of
data security cannot be overlooked anymore. In that regard, reputational damage due to data breaches
or leaks would be as significant as the legal and economic consequences. With the growing competition
for hosting services, a higher level of security thus may be a differentiator. More precisely, the motiva-
tion would be to lower the risks of a security breach in a future where quantum computers become a
reality. In fact, QKD has quite a natural space in such a crypto-agile environment.

Ahidden advantage is that the step of QKD integration shall trigger arisk assessment that obligates
the data center toreview their currentinfrastructure. Evenif the eventual outcomeis to not adopt QKD,

an exploration of new tools and opportunities to enhance the security can nevertheless be expected.

Typical customers purchasing QKD systems are those with high value data that require security over
long periods, for instance, when the lifetime of data is enforced by a regulatory entity, as also illustrated
in Fig. 3. Colocation or cloud data centers (see section 4.1) with a client base in this category would
benefit from offering QKD as a service as an additional protection layer. In the case of an on-premises
data center, it could well be that there is a desire to implement the strong security offered by QKD as a

default. In that sense, there are two ways for early adopters to realize the market potential:

1. Targeting dedicated users with real security needs and interest in applying emerging technology

as an additional layer, i.e., implement QKD as a service for each single use case.

2. Create propositionforaneasy plug-and-play QKD-as-a-service so that quantum keys can be queried
if and when needed.

Note that the two options can also be part of adevelopment plan, i.e., after a successful proof-of-concept
trial, the data center can provide the tools to create the proposition based on the learning.
The step towards scalability is dictated by standards and regulation, which have a long-term role of

increasing security and lowering liability. Nonetheless, implementing QKD today will not increase the
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client’s security from a regulatory perspective as there are no standards backing the implementation.
This reduces the incentive in upgrading the security systems: The resultant obsolete security systems
may not affect liability but do not grant a high level of security. This is however a general problem even
with the post-quantum cryptographic algorithms, slated to replace the current asymmetric algorithms
(due to their vulnerability to quantum computers). As these are also not sufficiently mature, one should
strongly consider scaling the adoption of QKD to keep all options open and ensuring crypto-agility.

5.2 PRACTICAL FEASIBILITY

Withregardstointegrationindatacenters, the distributed and hybrid approaches on how alarge enter-
prise may avail data center services (mentioned in section 4.1) are the most interesting for QKD. Even
more specifically, the direct peering connectivity solution listed in section 4.2, which allows for faster
and more secure data transfer between data centers, is possibly the most natural candidate where QKD
can add value. The point-to-point link in Fig. 4 conveys a possible implementation methodology.

In fact, there have already been demonstrations in Israel, Austria, and Singapore [42-44] in which
QKD was incorporated in adistributed and a cloud-based environment. Below we present the details of
two of these use cases. We note first that as discussed in section 3.2.1 and illustrated in Fig. 5, data cen-
ter connections with optical losses around 10 dB can easily be served by commercially available QKD
systems. While one can soon expect a new range of QKD devices that can tolerate higher losses (blob
with green markers in the bottom right of Fig. 5), an alternative that is currently feasible is the trusted
node architecture, elaborated in section 3.2.2.

5.2.1 USE CASE I: NATIONAL QUANTUM-SAFE NETWORK (SINGAPORE)

At the Q2B conference in Dec. 2022, AWS and Horizon Quantum Computing (Horizon) jointly
announced the deployment of the first QKD link

“At the AWS Center for Quantum Network- in the Singapore National Quantum-Safe Net-
work (NQSN). Per communications about the
project [44, 45], the NQSN aims to enhance net-
work security for critical infrastructures with

ing, we aim to explore quantum communica-
tion technologies in the context of AWS ser-

vices. These technologies can enable quan-

tum enhanced computing, communication quantum technology while also serving as a ro-

and sensing with capacities uniquely acces- bust platform for public-private collaboration.

sible using quantum techniques. We plan to The deployment plan is to have 10 fiber con-

test, develop and deploy this technology in a nected network nodes installed across Singa-

manner that brings value to AWS customers pore, including university, government, and pri-

vate company premises.

while exploring new frontiers of technology.”

Juan Moreno, In the first deployed link of the network,

AWS Center for Quantum Networking schematically illustrated in Fig. 6, QKD is used to
distribute keys over a quantum-safe link between

an AWS Snowball Edge compute host located at
the Centre for Quantum Technologies (CQT) and an on-premises compute host at Horizon. The proof-
of-concept demonstrates a point-to-point VPN established over this link, evaluating the technological

QKD for data center security 16



Mar 2023

FIGURE 6: Schematic overview of the first deployed QKD link of the Singapore National Quantum-
Safe Network. At the CQT side, the computing endpoint is an Amazon Elastic Compute Cloud (EC2)
instance encapsulated inside an AWS Snowball Edge Compute Optimized device. AWS Hybrid-Edge
services extend AWS infrastructure and services into the edge, helping to run and securely operate ap-
plicationsin locations that lack consistent network connectivity to AWS. At the other end of the connec-
tion, Horizon uses an on-premises Intel-based server as an endpoint. Both sides communicate securely
via an IPsec tunnel, with the endpoints consuming the locally produced QKD keys. This effectively sets
aquantum-safe link that Horizon will be using to build other use cases. Figure courtesy of Juan Moreno,
AWS Center for Quantum Networking.
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status of current QKD systems and their fit for cloud infrastructure.

Technical details Two mirrored network stacks are setup, divided into management and service seg-
ments via a FortiGate 100F Next Gen Firewall, that has the enhanced capability to create an encrypted
IPsec tunnel capable of consuming quantum-generated encryption keys. On the management network,
QKD device pair is used for secure key exchange over fibers with a maximum loss of 12 dB (typically
up to 50 km), making it a good fit for metropolitan coverage of an area of the size of Singapore (50 km
east to west). This device also integrates a Key Management System that handles key requests and key
transfers between QKD optical systems and the FortiGate Next Gen Firewall. The service network ter-

minates at the aforementioned paired compute nodes.

Inthe context of data center protection, aninteresting demonstration was conducted in Austriain 2020
within the framework of the European Union project ‘OpenQKD’ [46]. With an ambition of enabling
secure collaboration on patient data between remote hospitals to improve diagnosis and treatment,
the use case “Medical Data Protection Graz” demonstrated sharing of patient-sensitive medical data
between two hospitals with information theoretic security.

In the use case, schematically illustrated in Fig. 7, two hospitals securely shared medical data using
a combination of data fragmentation and quantum key distribution. The data was split in three frag-

FIGURE 7: Overview illustration of the technical implementation of the Medical Data Protection Graz

use case. Source: https://opengkd.eu/wp-content/uploads/2020/01/UC21.png

ments whereof two were transmitted securely to data centers using QKD while the third fragment was

transmitted to atraditional https-protected storage, simulating S3 public cloud storage. The distributed
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storage, enabled by data fragmentation, provided security for data at rest at the three storage locations
and resilience in case of unavailability of one of the storage servers. To elaborate, access to any two
of the three locations would have been sufficient to reconstruct the data. In addition, the use of QKD
for symmetric encryption provided security for data in transit between end users at the hospitals and the
in-between data centers.

Technical details Data in transit was encrypted using 10 Gbit high-speed encryptors from ADVA,
taking as input keys provided by QKD systems from Toshiba and ID Quantique, and the length of the
fiber links connecting end user and storage sites varied between 9 km and 20 km with losses of 3.3dB
t0 8.1 dB. The QKD key rates ranged between 1 kbit/s and 2.2 Mbit/s, however, in continuous operation
mode the encryptor demand was only 256 bits per 10 minutes. The block-size of data encrypted with
the same AES-key was 6 Thit. For secret sharing of stored data, fragmentiX appliances were employed.
For further information, see [43].

While QKD can grant the strongest form of data confidentiality possible as of today, the practical costs
and challenges of deploying the technology are also fairly considerable. However, both the scientific
community and industry is working towards lowering costs, improving the performance, and engaging
in standardization, so deploying QKD in the near future can be expected to become more affordable
and useful.

In the context of securing the flow of information for data centers, we have described how QKD sys-
tems can support AES encryption for data protection on high-capacity links. For data center owners and
operators, who are planning to investigate the adoption of QKD for data security, we believe that QKD
can take a role somewhere between being an advertising tool to an actual differentiator that ensures
crypto-agility. In either case, an exploration of this technology is a strongly recommended activity, as

measures to counter the quantum computing threat might eventually be quite limited.
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