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The best of two
worlds for future

prosperity

&

Privacy Partisia Platform
Quantum Ready

©2024 @®Partisia

BB

Transparency

Shared and protected data is the new digital oil.

How do you keep your data and your customers’ data secure
and protected?

How can you bring data to use without breaching privacy?
How do you ensure transparency and accountability?

Partisia Platform enables data sharing and analysis AND
protects the privacy and confidentiality of the data.



® Partisia

Digital Infrastructure

First principal
design of digital
iInfrastructure

Confidentiality, Integrity and Availability Our tech platform IS built
to match the many new
regulatory requirements

lvan Damgard, Professor
Chief Cryptographer, Partisia Partner

©2024 @®Partisia
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Unique combination of two core technologies
It took decades to develop and combine the two

Computing nodes
Global collaboration

|

Privacy = "
Enabling Privacy Enhancing é@]% Q NEINENS,
H

Technologies (PETs) to

Partisia Platform

securely process and share Privacy Transparency
sensitive data without
revealing it
MultiParty Computation (MPC), ‘
Fully Homomorphic Encryption Future proof infrastructure
(FHE) and Zero-Knowledge Proof Run on all infrastructures

(ZKP)

Classical computers, Trusted Execution
Environments (TEE) and Quantum
Technologies

Transparency
Ensuring transparent
orchestration of PET and
automated computation

Unique blockchain with unlimited
sharding (scalable like cloud
computing) and unique bridging
for interoperability
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Future-proof compliant infrastructure
Addressing new and upcoming regulatory requirements:

| | | | | | Zm | |
i |
|
| |
| | | | ]

Confidentiality Integrity Availability
addresses: addresses: addresses:

- GDPR - KYC and AML - Schrems |l

- Antitrust - Al Data Act - NIS2 directive

- CCPA (California) - Data Act - DORA

- APPI (Japan) - Digital Market Act - Cyber Resilience Act

- LGPD (Brazil) - Financial Data Access
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FCA tech sprint
London, July 2019

Sparked a lot of innovation and discussions with regulators and
banks around the world.

eaking

FCA TechSprint

sedici © pParTISIA Deloitte.

Authorised Push Payment
(APP) Fraud is a horrible thing

Takeb, Action Fraud, PSR initiative
(CoP) ..... all are working hard to solve
it.

We think we can do much
much more!!

oldman EX$ANTE
achs PARTNERSHIP
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FCA tech sprint
London, July 2019

Sparked a lot of innovation and discussions with regulators and
banks around the world.

Br'eaking

. 2
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8|

89

Acitors

FCA TechSprint

5 . oldman EX¢ANTE
sedici © pPaArRTISIA Deloitte. Sachs PARTNERSHTP

Pre-Execution Alert System

Banks need a system to talk to each other so they can share
insight (the result), legally, without sharing any customer data

I BANK A BANK B
Account Name < .I 4
Account Number s e Account Number \/

4 \/>

i NF

‘ L ]
W i
b

BANK C
Change Account Number \
Redirect Funds >

_é
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Br'eaking

FCA tech sprint
London, July 2019 FCA TechSprint

: oldman
sedici © pPaArRTISIA Deloitte. Sachs pg&m

REGULATOR e

Sparked a lot of innovation and discussions with regulators and
banks around the world.

— ©  REGULATOR
i Bank0
n Bank-1
Id Source Target Direction Amount (£) Score Action
-
o Bank-2
3 1d5f9836... 1d6cab36... Bank-9 —> Bank-7 1K-10K CLOSE [N
A \ i Bank4
» Yy & Sender =
4 { . .
g ' . 4 Transaction Activity Unusual t E Bank-5
4 Client Attribute Profile Normal X
> “ Login Activity / History Normal 1‘\1 7 it Bank6
\
Receiver 10
' 3 mn Bank-7
Q Transaction Activity Unusual o =
@ 4 Client Attribute Profile Normal & --10---- = Bank-8
& 4 Login Activity / History Normal -
?" \ 69 48 n Bank-9
4 . Summary
‘ o Rule based score 26.02%
\ ML Based score 40.88 %
Total risk score 46.16 %

7 195f9836... 1d6cab3... Bank-3 = Bank-7 1K-10K DETAILS
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Today we are rea

JV partners

<) Digital Platformer

® Partisia
Banks

W eRRTT

Concealed multiparty calculation

Partisia MPC

International level of security

& vigital Platformer X @ Partisia

We have partnered with Partisia, based in the privacy-enhancing techno
logy powerhouse of Denmark.

By combining Partisia's advanced cryptography technology, which meet
s the strict requirements of European data protection regulations, with
Digital Platformer's technology and products, we are developing the nex
t generation of fintech solutions that enable cross-border data sharing
while ensuring transparency and privacy protection. We are developing
next-generation fintech solutions that enable cross-border data sharin

g while guaranteeing transparency and privacy protection.

dy to move this to real use

Hokkoku Bank launches Japan’s
first deposit-backed stablecoin
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1 00011101010210 10'0
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10 101 01011101100:10010 0”1000000
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100 0010 000TWI040 111 0100 10000 o
10111001000001%0° 0007101001110 1 01110111
1 11 0100111010 0110 0100:1
10 1010010111 0C
0010101 1100 11 11100 11111
0.001111110111.1.01 1.1 01

With an eye toward the future, Hokkoku Bank intends to implement in-app payments
between individuals by the end of the year. Additionally, it hopes to recruit other banks from
Ishikawa prefecture to participate in its program. More than that, it hinted at future plans to
expand into other areas.

This ground-breaking platform’s technology is created by Digital Platformer. Although several

banks across the globe have launched stablecoin programs, what sets Hokkoku apart is its
emphasis on retail clients and the fact that it is backed by real bank deposits.
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Financial Fraud
Detection

Next generation fraud detection
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Financial fraud happens and evolves across banks
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Banks operate within perimeters

And typically only understand the transactions (and fraud) within their perimeter...



The solution

Step by step

2024 (®Partisia
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Introducing a network of banks

oo
ojooj|o oo
(8o E]Eh
o|T" altTl Q
- ™M
Zoom in on a single transaction Zoom out to capture fraud detection

maps
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Enhanced assessment of each transaction with MPC 1:2

Sender

Transaction

Transaction Activity

Number of outgoing payments

1st party payment range
Frequency of payments
Rapid movement of funds
Number of cash deposits

Number of cross border
payments

Client Attribute Profile Login Activity/History

Age range (if applicable)

Gender (if applicable
Net worth
Employment status
Wealth profile (£)

Expected monthly income

Typical bank log in medium
Typical IP address
Typical region of activity

Time of banking activity

Receiver
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Enhanced assessment of each transaction with MPC 2:2

Bank A function Bank B function

Bank A Bank B

@ Transaction mmm et \ @
M ] . 4

Verified account i Verified account
1 * 1
| AP APl !
v Partisia Platform v
" Data i Run by banks w MPC :' Data i
B RnE L L P ! to calculate fraud EREEEEEE 1m-m-moe- !
R - assessment e e
Encrypted data Encrypted data

v

Probability of fraudulent transaction
High/medium/low

Result
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The complete solution 1:2

AN
[®

| S—

On-premise analysis
Detect suspicious account activity

Return improved models

MPC fraud map analysis
Detect crimerings
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P2P MPC Tx analysis
Detect suspicious transactions
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The complete solution 2:2

1
1

v
’

Step 1: On-premise analysis

o0
[®

Customers within a bank

Detect suspicious account
activity

Looking for:

Anomalous account behaviour.

Models:

Anomaly detection ML random

forest.

Secure infrastructure:
Proprietary data and use.
Clear text and analysis.

1

v
’

Step 2: P2P MPC Analysis

€8, Lo
[©]—~]®]

Transaction between to banks

Detect suspicious
transactions

Looking for:
Push payment fraud.
other types of fraud.

Models:

Rule based risk model.

Apply ML results from step 1
Extent to with “global” model -
federated ML)

Secure infrastructure:
Proprietary data and use.
Clear text and analysis.

Step 3: Generic MPC analysis

€8, O o
(O] ]lo]—-]o]

Detect crime rings \

Looking for:

Answers to series of questions
posed by AML experts.
Known money laundering
patterns.

Models:
Mapping chains of transactions.
Anonymizing data.

Secure infrastructure:
Generic MPC
Delegated trust )

Return improved models
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The solution

Applied across domains

©2024 @®Partisia
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Detecting fraud detection across domains and networks

AML
Crypto
Bank Deposit exchange
SC

transactions

Cross border
AML
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Detecting fraud detection across domains and networks

Real World Crypto World
Crypto

exchange

Bank Deposit Public network

S os oret o

AML
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Detecting fraud detection across domains and networks

Real World Crypto World
Crypto

exchange

( _ : B
., BankDeposit PuthanYeéwork - L

U sSC
Cross border Cross network
transactions transactions

AML

N L/ Banking Public network e ]
S — controlled uUsSDC -~
CBDC

AML
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Detecting fraud detection across domains and networks

Real World Crypto World
Crypto

exchange

Public network

Bank Deposit JPYC .

SC

Cross border Partisia Platform Cross network

transactions transactions
AML
AML

as a commodity
(MPC, DID, VCS)

s ‘ Banking Public network o
o | L. controlled USDC D
CBDC

AML
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Bootstrapping uptake

Adding value in all steps

focal

Poool

A network for banks run by banks
- Banks become part of the network
- Banks become part of the captable
- Build a network of banks for the long
run

Add value for each transaction
- Add value even with a network of two
banks
- Real-time assessment and dynamic
blacklisting of accounts

Collaboration with regulators
- Sharing “blacklisted accounts”



“It takes a network

beat a network

b

©2024 @®Partisia
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