Al and process mining
for digital compliance,
AML detection and
management of KYC
processes

September 24th
Thomas Hildebrandt, Professor

Department of Computer Science

KOBENHAVNS UNIVERSITET

Fioneo Copenhagen Nordic
| Fi h
§$‘li\:'?lf’:gs'UM 2 024 Fintech intec

Week




.? KOBENHAVNS UNIVERSITET Al and process mining for digital compliance - Thomas Hildebrandt - hildde@di.ku.dk 24.09.2024 2

Thomas T. Hildebrandt

« 2018- Professor, Department of Computer Science
« Member of Danish Standards group for Al (and Cyber-security)
« Head of new Data Stewardship study programme

- Advisory board for D-seal (D-maerket) 2
« 2018-2023: Founder and head of software, data, people & society research section

« 2012- Independent consultant and speaker on Digitalisation & Al
* 1999-2018 Researcher at IT University of Copenhagen, Denmark
« 1996-1999 PhD in Computer Science, Arhus University

Recent and ongoing research

E’ﬂf@&@\@,séo-created & compliant || public Administration and Programming Technology Foundations for DATA4ALL &
adaptive case management for Computational Transparency Accountability, Privacy-by-design & Robustness || Nordic Refugee Determination:
Knowledge workers ECOKnOW.Org in Algorlthms (PACTA) in Context-aware SyStemS (PAPRlcaS) Advancing Data Science in
" Migration Law (NoRDASIL)
| >¥& Innovationsfonden - '
O Gt poea 217 || (€ e 2019-2024 || (€ e 2020-2025 © NordForsk 2021-2
UZ%



https://d-seal.eu/

.? KOBENHAVNS UNIVERSITET Al and process mining for digital compliance - Thomas Hildebrandt - hildde@di.ku.dk 24.09.2024 3

Annual costs of compliance management in

What is the prOblem? the Danish Financial Sector in 2019:

DKK 3.400.000.000
The documentation, regulations and guidelines

The processes in our

bank
How do we manage the processes? How do we ensure compliance? How do we detect unwanted

behaviour?


https://www.celonis.com/customer-success-stories/siemens-digital-transformation-process-mining/
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Automation of individual sub tasks only helps a bit
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Simplifying the process to a pretty flow diagram makes it worse
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Attempting to predict the future path with Al is a dream
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What can we do instead?
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DCR Solutions: Declarative Process Modelling and Mining as
Maintainable & Explainable Al in Business processes

WMirsatry: The Darish Msetry of Socisl Aftsrs and the bntecicr Fie  Later ammendments 10 the
b Mitryof Soct A and the ntacce, 1 10, 255 relation ACT No. 495 of 21 Mary
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tool supported, mappings to
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initiated an investigationor measures pertaining to the child or young person to whom
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Successful spin-off from T e e
EcoKnow.org
research project in 2018

ChatGPT prompt DisCoveR Process


https://youtu.be/rzI4Aa09A_U
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More than 35 end-customers are using DCR today!

S
. 2 1S
s £
oo MEMOX [T remsmies.,  NEC gy, s Skatteforvatfingen
letrisk mestorordnig & femifabehanding NEC Software Solutions UK == Fiskeristyreisen
| s SKATTE
& — °, s < STYRELSEN
STYRELSEN FOR SUNDHEDSDATA- ~ e Styrelsen for Dataforsyning - SKatteankestyrelsen =¥ Faerdselsstyrelsen I ——
e t t P
PATIENTKLAGER STYRELSEN og Infrastruktur STYRELSEN
€ VURDERIN
RIGSPOLITIET . DEN DY m Ministeriet for Fedevarer, S¥YRELSEP?S
po I-IT' POLIT&AM%lEugk?[)EIGHED ‘iﬁ? Trafikstyfe’sen ﬁa QSE/I’-!{VIUSNE == Landbrug og Fiskeri 5
- \, Oonish OV Aviation and Ralhwoy Ausbority s Fedevarestyrelsen $? GELDS
= STYRELSEN

4 sz MOTOR
E Region —_— STYRELSEN

Hovedstaden FINANSTILSYNET SUNDHEDSMINISTERIET ~ JUSTITSMINISTERIET

atp=

<12 UDVIKLINGS OG
FORENKLINGS
STYRELSEN

ir7 ADMINISTRATIONS
ERVI

( 4 OG SERVICE
KOBENHAVNS @ /v (‘ SDU/i‘ JusTITS ‘ STYRELSEN
UNIVERSITET @@ AARHUS UNIVERSITY - CIVILSTYRELSEN

. AALBORG UNIVERSITY Syddansk Universitet

I I () RUDOLPH ALS FONDET Ve"iv
N ||| \), e exformatics Heinrich og

: . @ DREYERSFOND Laurine Jessens
COMUNE DI GENOVA Fond




.? KOBENHAVNS UNIVERSITET Why Chat with Unreliable Language Models? Thomas Hildebrandt 2024

Example: Corona guidelines
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DCR SOP

Corona - Naerkontakt SOP

Fa svar pa om du er nazrkontakt og hvad du skal gere
Ved at besvare spargsmalende kan du finde ud af om du er naer kontakt, om du skal ga i selvisolation og hvornar du skal tage PCR test.

Bor du sammen med den smittede?

Har du haft direkte fysisk kontakt med den smittede?
v LS

Har du har varet taettere end en 1 meter pa den smittede i mere end 15 minutter?

v

OBS: Hvis du er omfattet af saerlige omstaendigheder ber du laese disse retningslinjer:

e Szerlige retningslinjer for bern.
* Szerlige retningslinjer for personale der arbejder i sundhedssektoren og med aeldre.
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KnOW your Customer C' @& dcrgraphs.net/Tool?id=17323
Know Your Customer

Fil Indseet Rediger Simulering Apps Vindue Hjeelp

Kapitel 3

Kundekendskabsprocedurer
Events requiring subsequent customer knowledge procedure (section 10)

Almindelige krav

§ 10. Virksomheder og personer omfattet af denne lov skal gennemfore kundekendskabsprocedurer, jf.
§§ 11-21, nar

Establish business change in relevant transaction of money transfer
relationship to customer 15.000 euro or 1.000 euro or
customer conditions more more

1) de etablerer en forretningsforbindelse, en kundes relevante omstaendigheder @ndrer sig, og i gvrigt pa
passende tidspunkter, herunder nar virksomheden eller personen i lgbet af det relevante kalenderar er
juridisk forpligtet til at kontakte kunden med henblik pa at undersege enhver relevant oplysning ve-
drarende den eller de reelle ejere,

2) de udferer en enkeltstdende transaktion pa
a) mindst 15.000 euro, hvad enten transaktionen sker pa én gang eller som flere transaktioner, der er

eller ser ud til at vaere indbyrdes forbundet, bets or payment in

. . ., Currenc : Suspected mone Doubt on earl
b) mere end 1.000 euro i form af en pengeoverforsel, hvad enten transaktionen sker pa én gang eller exchange éoo rgll'atlonftgooo ?aundry or : collected .
som flere transaktioner, der er eller ser ud til at vare indbyrdes forbundet, eller euro or more gampingio terrorism information

. . o . euro or more
¢) 500 euro eller derover ved valutaveksling, hvad enten transaktionen sker pd én gang eller som

flere transaktioner, der er eller ser ud til at vaere indbyrdes forbundet,

3) de 1 forbindelse med udbud af spil modtager indsatser, udbetaler gevinster eller begge dele pa mindst
2.000 euro, hvad enten transaktionen sker pa én gang eller som flere transaktioner, der er eller ser ud
til at vaere indbyrdes forbundet,

4) der er mistanke om hvidvask eller finansiering af terrorisme, uanset at betingelserne i nr. 2 og 3 ikke
er opfyldt, eller

5) der er tvivl om, hvorvidt tidligere indhentede oplysninger om kundens identitet er korrekte eller til-
streekkelige.

Customer
Knowledge
Procedure
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rocess Mining
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1849-2016 - IEEE Standard for eXtensible Event Stream

(XES)
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der Aakix

Process

www.processmining.org/


https://ieeexplore.ieee.org/document/7740858
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Traditional flow-based approaches
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Example: Mined spaghetti process from loan application log

Process Mining Applied to the BPI Challenge 2012:

Divide and Conquer While Discerning Resources Traditional

flow chart is
incomprehen
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Award-winning Process mining algorithm for
discovery of DCR graphs from event logs

M

Process Mining Conference 2021 + 2023

3rd International Conference on Process Mining, October 31-November 4, 2021

awarded to:

Process DISCOVGI’)’ Axel Christfort, Seren Debois

Contest Best and Tijs Slaats
. for their process discovery algorithm:
Overall Algorithm . pegee
DisCoveRN

“Honorable mention” to
DCR Solutions from Gartner in 2023
) ) ) C 9 ( C r
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Our approach

Mines business rules, which:
- Can be reasoned about in isolation
- Explain the rules of the process

Advise on risk of
loan

Offer loan

Advising on risk is

a condition for offering loan

If this
rule is
found
by the
process
mining
algorith
m

the log
IS
complia
nt
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Application sub process
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Zooming in — very simple sequential sub process
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Decide

Mined rules for loan offers sub process ; :

Cancelled/sent back

o o
ACCEPTED
SENT_BACK CANCELLED
o
DECLINED

A0
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SENT

L

CREATED



Rules for application and loan offer sub processes O o
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Rules for case handling workflow sub processe

w

Add information and follow up on quotes

w w w
Follow up by
Add information to Validate phone on
application application incomplete case
files
%

Follow up by
phone on quotes

w
Follow up on leads or Assess fraud

w w w

Follow up on /.
leads >

0/, Change contract
details

fraud
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Rule based Process Mining for
continuous process improvements
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Conclusion: Hybrid Al hyper automation— try today!

reliable automation

via service

Map tasks and rules to rule/knowledge graphs t orchestration (Process) mine event logs to
and task lists learn rules
®3

Can | get a
loan ?

Map questions to knowledge graph queries DCRSolutions.ne
+



