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Memorandum

To: Gold Coast Health Plan Providers

From: Vicki Wrighster, Contracts Manager

Re: Imminent Cybersecurity Threat to Hospitals and Health Care Providers
Date: November 4, 2020

The Cybersecurity and Infrastructure Security Agency (CISA), the Federal Bureau of Investigation
(FBI), and the U.S. Department of Health and Human Services (HHS) have released an alert about
a credible threat to U.S. hospitals and health care providers. According to the agencies, the group
behind recent attacks has demanded more than $10 million per target and indicates plans to infect
more than 400 health care facilities.

The alert includes details about the threat and includes steps that health care organizations should
engage in to ensure timely and reasonable precautions to protect their networks from these cyber
threats.

The information released by CISA, FBI and HHS references helpful resources, including:

e Ransomware Guide: Provides a ransomware response checklist that can serve as a
ransomware-specific addendum to organization cyber incident response plans.

e Fact Sheet: Ransomware and HIPAA: Provides further information for entities regulated by
the Health Insurance Portability and Accountability Act (HIPAA) rules.

e CISA ransomware webpage: Provides additional information.

If you have any questions, please email Gold Coast Health Plan’s Provider Relations Department at
ProviderRelations@goldchp.org.
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https://us-cert.cisa.gov/ncas/alerts/aa20-302a
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fpublication%2Fransomware-guide&data=04%7C01%7CSEnriquez%40goldchp.org%7C8f4ee6a077ed4301ee0608d87c23c965%7C25b39d6874a0427ba61a6d6823f39cb2%7C1%7C0%7C637395840446134335%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=4lU4ttd6esP2VOSx0vw3ICh%2FzPier3aKLK%2Bdj4lQjK4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.hhs.gov%2Fsites%2Fdefault%2Ffiles%2FRansomwareFactSheet.pdf&data=04%7C01%7CSEnriquez%40goldchp.org%7C8f4ee6a077ed4301ee0608d87c23c965%7C25b39d6874a0427ba61a6d6823f39cb2%7C1%7C0%7C637395840446144337%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=SYGe1QrjcF4wkvHr1Ao%2B5gCiOHyPpbd8V9SHMkMEvW0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2FRansomware&data=04%7C01%7CSEnriquez%40goldchp.org%7C8f4ee6a077ed4301ee0608d87c23c965%7C25b39d6874a0427ba61a6d6823f39cb2%7C1%7C0%7C637395840446144337%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=EvklHVMINgbM5UpRYvzIqUf%2BPiS9PMdaHVnKlb7esyM%3D&reserved=0
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