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CyberArch Mission
Serve Georgia Organizations

• No-Cost Cybersecurity Risk Review Reports

Produce the Next Generation of Cybersecurity Experts

• Training: MIT, UTSA, and Google Cybersecurity courses.

• Experience: Intern teams meet with Partner Organizations, 
and produce Cybersecurity Risk Review Reports



• Graduate Assistants – 2 (one graduate student, one PhD candidate)

• Interns – 36 (undergraduate and graduate students)
-------------------------------------------------------------------------------------
• Training: Google Cybersecurity Course – 41

• Training: CyberArch Academy – 150

CyberArch - Interns



CyberArch – Partner Organizations



Cybersecurity
Risk Review

Report 



Cybersecurity Risk Review Report - Components



MIT - Cybersecurity For Critical Urban Infrastructure

SOURCE: https://mitxonline.mit.edu/courses/course-v1:MITxT+11.S198x/

• Designed to prepare city officials, agency staff and a new generation 
of cybersecurity analysts to understand, help prevent and manage 
cyberattacks on vulnerable communities across America.

• Uses a questionnaire format to prepare a vulnerability assessment.  

• Establishes rules of confidentiality to apply to studying cybersecurity 
breaches.

• NOTE: CyberArch uses MIT’s questionnaire format and some of its 
questions to prepare its Cybersecurity Risk Review Reports.

https://mitxonline.mit.edu/courses/course-v1:MITxT+11.S198x/


University of Texas at San Antonio (UTSA) – 
Community Cybersecurity Maturity Model (CCSMM)

• A guide which helps communities establish a cybersecurity baseline at the 
local level. 

• Builds a cybersecurity program focused on “whole community” preparedness 
and response to address a cyber incident or attack. 

• It can also be used to communicate with individuals and communities about 
capabilities and improvement.

• NOTE: While the maturity levels used by CyberArch are inspired by the 
CCSMM, they are not identical.

SOURCE: https://cias.utsa.edu/research/maturity-model/
 

https://cias.utsa.edu/research/maturity-model/


Center for Internet Security (CIS)
The Center for Internet Security, Inc. (CIS®) is a community-driven non-profit, responsible 
for globally recognized best practices for securing IT systems and data. 

CIS leads a global community of IT professionals to continuously evolve these standards and 
provide products and services to proactively safeguard against emerging threats. 

SOURCE: https://www.cisecurity.org/about-us

https://www.cisecurity.org/about-us


CIS – Implementation Groups

SOURCE: https://www.cisecurity.org/controls

https://www.cisecurity.org/controls


CIS Controls
• The CIS Critical Security Controls (CIS Controls) are a prescriptive, prioritized, 

and simplified set of best practices used to strengthen an organization’s 
cybersecurity posture. 

• Simplify Approach to Threat Protection

• Comply with Industry Regulations

• Achieve Essential Cyber Hygiene

• Translate Information into Action

• Abide by the Law

SOURCE: https://www.cisecurity.org/controls

https://www.cisecurity.org/controls


CIS Safeguards
IMPLEMENTATION 

GROUPS

CONTROLS

SAFEGUARDS



• Essential cyber hygiene.

• Minimum standard of information security for all enterprises.

• Utilizes 15 of the 18 CIS Controls.

• 56 Safeguards.

Cybersecurity Risk Review Report – IG1 Summary



IG1 Effectiveness

SOURCE: CIS Community Defense Model 2.0

https://www.cisecurity.org/insights/white-papers/cis-community-defense-model-2-0


Cybersecurity Risk Review Report - Components

Executive Summary

CIS Implementation Group 1 (IG1) Summary

Recommendations



Cybersecurity Risk Review (CR2) – Account Set Up



IG1 Summary - Questionnaire

Questionnaire 
format inspired 
by MIT model.

Questions 
inspired by MIT 
model and CIS 

Controls



IG1 Summary – Auto Mapping



IG1 Summary – Components

CIS: Implementation Group 1

CIS Controls

CIS Safeguards

Inspired by UTSA 
Community 

Cybersecurity Maturity 
Model (CCSMM)  

Levels



Level 5: Continuous improvement, advanced automation, real-time monitoring.
Level 4: Mature process, regularly reviewed and updated.
Level 3: Well-defined process, consistently applied.
Level 2: Process in place, but inconsistent.
Level 1: No formal process.
Level 0: Not implemented.

Maturity Levels

IG1 Summary – Components



Cybersecurity Risk Review Report – Recommendations

• CyberArch does not endorse any 
commercial products. 

• Any commercial products listed are strictly 
examples. 

• We strongly encourage your organization 
to do its own research in deciding which, if 
any, commercial products to invest in.)



Cybersecurity Risk Review Report – Recommendations

Recommendation
Context: 

• What the recommendation means.

• The benefits of implementing.

• The risks of not implementing.
Examples of

Possible Solutions



IG1 Recommendation Support

• Deep dive into more detailed suggestions on how best to 
implement recommendations.

• Provide further analysis into possible commercial solutions 
(feature comparison, cost analysis, etc.)

• Reminder: CyberArch does not recommend any specific 
commercial solution but can research options and provide 
information for you and/or your leadership to make the best 
possible decision for your organization.



CIS RAM
(Risk Assessment Method)



Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – Introduction
• CIS RAM was authored by HALOCK Security Labs in 

partnership with the CIS to establish reasonable 
implementation of the CIS Controls. 

• By leveraging CIS RAM, enterprises can methodically 
build what is reasonable and appropriate security 
safeguards (“reasonable” controls) for their specific 
environment. 

• Provides standardized methods to achieve compliance.

• Ensures enterprises devote the right amount of resources to 
maintain security.

• Incorporates DoCRA (Duty of Care Risk Analysis)

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


• DoCRA is a method for analyzing risk as regulators and judges expect it to be done. 

• DoCRA was developed by Halock Security Labs, an information security firm founded in 1996.

• Halock worked together with CIS to incorporate DoCRA into CIS RAM.

• Regulations and judicial “balancing tests” expect that organizations consider the likelihood and degree of harm they may cause themselves and others, and to use 
safeguards that reduce those risks – as long as those safeguards are not overly burdensome.

• Duty of Care Risk Analysis (DoCRA) can be used to analyze cyber security risks using any variety of control standards or regulatory requirements. 

• The CIS Controls Risk Assessment Method (CIS RAM) is based upon DoCRA, and DoCRA has been successfully used in litigation to help explain the use of risk 
assessments for determining whether a control was “reasonable.” 

DoCRA (Duty of Care Risk Analysis)

SOURCE: https://www.halock.com/the-duty-of-care-risk-analysis-standard-docra/

• DoCRA methods are used to analyze risks with:

• ISO 27001/27002

• NIST Special Publications 800-53

• the HIPAA Security Rule

• GDPR

• 23 NYCRR Part 500

• 201 CMR 17.00

• The NIST Cybersecurity Framework

• Maturity model-based controls models, such as 
FFIEC CAT.

https://www.halock.com/the-duty-of-care-risk-analysis-standard-docra/


Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – DoCRA

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


CIS RAM – Full Implementation?



Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – The Solution

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – DoCRA

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – Reasonable Implementation

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – Acceptable Risk Formula

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

CIS RAM – Acceptable Formula

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


CIS RAM – IG1 Workbook

Source: https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method

https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method


Wrap Up

If interested, please contact us at CyberArch@uga.edu 

Questions?

mailto:CyberArch@uga.edu
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