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The European Union (EU)’s new law on data protection,
the General Data Protection Regulation (GDPR),' now has a direct effect on all EU member
states (as of May 2018). Unlike the previous EU legal framework, Data Protection Directive
95/46/EC (DPD),? no national transposition is needed, and the regulation soon comes into force
in all member states, including the United Kingdom (UK). It is therefore of paramount im-
portance to understand the effects that the regulation has on use and management of technologies
concerned with data protection in the EU, such as cloud computing. GDPR aims at clarifying
concepts and procedures for data protection in today’s connected world that drastically amplifies
risks of data breach.? Compliance with GDPR is a tough task, as European companies use an av-
erage of 608 cloud apps.* Hence, an analysis of the effects of GDPR should be performed with
particular attention to IoT, big data, and cloud computing.’

One of the major novelties of GDPR that is relevant for cloud computing is its scope of applica-
tion (referred to as extra-territorial applicability). Unlike DPD, which applied to organizations
established in the EU or that use equipment situated in the EU, GDPR also applies to non-EU
organizations that process or monitor personal data of subjects who are in the EU. Organizations
operating in cloud computing are often based outside the EU (such as Google®) but typically pro-
cess data of subjects who are all over the world. Therefore, GDPR applies to most of them.

A second aspect of GDPR is the new responsibility given and shared by processors and control-
lers of personal data. Under GDPR, the cloud service provider (CSP) will have to take responsi-
bility of what is processed and how its service, platform, or infrastructure is deployed and
utilized by the customer.” Additionally, a CSP must gather a non-passive consent from the cus-
tomer regarding how and by whom the data is processed (for example, with additional explicit
consent on subcontractors). This may increment the diversification of the contractual agreements
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between the provider and the single customer that, for big players with many customers (such as
Amazon), may make the service as-is impossible to manage. Therefore, big players in the cloud-
computing industry are implementing codes of conduct or new terms of service that serve as
transparent frameworks for decisions on data protection under GDPR.

In this paper, we explore GDPR’s impact on cloud computing. We discuss its effects in compari-
son with DPD and the UK Data Protection Act 2018 (DPA).8

GDPR OVERVIEW

GDPR is supposed to prevent and punish cases such as the UK-based consulting firm Cambridge
Analytica’s unauthorized possession of Facebook users’ personal data. Under GDPR, such unau-
thorized possession may be punished with a hefty administrative fine. What makes Facebook ex-
posed to GDPR? Facebook provides social-networking services over the Internet that share
personal data within networks of connected users. As such, Facebook is a CSP. Any CSP that
manages customers’ data over the cloud needs to be careful not to incur risk of infringement of
GDPR. To shed some light on the problem, the following sections review the key aspects of
GDPR that eventually affect the provision, use, and management of cloud computing.

Key Elements of GDPR

GDPR designates new types of data as personal data. Personal data is any information relating to
an identified or identifiable data subject. A data subject is anyone who can be identified directly
or indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier, or one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural, or social identity of that natural person.! GDPR explicitly
qualifies as personal data IP address, Internet cookies, and genetic information such as DNA
when they are used to identify a subject. Such explicit mention is needed to acknowledge the
evolution of the national and European case law since DPD and to accommodate new types of
data produced by new technologies. An example that illustrates this evolution is the case of Pat-
rick Breyer v. Bundesrepublik Deutschland (C-582/14) on the use of the dynamic IP address. In
its resolution, the EU Court of Justice stated that the dynamic IP address (which is linked to the
single access) can help profile a person if aggregated to other data that a third party can legally
obtain. Thus, to be compliant with GDPR, cloud services that regularly manage such data need
to be designed to address privacy concerns (privacy by design), allow for processing of only the
data that is absolutely necessary for system operations (data minimization), and limit access to
the data to only people involved in the processing.’ They also need to implement policies and
tools to give data subjects the right to move their personal data to other providers and to delete
their data (right to be forgotten) when they no longer need to be processed.

Data processing

In both DPD and GDPR, processing means any operation or set of operations that is performed
on personal data or on sets of personal data, whether or not by automated means. According to
Article 9 of GDPR, it is prohibited to process “personal data revealing racial or ethnic origin, po-
litical opinions, religious or philosophical beliefs, or trade union membership,” as well as “ge-
netic data, biometric data for the purpose of uniquely identifying a natural person, data
concerning health, or data concerning a natural person’s sex life or sexual orientation.” As a cas-
cading effect, these rules also apply to subcontractors that process some personal data, and pro-
cessors must obtain explicit consent from the data subjects to share the data with subcontractors.

Processors and controllers

Both in DPD and GDPR, the controller is a natural or legal person, public authority, agency, or
other body that, alone or jointly with others, determines the purposes and means of the pro-
cessing of personal data; the processor acts on data on behalf of the controller. Under GDPR, for
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the first time, the processor is liable for the damage caused by the processing when it has not
complied with GDPR obligations or the controller’s instructions.

Under GDPR, the concept of joint controllers introduced in DPD is further detailed and en-
forced. Anytime two or more controllers jointly determine the purposes and means of data pro-
cessing, responsibilities are transparently allocated to each of the controllers for the sake of the
data subjects. For example, infrastructure-as-a-service (IaaS) providers, which only provide users
with a managed hosting service, must now take the responsibility of processing data generated
by their infrastructure (such as logs).!°

Data Location and Transfer

GDPR extends its scope of application outside of EU borders; GDPR affects all organizations
within the EU, but it also applies to organizations established outside the EU (third country) if
they offer goods or services to, or monitor the behavior of, EU data subjects. Examples of such
activities are tracking subjects over the Internet with the intent of profiling them (such as through
cookies) or using a language or a currency (euro) of an EU country with the possibility of order-
ing goods and services in that language or currency.

GDPR uses the concept of transfer in a broader sense than DPD by also defining data transfer as
by means of intermediary international organizations. GDPR also defines five safeguards to
transfer data outside EU borders: adequacy decision (whether a country has an adequate level of
data protection), binding corporate rules (BCR) (rules for internal transfer of data for multina-
tional companies), standard contractual clauses (suitable for one-time transfer), approved code of
conduct (for multiple transfer), and certification mechanisms (to certify that appropriate safe-
guards have been established). Except the first, all the safeguards have to be approved by the In-
formation Commissioner Office, and the code of conduct must be further approved by the
European Data Protection Board.

Of course, case law is needed to better define the practice of ascertainment for third-country or-
ganizations to fall into GDPR and to identify models of safeguards for data transfer. Given its
ubiquitous nature, this is especially true for cloud computing.

Data Subject’s Consent

Consent is any freely given, specific, informed, and unambiguous indication of the data subject’s
wishes by which the data subject agrees to the processing of personal data. GDPR makes clear
that consent requires a clear affirmative action by the data subject (meaning no pre-checked con-
sent statements) who must be informed about the agreement details—such as the identity of the
controller, the purpose of data processing, and the right to withdraw consent at any time. At any
time, data subjects can withdraw their consent and request a complete erasure of the data (right
to be forgotten) and conduct audits to verify the actual destruction of the data. GDPR encourages
this whenever the processing does not require the identification of the data subject (Article 11).

EFFECTS OF GDPR ON CLOUD COMPUTING

Cloud computing is a set of technologies and service models that allow access to a scalable and
elastic pool (provisioned and released on demand) of shareable computing resources (through a
common access to the service provided separately for each user). The majority of distributions
for cloud services in small and medium European companies are hybrid (a federation of public,
private, or partner clouds), partner (owned and managed by a trusted partner), or public (owned
and managed by an unrelated business); the smallest portion is private (owned and managed in-
ternally), as reported by the European Union Agency for Network and Information Security.

The architectures of a cloud service differ in the type of layer from which users can access ser-
vices. laaS provides computing resources and hardware infrastructures over the Internet in a vir-
tualized environment (such as virtual machines, storage, and networking). The component
providing access to laaS resources is called the hypervisor. Examples include Amazon’s Elastic
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Compute Cloud, Google’s Compute Engine, and Dropbox. In terms of data access, IaaS in-
stances provide much more information than the platform-as-a-service (PaaS) and software-as-a-
service (SaaS) models, such as the customer ability to install and set up the image for security
analysis purposes and to execute snapshots of the virtual machine. Some problems may arise
from the unclear situation regarding how the provider handles the termination of customer con-
tracts and from the inability of the customer to verify that the personal data stored on a virtual
machine has been deleted exhaustively.

PaaS offers a development and deployment environment in the cloud, representing the operating-
system layer. Examples of applications running on these platforms are scripts (PHP and Python)
and byte code (Java servlets and C#). Examples include Google App Engine and Microsoft Az-
ure. In terms of access to data, the core application is under the customer’s control. The customer
has no direct control of the underlying runtime environment, though. Logging and encryption
mechanisms can be implemented on the platform so that providers can collect and store diagnos-
tic data that can be used by the customer for different purposes, such as security checks.

Individual software packages are available at the application layer of the SaaS. Applications
range from email servers and document editors to customer relationship management systems.
SaaS services can often be accessed with a browser or a web services client. SaaS providers
(such as Netflix) may run their applications on an IaaS (such as Amazon Web Services (AWS))
or the PaaS of another provider. As such, clients do not have a deep view of the system and its
underlying infrastructure.

In terms of data processing, SaaS and laaS technologies are at the extremes of the same scale,
and therefore their providers have different responsibilities and roles. An IaaS provider typically
offers a software application service that is specifically intended to process personal data. As
such, a SaaS provider can exercise a wide range of controls in relation to the data processed us-
ing its SaaS and how that data is processed. Therefore, it is able to provide its customers with
technical and contractual commitments that are tailored to the specific SaaS it provides. On the
other hand, an IaaS provider only provides virtualized hardware or computing infrastructure. In
principle, its customers can choose how to use that infrastructure. In general, IaaS providers are
unaware of how their infrastructure is being used and are unable to tailor their services to indi-
vidual customers (such as providing the same level of security for any use).

Cloud Service Customer and CSP under GDPR

The CSP as processor

An element of novelty introduced by GDPR that has significant impact on cloud services is the
new responsibility assigned to the processor.” To understand such an implication, we recall the
role of a provider in cloud services in the following example. A CSP offers cloud services and,
in particular, processes data of its customers. As such, in GDPR, the CSP is a processor.”!! This
implication consolidates concepts introduced in recent European directives (such as DPD) in
which CSPs are operators that make their infrastructure available for data processing. In other
words, mapping provider as processor, and not as controller, derives from the nature of the activ-
ity carried out by the provider for cloud storage. In particular, the provider offers data retention
and storage systems on behalf of the customer and makes those immediately available to anyone
with authorized access at any time and from anywhere in the world through an Internet connec-
tion.!? Notice that, in some cases, a CSP offering personal data processing services directly to
data subjects such as Facebook or Dropbox is considered a data controller, as it determines the
purpose and the means for such processing services.!? Finally, the new forms of data generated
by modern cloud infrastructures and platforms (such as system logs) are ascribed to personal
data, as they can profile users and are in the hands of the CSPs. Therefore, PaaS and laaS provid-
ers that, before GDPR, had almost no role in data protection, under GDPR, are given some re-
sponsibility (although still limited).”
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Cloud customer as controller or processor

If a provider is a data processor, a customer of cloud services is generally considered a data con-
troller of the data stored in the provider’s servers.!? This is typically the case for laaS and PaaS
services in which, in principle, the customer determines how the data is processed and the pur-
pose for which it is processed. The customer is a processor if she or he is merely processing the
personal data according to the wishes of a third party. This is typically the case of SaaS. GDPR
assigns the responsibility for violations in the processing of personal data mainly to the cloud
service customer, as a data controller, but adds a shared responsibility with the processor as joint
controller when the customer does not have direct control of the data and its process.

Responsibilities of cloud service customer and provider as joint
controllers

In a recent investigation of more than 20 CSPs, the extent of liability ascertained under DPD has
been minimal (less than $500 USD).'? Under GDPR, customers may have a better means to
claim for compensation against the provider thanks to the introduction of the joint control be-
tween a provider and its customers. While maintaining the two distinct roles, acting as a proces-
sor would in fact establish a co-responsibility of the provider for any damage suffered by the
individual to whom the data refers. Such obligations with its customers extend to the CPS’s sub-
contractors.!? For example, a data controller that has personal data processed by a Saa$S (such as
Netflix) whose software is on servers operated by an [aaS company (such as AWS) is required to
approve the use of such an IaaS, as well. Both the SaaS and laaS providers share the responsibil-
ity of the personal data processed for what is within each competence. The joint responsibility
applies to many popular cloud services. For example, according to this principle, Google and a
company that advertises its products on the Google platform each act as an independent control-
ler of personal data. The risks of security breaches are therefore shared. Consequently, in some
cases, big CSPs and their subcontractors may need to tailor security measures for hundreds or
thousands of customers.

Data Subjects’ Consent for Cloud Services

Implementing data subjects’ consent for cloud services can be a challenge, as it is not always
clear where the data is. It is essential to provide the data subject with a disclosure, to make the
person aware of both processing through the cloud and parties to be contacted in case of viola-
tions. Namely, data subjects are entitled to claim for damages suffered as a result of a violation
of GDPR, but the proof of consent often falls on the customer of cloud services as data control-
ler, who typically does not have the technical competence or access to report it. In practice, only
the processor has competence and knowledge of how data received through the controller (such
as SaaS) or directly through its platforms (such as laaS and PaaS) is effectively processed. Only
the processor is able to retain proof of its subjects’ consents and make it accessible to the inter-
ested parties through its IT tools.

Data Storage and Processing Policies

The requirements and policies concerning personal data must be agreed on between the CSP and
the customer before the processing activity takes place. Typically, CSPs of IaaS and PaaS are
partially involved or aware of the data storage and processing policies since they provide only
services that do not manage data (such as networking functionalities for IaaS and development
environments for PaaS), or they manage data in an aggregated way. When they offer services to
store persistently or to elaborate sensitive or special data for SaaS services (such as for data-ana-
lytics services), the compliance with GDPR becomes more stringent—including when they offer
such services under subcontracting. For example, a SaaS provider outsourcing its applications
through a PaaS of a third party would be a processor, as well. Thus, the practice of subcontract-
ing in cloud computing establishes a chain of responsibilities for data protection that needs to be
tracked and monitored.
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Data Location and Transfer

The top ten data centers in the world are all located outside Europe.'* Thus, customers and pro-
viders must know and monitor where data is stored and used by cloud services, as the physical
location of a provider’s data center often does not correspond to the location of the provider’s
headquarters. This is specifically the case for IaaS providers whose servers are typically located
outside the EU. For example, since December 2014, AWS operates on about 1.4 million servers
in over 54 locations worldwide, including the United States, Europe, Asia, Australia, and South
America. Data location in GDPR may also have significant effects on Saa$S services like Mi-
crosoft Office 365, G Suite, and Salesforce. In this case, even if service subscribers and the SaaS
applications are based in a non-EU location, there could still be data subjects that patronize sub-
scribers that are located in the EU and therefore cause CSPs of SaaS to adhere to GDPR. Such
subjects are, for example, companies that provide SaaS for data protection or backups for other
SaaS applications for business use. Such companies are data controllers with respect to SaaS
providers and processors with respect to single subscribers. In addition, SaaS providers (like
Google’s G Suite) need to ensure that their subcontractors located outside the EU (like the Span-
ning products for data protection) adhere to GDPR, as well.

Crucially important for cloud computing is how to transfer data through EU borders and what
safeguards need to be implemented to be compliant with GDPR. Among the ones that have
signed a BCR are banks or payments companies (like MasterCard and American Express) and
hotel chains (like Hyatt), as well as electronic commerce companies (like eBay). Big cloud-com-
puting players have preferred to adhere to a GDPR-compliant code of conduct; in 2017, the ma-
jor CSPs like IBM, Alibaba, Oracle, and SAP undersigned a GDPR-compliant code of conduct
for CSPs,! whereas big IaaS providers like Aruba, AWS, and UpCloud undersigned a specific
GDPR-compliant code of conduct for IaaS providers.'® Google has instead opted for GDPR-
compliant terms of service.

Data Security and Breach

Controllers and processors must take adequate measures (such as pseudonymization) and coun-
termeasures to prevent security issues such as data loss, data alteration, and unauthorized access.
For a CSP, such measures depend on the type of cloud architecture and the way it processes data.
For example, IaaS providers adhering to the code of conduct!® explicitly decline responsibilities
derived solely from customers’ use of the infrastructure. Thus, an organization that allows em-
ployees to use personal cloud software (such as Dropbox) within the company’s IaaS can be di-
rectly exposed to the consequences of GDPR’s violations if the IaaS provider will not take any
responsibility or measure.

Data breaches (the unintentional release of secure or private information to an untrusted party)
are one of the key concerns of GDPR; a detailed notification of the breach, including the cause
of the incident, must be reported no later than 72 hours after the organization has become aware
of it. The accuracy of the report is essential to increase awareness of security risks and, thus, pre-
vent naive management of cloud services. The year 2017 has seen a rising number of security
incidents due to misconfigured or poorly secured cloud servers.!” Two cases are striking in their
naive management of the service. One case concerns access to data of about 14 million Verizon
customer accounts. Data was left exposed and easily accessible by guessing a simple URL that
led to the improperly configured cloud drive. A second case concerns the voting data of about
200 million people in a database owned by a US company called Deep Root Analytics. The data-
base lacked any protection against access and could be downloaded by anyone with Internet ac-
cess. The reports about the incidents were not clear on whether any hacker violated the data.

Data Erasure

The right to be forgotten can be implemented in different ways depending on the type of cloud
service that processes the data. For example, an IaaS provider does not typically manage or
choose to delete customers’ data on their behalf, as the customer is responsible for these actions.
In other cases, the way to erase data is also a technical matter. For example, the community of
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Hyperledger (an open-source SaaS provider offering blockchain services and hosted at The
Linux Foundation) has conceived three strategies to ensure the right to be forgotten in its block-
chain services:

e Blockchain plus database with pseudonymization uses blockchain to keep track of all
transaction state changes and uses a database to store personal data. All the blockchain
data of a user is associated with a user pseudonym, and access to this key is only availa-
ble to the user. If data deletion is requested, the record is irreversibly deleted from the
database.

o Blockchain with cryptographic features deletes data by using cryptographic features to
make the personal data in the blockchain unreadable. The SaaS application would dis-
play to the user that the data is not available in the sense that post-encryption of the
SaaS application won’t be able to read the data.

o Actually deleting the data means editing the immutable blockchain. This is an extreme
case, although it may be useful to accommodate legal and regulatory requirements of
GDPR. Through the use of secure private keys, it enables designated authorities to edit,
rewrite, or remove previous blocks of information without breaking the chain.

IAAS IN COMPARISON: GOOGLE CLOUD PLATFORM
(GCP) AND AMAZON WEB SERVICES (AWS)

Big industrial players from the EU and elsewhere—such as Google, Microsoft, SAP, and Ama-
zon—are working to define policies and practical support for stakeholders to comply with
GDPR. Two IaaS providers are compared in Table 1 in terms of governance (as processor/con-
troller), security, service agreement, and data storage, transfer, and disposal. The comparison is
based on the Data Processing and Security Terms 2.0 for customers of the GCP® and the code of
conduct'® to which AWS has declared full compliance for its services'® supplemented with Ama-
zon Navigation GDPR Compliance. All such documents entered into force on May 25th, 2018.

Table 1. Strategies of compliance with GDPR.

Con- Google Cloud Platform (GCP) Amazon Web Services (AWS)
cern

Govern- | GCP is a processor of customer per- | AWS is a provider that processes customer per-

ance sonal data, while the customer is the | sonal data, while the customer is the controller (or
controller (or processor) of such processor) of such data. According to CISP code
data. Google will only process cus- requirements, (1) customers provide and manage
tomers’ personal data in accordance | controls such as security policies, monitoring, and
with the customers’ instructions. malware; (2) the provider provides and customers

configure and manage controls such as key man-
agement, logging services, and virtual private
clouds; and (3) the provider alone manages and
audits controls related to standards (such as the
Cloud Computing Compliance Controls Catalogue
(C5) in Germany). A provider may choose to de-
clare only some cloud infrastructure services as
adhering to the code requirements. Right now,
only some services (such as Amazon EC2) are
fully compliant (https://cispe.cloud/publicregister).
The provider will act as controller for customer
personal data concerning account information
(such as billing information).

Security | Google maintains a set of security Responsibility on security is shared according to
measures on its data centers (such the governance of the services. For example, the
as redundant infrastructure systems provider is responsible for security of the physical
and a Linux-based secure applica- infrastructure and the surrounding environment,

tion environment); network and
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transmission (such as ephemeral el-
liptic curve Diffie-Hellman crypto-
graphic key exchange signed with
Rivest—Shamir—Adleman and Elliptic
Curve Digital Signature Algorithm);
and site controls (such as biometric
access control system), access con-
trol (such as two-factor authentica-
tion and carefully monitored access
lists), and data storage (such as data
and file system architecture repli-
cated between multiple geograph-
ically dispersed data centers).

and the customer is responsible of the configura-
tion of the laaS service. Note that the customer is
also responsible for reviewing the information
made available by the provider on the physical
and environmental security. AWS offers encryp-
tion tools to secure data-at-rest, disk, and file sys-
tem.

Service
agree-
ment

The service agreement is defined by
a set of customers’ instructions. The
GCP License Agreement is supple-
mented by the Data Processing and
Security Terms, the instructions
given by the customer through the
Admin Console and otherwise in his
or her use of the services, and any
subsequent written customers’ in-
structions acknowledged by Google.

The service agreement and use by the customer
of the features and functionalities made available
by the provider as part of the service are the cus-
tomer’s complete and final instructions to the pro-
vider in relation to processing of personal data. In
addition, customers are provided with additional
parameters that are defined in C5 and serve to
better evaluate the terms of security of their ser-
vices.

Data
storage,
transfer,
and dis-
posal

The customer may select where cer-
tain data will be stored, and Google
will store it there in accordance with
the Service Specific Terms. If a loca-
tion is not covered by the Service
Specific Terms or a location is not
selected by the customer, Google
may store and process the relevant
data anywhere Google or its sub-pro-
cessors maintain facilities. If data are
to be transferred out of the European
Economic Area (EEA), Google will
either (if the customer requests it)
ensure that the transfers are made in
accordance with such contract
clauses or (b) offer an alternative so-
lution. Administrators can export cus-
tomer data through the functionality
of the GCP services at any time dur-
ing the term of the agreement. Cus-
tomers can delete their data through
the functionality of the GCP services
at any time. When Google receives a
complete deletion instruction from
the customer (such as when an
email is permanently deleted), either
during term or on term expiration,
Google will delete the relevant cus-
tomer data from all of its systems
within @ maximum period of 180 days
unless retention obligations apply.
Google will not process customer
personal data for any other purpose.

The laaS provider provides the customer the abil-
ity to choose to use the service to store and pro-
cess its data entirely within the EEA. The provider
provides its customers with the ability to rectify,
erase, restrict, or retrieve customer data either (a)
as part of the service or (b) by enabling customers
to design and deploy their own solutions using the
service. No further assistance to the customer
with the data subject’s request is provided. In re-
spect to data processed on behalf of a customer
using the cloud infrastructure service, the provider
will not (a) access or use such data except as
necessary to provide the services to the customer
or (b) process such data for the provider's own
purposes, including, in particular, for data mining,
profiling, or direct marketing.
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The strategies of the GCP and AWS for GDPR compliance are different. The GCP service agree-
ment is based on a set of instructions agreed on with the individual customer and included in the
Data Processing and Security Terms, the instructions given by the customer through the Admin
Console, and any subsequent written customer instructions acknowledged by Google. The AWS
service agreement instead refers to the cloud infrastructure service provider (CISP) code of con-
duct undersigned by a group of IaaS providers.'® It is worth noticing that only some of the AWS
services are listed in the register of services compliant to the code of conduct by date.

In terms of governance, GCP delegates the control to the above-mentioned instructions, whereas
in the CISP code, control depends on the pre-defined type of access to data the customer and the
provider have. For AWS, security is again handled on the pre-defined access and the role that
customer and provider have on data processing; whereas for GCP, security is monitored through
specific tools to protect the data centers. The CISP code additionally requires the customer to
review the security measures set up by the provider. Again, the approach to data storage, dele-
tion, and disposal of GCP is based on customer strategies that can be performed through tools
provided by the platform. The CISP code explicitly mentions the prohibition for the provider to
use data for its own purposes, including, in particular, data mining, profiling, or direct marketing.
It is worth noticing here that GCP reserves the right to migrate customer data to centers in a loca-
tion not chosen by the customer.

BREXIT: HOW THE UK CONFORMS

The United Kingdom submitted on 29 March 2017 the notification of its intention to with-
draw from the Union pursuant to Article 50 of the Treaty on European Union. This means
that unless a ratified withdrawal agreement establishes another date, all Union primary
and secondary law will cease to apply to the United Kingdom from 30 March 2019 (‘the
withdrawal date’). The United Kingdom will then become a ‘third country.’ In view of the
considerable uncertainties, in particular concerning the content of a possible withdrawal
agreement, all stakeholders processing personal data are reminded of legal repercussions,
which need to be considered when the United Kingdom becomes a third country.”’

With this statement begins the European Commission Directorate-General for Justice and Con-
sumers’ notice to stakeholders on January 9th, 2018. The same communication underlines,
though, that GDPR has also simplified the use of the tools for data protection and transfer with
third countries. Thus, which law will apply in the UK in the coming years?

Until March 2019, the UK will still be a member of the EU, and therefore GDPR applies to it.
From the withdrawal date, the data flow between the UK and the EU must be maintained, as
about 43 percent of EU tech companies are UK-based and 75 percent of the UK’s data transfers
take place with the other EU members.?’ Thus, in June 2017, the UK Department for Digital,
Culture, Media, and Sport issued the Data Protection Bill 2018 (ico.org.uk), which has been fi-
nalized in the 2018 DPA. The DPA entered into force on May 25th, 2018 and updates the UK
data protection laws and further supplements GDPR by extending data protection to as-yet-un-
covered areas of application. The DPA also includes some exemptions of GDPR that may also
have effects on cloud services. For example, some of the SaaS services (such as Facebook) are
concerned with the age of consent that the DPA has lowered to 13.

Besides the DPA and its compliance with GDPR, the UK is also actively working on understand-
ing the impact of the technological change on information rights. In particular, a great concern in
the UK is how data is specifically processed by cloud services that make use of big-data analyt-
ics and AL In her speech at the Alan Turing award in March 2018, Elizabeth Denham, the head
of the UK Information Commissioner’s Office, made it clear that the opacity of the algorithms
used in processing a large amount of data and the inferred data that such processes might derive
put the protection of personal data under serious risk. As such, her office has issued a technology
strategy document for 2018/2019 that outlines how the UK will adapt to technological change as
it impacts information rights. Such a strategy also foresees the establishment of a technological
sandbox where new technologies will be deployed and tested for data protection (such as how
fingerprints in smartphone easy access are processed).
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OBSERVATIONS

GDPR has some consequences on the provision, management, and use of cloud services. The
magnitude of such an impact does not only depend on the regulation itself, but also on special
circumstances in which the regulation comes into force. Responsibility in processing personal
data is overall increased for CSPs either because new types of data generated or available in
cloud technologies (such as log data) are now ascribed to the personal sphere or new roles (such
as joint controllers) are given to CSPs.

After Brexit, the UK will be a “third-party” country, making the provision of cloud services in
principle more complex. To cope with this issue, the UK released the DPA 2018 that aims at
providing the groundwork for GDPR compliance and updating the current UK law. Until Brexit
is effective, the UK, as an EU member state, must comply with GDPR. Thus, the DPA is de-
signed to make this transition period the smoothest possible, although a few differences might
need further attention at the application stage (such as age of consent).

The territorial scope in GDPR is extended to non-EU countries where personal data of subjects
who are in the EU are processed or monitored. As such, some big industrial players are taking
proactive actions by undersigning codes of conduct, defining binding corporate rules for internal
transfer across national borders, or updating terms of service contracts to align their procedures
and policies with GDPR. Differences in such agreements and contracts, as in the case of GCP
and AWS, make it clear that stakeholders in the cloud-computing business need case law to un-
derstand the real impact of both the provision and the use of such services in relation to the pro-
cessing of personal data.
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