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Disclaimer

The information shared in this report is confidential and may be legally privileged. It is
intended solely for the addressee only and access to this report by anyone else is
unauthorized. If you are not the intended recipient, any disclosure, copying, reproduction,
distribution or any action taken or omitted to be taken in reliance on it, is prohibited and may
be unlawful. Jayaa IT Solution Pvt Ltd. will not be liable to you in respect of any losses
arising out of any event or events beyond our reasonable control. We will not be liable to you
in respect of any business losses, including without limitation loss of or damage to profits,
income, revenue, use, production, anticipated savings, business, contracts, commercial
opportunities or goodwill or otherwise arising because of use or any misuse of this report by
anyone. All the recommendations and solutions provided in this report are on as is basis and
are void of any warranty expressed or implied.
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72488  Executive Summary

The assessment was conducted in accordance with the recommendations and methodology
outlined in OWASP - 2021 and NIST- SWAT frameworks with all tests and actions being
conducted under controlled conditions. Efforts were placed on the identification and
exploitation of security weaknesses that could allow a remote attacker to gain unauthorized
access to organizational data.

The details of the application are mentioned below:

Application Name Spoky Application Type Web Application

Asset Group Application Application Owner Application Owner
Test Details

Test Stage Initial Start Date Sep 15,2025

Prepared By CISO End Date Sep 15,2025
The Objective

To identify security vulnerabilities and test the effectiveness of security controls placed on
the Spoky application. The assessment was performed without any prior knowledge,
assuming an identity of an adversary who can effectively compromise the application.

Overall there were total 3 Observations recorded by security auditors for above Web
application, out of which 2 High and 1 Medium observations were found.

Report Issues Statics

Open Issues Closed Issues Total Issues
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Key Observations Found

Following table presents a list of identified vulnerabilities and their severity levels.

Vulnerability Title Severity Status

HIGH CLOSED

Using Components with Known Vulnerabilities

2 OTP Bypass Using Response Manipulation HIGH CLOSED

MEDIUM CLOSED

3 Forced Browsing

1. Using Components with Known Vulnerabilities

The application uses outdated or vulnerable software components (frameworks, libraries, plugins) with publicly
disclosed security issues. Attackers can exploit these known flaws to compromise the system.

Severity Status
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jquery-validation vulnerabilities

Client-side form validation made easy

LATEST VERSION

Direct Vulnerabilities 1.21.0

Known vulnerabilities in the jquery-validation package. This does not include vulnerabilities belonging to this package's

dependencies LATEST NON VULNERABLE VERSION
1.21.0
How to fix? FIRST PUBLISHED
Automatically find and fix vulnerabilities affecting your projects. Snyk scans for vulnerabilities and provides 10 years ago

fixes for free.

LATEST VERSION PUBLISHED

1 years ago
Vulnerability Vulnerable Version LICENSES DETECTED
MIT >=0
m Cross-site Scripting (XSS) <1200
m Regular Expression Denial of Service (ReDoS) ET
Confirmatory 1:
|- applspokyai X | applspokyaifibfqueryvalidat X+ & - a 3
< c [:4/2pp1 spoky.aifiib; lid injs | 2% % 20
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= nEtpst/T3queryvalidation . or,
= Copyright (c) 2024 JA9rn Zaefferer; Licensed MIT */
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-make n ray(arguments), eturn c.unshift(b),a.validator. format. apply(this,c)}:void @===c2b: (argunents.length>28&. constructor !==Array&&(c=a.makeArray(argunents).slice(1)),c.constructor! ==Array&&(c=[c]),a.each(c, function(a,c){b=b.replace(new Regkxp("\\
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this rorContainer).add{this. settings.arrorLabelContainer), this . submitted={},this valusCache={},chis pendingRequast-0, this .pandin }othis. reset();v his.currentForm, e-this. grovps—
{},a.eazmtm ettlng rwps,fwv: (b,c)("sn—'mg i [ ),c=this.settings.rules,a. ea:h(:,f\mct'wn(b a){;[ ] ", " [type="password"
p ‘textarea”, " [typ o pe="tel']","[type="url']" por-znail'] . [type="date']" [type-'datatine-local'] [type— range’

*checkbox’ ]"],a(th)s (urr‘entFur‘m).m\( “focusin.validate focusout .validate

[eys
radic’ 1", "[type="checkbox']", " [contenteditable
),b), this.settings. invalidandler&Za(this. currentForm).on("invalid-

[ty pe P tor pt io ype="radio’]
Keyp VaLiGata"  f.coneat(this. settingb custonElonents) - Join( ", ").b)-on('clitk.validate" g, concat(this. scteings. tustontlenents) Join (o,
form.validate", this. settings.invalidHandler)},Form: function(){return this.checkForm(),a.extend(this.submitted, this. erroriiap), this. invalid=a. d({},this.errorfiap) ,this.valid()| |a(this. currentform) . triggerHandler (" invalid-form",
[xhis)), this. shoukrears (), thi valdd()}, checiorm: funcion() {this. prepareorn()for(var a=0,b=this  currentElenents=this elenents()sbla] a4 this. check(blal)sreturn this.valid()}, clenen son(b){var

c,d,e=this.clean(b), f=this.validationTargetFor(e), g=this,h=!0;return void o ele valid[e.nane ]: (Shis prepareclenent (7}, this curventElenents-a(?) dethis. groups[ nane] dSko esch(this groups, function(a,b
(exg.validationTargetror(g.clean(g. findsynan(:))), =gt nane in g invalicki(. currentElenents push (&), heg . check (e3hEhy )31, cathis. chack(F) fael 1 hehBle ,c7chis . invalidifom Lrhis. fnvaLid[ 7. nane =10, this numuemmvalms(m

.namegs

(this. toHide=this. toHide. add tainers)), this. ),a(b).attr(*aria-invalid", !c)),h}, showerrors: function(b) {if(b){var i xtend(th)s errortiap,b), Shin-errortis this. erroritap, function(a, b) {return{nessage:a, clement :c. FindsyName(b)
[0]3}),this. successLis grsp(th)s successUISE function(ay{retumnl (2.name in b))))this sett)ngs shouerrors?this settings. shouErrors, call(this  this.errortiap, this . errortist): this defsultihqurrurS()} resetForm:function()

{a.fn.resetFormila(this .currentFarm). resetForm( ), this. invalid={}, th Jthis )sthis.hi );var bethis.clements () Lue) . “aria-invalid");this.resetElenents(b)}, resetElements: function(a){var

B3 (this, settings.unhighlight)For (b-03a(b]: et )Shis . settings nhighlight. call (Ehis, alb] this. sett ngs arrorClase, ), this. Findsyhiame(a(b] name). removeClace (this. sett ings.validClacs); elee

a.removeClass (this.settings .errorClass). removeClass (this. settings.validClass)}, nusberofInvalids :function(){return this.objectlength(this.invalid)},cbjectLength:function(a){var b,c 0;For(b in a)void 0!==a[b]2&null!==a[b]&ka[b]!==!188c++;return
c},hideErrors - function(){this. hideThese(this . tokide)}, hideThese: function(a){a.not (this.containers).text(""), this.addwrapper(a) .hide()}, valid:function(){return nction(){return this.errorList.length}, focusInvalid: function()
{if(this. sett)ngs focusInvalid)try{a(this.findLastActive()| | this.crrorList.length8&this. errorList[0]. element| |[]).Filter(" :visible") .trigger(" focus") - kr)gger(”Fa:usn\")}:at(h(b){}) FindLastActive:function(}{var b=this.lastActive;return

ep(this-errorlist, functlon (a) {return o elenent nane==-b.nanc}). lengthab) clenents: function (){var b=this,c=(};d=[" tnput, "select”,textarea’, "[contenteditable] "] return o(this. currentfora). ind(d. concat (this. settings. custonElenents). join(",

. wohatt, Ireset, image, d)sabled“) rmk(thls settin re) . Filter (Function(){var d=this.name||a(thiz).sttr( name"), e="undefined" | typeot

a(this).attr("contenteditable”)aa"false 15) . ater("contentegieable”) ;return IdBRb. sett ings debuglamindon. conso 1eBRconsoLe. error (Ko has no heme assigned, this),e88(this. formea(this) closest (*fora™)[0], this nanesd), this. formessb. currentFornda(!(d in
<[ | !b.objectlength(a(this).rules()))R&(c [d] wa))m clean:function(b){return a(b)[8]},errors:function(){var b=this.settings.errorClass.split(" ").join(".");return a(this.settings.errorElements”. "+b, this.crrorContext)}, resetInternals:function()
{this.successList=],this. errorList=[],this.erroriap={}, this. toShou=a([ 1}, this.tokide=a([]) }.reset :Function(){this. resetInternals (), this.currentElemeats=a([ ])},prepareFor: function()

{this.reset(), this. toHidecthis. errors() add(this.containers)},prepareElement: function(a) {this.reset(), this. toHide=this.errorsFor(a)},clementValus: function(b){var c,d,e=a(b),f=b.type,g="undef ine:
e.attr("contenteditable 1s Contenteditable”);return”radio”—=F| | "checkbox"===f?this, findyName (b.name) . Filter(": checked") .val fa&"undef ined” I-typeof b.validity?b. \'al)d)ty had]nput"'NaN se.val():(c-g?
e.text():e.val(),"File! o ubotr(,13) . subatr(12)  (dee LastTndexOF (/") 1d5a03¢ - subt r(441) (duc oSt IndesOF (L"), u0%¢  subskr(dF1)16)): netr ing mntymect cic.replace(/\n/g, ™) )3, check. Funceion(h)
{bthis.velidationTargetror (this.clean(b));var c,de, f,g=a(b).rules(),hea.nap(g, Function(a,b){return b)}.length, i=!1,] th)s.elementvalue(b);th)’s.ahurtRequEst(b)J"fun(t)cm ypeof g.normalizer?fog, nornalizer: i Typeof this.sertings normalizerss
(Ff=this.settings.normalizer), .call{b,j),delete g.normalizer);for(d in g){e={method:d,parameters:g[d]};try{if (c=a.validator.methods[d].call(this,j,b,e. 3" match” "

void(this, toHid ms.thme.nwt(this arrorston (6)))515{1 return this. Tornatandadd(s,e)  1jcaten(k){throw this,settings. debughindon. consoleddconsols. log( Exeption occurred wheh checking elenent “rb.ids",
TypeErrort(k messaget= +2.method+™ method.”),k}}F(!i)return this.objectlength(g)a&this. successList.push(b), |0}, customDatatiessage Function(b, ¢ ){return
a(b).data("msg"+c. charAt(2) . tvapercase()+c substring(1). tolawercase ())|la(b) data( " nsg )3, custontiessage:function(a,b) (ver c=this.settings  nessages[alsreturn cBA(c constructor—a-Stringzcic[b])}, findoeFined:function ) (for (var <arguments. length;at)if (void
rguments[a])return arguments[a]},defaultiiessage: function (b, c){"strin f Rl (= {met od: c}) jvar d=this. fsndDe‘fmed(tMs custnm”\ssssge(b name, c.method), this. customDataMessage (b, ¢ .method), I this. settings ignoreTitleglh. title| |void

©,a.validator .messages[c.method],"<strongoWarning: No message defined for "+b.name+”</stro $’\(<\d+)\}/g,return "functio call(this,c.parameters,b) ie. test(d)&&(d=a.validator, fornat(d.replace(e,”

{$1}"),€.paraneters)), d}, formatAndadd : function(a,b){var c=this.defaultliessage(s,b)sthis izt push( {nessaget oe1ement o, meshod=b mzthnd}) this.errorfiap[a.name]=c, this.submitted[a. name]=c},addwrapper: function(a){return this.settings.wrapperdd

(sr2-2dd(a parent(ehis settings urapper))), o] defaulestonerrors: function() (var

a.b.c:for(a=0:this.errorListial:at+)c=this. errorListlal.this. settines. hiehlieht8this. settines. hiehlicht.call(this. c.element. this.settines. errorClass . this.settines.validClass). this.shoulabel (c.element.c.message) :if(this. errorList. lenethad

. ing"
+e.methadt” metnw.",k) Tk nstenceot

Solution / Remediation

Maintain an inventory of components (SBOM - Software Bill of Materials).Regularly update and patch all
libraries, frameworks, and third- party dependencies.Subscribe to vendor security advisories and OWASP
Dependency-Check alerts.Use automated tools (e.g., Snyk, OWASP Dependency-Track, NPM Audit) to scan for
vulnerable components.Replace unsupported or end-of-life components.

2. OTP Bypass Using Response Manipulation

The application’s OTP (One-Time Password) validation mechanism can be bypassed by tampering with client-
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side responses (e.g., intercepting API calls via a proxy and modifying the server’s response or request payload).
This indicates insufficient server-side validation and reliance on client inputs for authentication flow.

Severity Status

Initial:

| Bharat Bank - Joint Holder Re-f. X + v - a

&« > C | +//app1.spoky.aifAccount/Validate?RefNo=C_0S8IPdDOXgcRMOccuyFNhaRf4yokA-BFu8BNOXNhqSJs| 2% &% &0 2

Bharat Co-operative
ank (Mumbai) Ltd

[ A 1 ST
Bharat Co-Operative Bank
Bharat Bank - Joint Holder Re-KYC Reminder

Enter the Iast 4 digits of your registered mobile number

[0

For support, kindly contact your nearest ABG Bank Branch

spoky

(P 1) Request to nttps//app1 spoky.ai443 (17267.217.162
Forward Drop m Action Open browser

Pretty  Raw  Hex n o=

1| POST /Account /ValidateAjax HITR/Z

 TeFTer - ETTergery JERICloT! LdenBBaC1mm_ H£6m)30-01 Lo THTLeTT1HD T go uP a7 TUXOREML dBhi e rTlie g ETTH ) T35 LhgFeagl; _Cockies=
1d£cGoRSD  B4lpSinfslWcOSTLdNBECndull T8y3xn T 53281 1% 10ka-nSubc Pegq) RSFusnl_ddlWenthizehaT?_Tc

B _suice 1 _c-0AAvpOhF 37 Hi31c2WhpnHrt nPADTI T - 14rwiwe R LlePyl0uGe oCD0ZE asyo Vg £RZhOS £ kD du-LyTZh0 a7hS SvEMD LK -EFUSKER it OW7Bp- 1T
VSRS 1P 25T AT -5 _0baLI; ZuIyUE: TACR- LSt Falr w71

4 Content-Length: 316

S Sec-Ch-Ua: "Chromimm®;v="121", "Not A(Brand’;v="9g"

© hoeepe: /%

7 Content-Type: application/y-wiw-form-urlencoded; charssc=UTF-g

H

M-Requested-With: YMLHccpRequest
S Sec-Ch-Ua-Mobile: 70

10 User-Agenc: Mozilla/5 0 (Windows NT 10.0; Win4; x54) hppleWebKit/537 38 (KHTML, like Gecko) Chrome/121.0 8167.180 Safari/537.36
11 See-Ch-Ua-Platform: "Windows"

12 Origin: https://appl.spoky.ai

13 See-Fetch-Site: same-origin

14 See-Fetch-Mode: cors

L% See-Fetch-Dest: empty

1€ Referer: hctps://appl.spoky.ai/hccount/ValidacelRe fio=C_SS81 T

17 hecept-Encoding: gzip, deflace, br

L& hecept-language: en-US,en;q=0.5

1% Prierity: usl, i

—
21 ! | ee £10-c_ssa1) TeReturnUrl=¢__RequestVerificationToken=
Taeye_Libm_y v 70epIp £FLPI 06T 7AR-dlodx3l T Lx_N8GzaLy TbT 1P5IDgelLIUTSWEB2 12K _DoVacTasRF xwesdkal
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) Respanse from hitps://app1 spoky.ai:d43/Account/ValidateAjax [172.67.217.182
Forward Drop Adian Open browser

Bretty  Raw  Hex  Render =R

L HITP/Z 200 0K
2 Date: Mon, 15 Sep 2025 12:23:35 GHT
2 Content-Type: application/isen; charset=utf-8
4 Server: cloudflare
X-Content-Type-Options: nosniff

X-¥ss-Protection: 1; mode=hlock
2 Referrer-Policy: strict-origin-vhen-cross—origin
© Permissions-Policy: camera=(), microphom: geolocacio

Content-Securicy-Policy: defaalt-sre 'self'; serip . Line' style-sre 'self' ‘unsafe-inline’; img-sre 'self' data: hotps:; fomt-sre 'self’
Strict-Transporc-Security: max-age=2857000
2 %-Robots-Tag: noindex, nofollow
Kecess-Control-Allow-Origin: hucps://appl.spoky. ai
C-Cache-Stacus: DYIANMIC
Nel: ["report_to':"ci-nel",success_fraction®:0.0,"max_ags":E04800}
Report-To: {"group":"cf-nel", 'mas_age": 604800, "endpoints’: [{*url®: *https://a.nel.cloudflars. con/report /vd BBLqrdl T1$KdwTs 2Bzt SBALrwDbhAUSYAGhUAR U0 OV OWn30xs 2Bt i hdt Popa32pepSTGuTyDF CHnp 0¥y gs 30 1 }
Ct-Ray: 57£8189175c4b00b-SIN
Alt-Sve: h3=':443%; ma-06100
“olr: false, :
“arrer’:'IAvalid cods or referemce mumber.® Change the failed response to
¥ a successful response.

[} Response from https://app1.spoky.ai443/Account/ValidateAjax [172.67.217.182]
Forward Drop Intercept Action Open browser

Pretty  Raw  Hex  Render

Ter Wom, ep 2025 17:23:35 GHMT
Content-Type: application/json; charssc=ucf-

Server: cloudilare

X-Content-Type-Cptions: nosniff

X-Frame-Options: DENY

H-Mss-Protection: 1; mode=hlock

Referrer-Policy: strict-origin-when-cross-origin

Permissions-Policy: camera=(), microphone= (), geslocation=()
Contenc-Security-Policy: default-sre 'self 1 'self' line'
11 Striet-Transport-Seeurity: max-age=2592000

12 X-Bobots-Tag: noindex, nofollow

13 Access-Control-Allew-Origin: https://appl.spoky. ai

14 Cf-Cache-Status: DYNAMIC]

15 Nel: {"report_to':"cf-nel”,success fraction":0.0,'max_age":E£04800}

1€ Beport-Ta: {"group’:"cf-nel", "max_age":504800,"endpoints”: [(*url":"https://a nel cloudflare. con/report/vd? “BBLqxdl 11£RduTs "Bzt BALrwDbhQUSVdChUAACU 0QNVWOWR30x3 TBE ihdt P2p337peps1GuTyDFCHapOiygt 30" } ] }
17 Ct-Ray: 971B1B9£79c4b00b-SIN

16 Ale-Sve: hi=":4d3"; ma=85400

style-sre 'self' 'unsafe-inline'; img-src 'self’ data: heeps:; fomt-sre 'self’

"ok":itrue,
“redirectUrl”

/Home/Index"
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I Home Page x

+

< G [3])| ~ee=//app1 spoky.ai/Home/Index

Confirmatory 1

| appl.spoky.ai

< c

{"ok" true,"redirectUr]":"

/Home/Index"}

@ " English v)

Bharat Co-Operative Bank
Joint Account Holder Re-KYC Reminder
Dear Nikita Anchan
You are the Primary Customer of account number ending with 000300000010633 in which the Joint holder s due for Re-KYC.

Please submit KYC documents of the Joint holder with CIF no. R444429 to the nearest branch of Bharat Bank or send them from your
registered email adaress to du@bharatbank.co.in to complete Re-KYC on or before 08-08-2025, failing which, we wil be constrained
to restrict the operations in your account.

Bharat Bank

Please mail the documents fo
du@bharatbank co.in

Please complete Re-KYC before -
Fiiday, 8 August 2025

CONFIDENTIAL
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c-c cw saOa
Bharat Co-operative
Bank (Mumbai)Ltd
Oz | eosn )

Bharat Co-Operative Bank
Bharat Bank - Joint Holder Re-KYC Reminder

Enter the last 4 digits of your registered mobile number

Invalid OTP. Please enter correct OTP.

LUy

Solution / Remediation

Implement strict server- side validation of OTP values.Ensure OTPs are single- use, time- bound, and
cryptographically random.Use rate limiting and account lockout after multiple failed OTP attempts.Avoid
sending authentication status in client-controllable responses.

3. Forced Browsing

The application allows attackers to directly access restricted resources (URLs, API endpoints, files) by
manipulating the URL or path without proper authorization checks. Attackers can gain access to sensitive
information or perform unauthorized actions by accessing hidden or unlinked resources. Depending on the
application, this could expose PlI, financial records, or administrative functions.

Severity Status

MEDIUM CLOSED

Initial:
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& New Incognito Tab +

€ Q Search Google or type a URL % # E O @ reogic

Incognito in Chromium

What Incognito does What Incognito doesn't do

When you close all Chromium Incognito tabs, your  Incognito does not make you invisible online:

activity in those tabs is removed from this device: e e

* Browsing activity « Employers or schools can track browsing activity
* Search history * Intemet service providers can monitor web traffic
* Information entered in forms

Third-party cookies are blocked
Chromium blocks sites from using third-party cookies to track you as you browse.
If site features aren't working d o

]| httpsi//app1.spoky.ai/Home/Inde: % & E O @ reogic

0 oo

Bharat Co-Operative Bank
Joint Account Holder Re-KYC Reminder
Dear Nikita Anchan,
You are the Primary Customer of account number ending with 000300000010833 in which the Joint holder is due for Re-KYC.

Please submit KYC documents of the Joint holder with CIF no. R444429 {o the nearest branch of Bharat Bank or send them from your
registered email address to du@bharatbank.ce.in to complete Re-KYC on or before 08-08-2025, failing which, we wil be constrained
to restrict the operations in your account

Bharat Bank

Please mail the documents 1o:
du@bharatbank co.in

Please complete Re-KYC before -
Friday, 8 August 2025

For support, kindly contact your nearest ABC Bank Branch

spoky

Confirmatory 1:
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fwww.spoky.ai % W% E O @ icogitc

Al-Powered Explainers for Custe X 4

Customer Communication. Simplified.

Spoky transforms complex customer-facing documents & messages into simpilified. personalized,
multilingual explainers. Boost understanding. reduce support. and increase engagement at scale

Key Benefits

Most communication goes unread. misunderstood. or ignored. We simplify
communication so customers actually read. understand, and act.

We value your privacy

Solution / Remediation

Implement deny-by-default security posture for sensitive resources.Avoid relying on client-side “hidden” URLs
for security.Conduct periodic authorization testing as part of development and QA.
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