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DATA PROCESSING AGREEMENT 
 

This data processing agreement (the "Agreement") was last updated on March 16. 2023. The 

agreement is between 

(1) You, the user of Elotec EloRa (the "Data Controller") (contact information reported in 

registration form for EloRa subscription), and  

(2) Elotec AS, org no 864 602 452, Søndre Industrivegen 3, 7340 Oppdal (the "Data Processor") 

Hereafter "Party" or "Parties";  

1 BACKGROUND AND PURPOSE  

1.1 This Agreement sets out the rights and obligations of the Data Controller and the Data Processor, 
when processing personal data on behalf of the Data Controller.  

1.2 This Agreement has been designed to ensure the Parties' compliance with Article 28(3) of 
Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regards to the processing of personal data and on the free 
movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation or 
"GDPR"), and the Norwegian Personal Data Act (hereafter the "prevailing data protection 
legislation"). In case of conflict between the terms of this Agreement and the prevailing data 
protection legislation or any other relevant legislation, this Agreement has no precedence. 

1.3 In the context of granting the Data Controller access to Elotec's platform "EloRa" (the "Services") 
the Data Processor shall only process personal data on behalf of the data controller as described 
in this Agreement or as agreed in writing between the Parties.  

1.4 Two appendices are attached to this Agreement, and they are an integral part of the Agreement. 

1.5 Appendix A contains details about the processing of personal data, including the purpose and 
nature of the processing, type of personal data, categories of data subjects and duration of the 
processing.  

1.6 Appendix B contains the Data Controller's conditions for the Data Processor's use of sub-
processors and information about subprocessors authorized by the Data Controller.   

1.7 In the event of a contradiction between this Agreement and the provisions of related agreements 
between the Parties existing at the time when this Agreement is agreed or entered into thereafter, 
this Agreement shall prevail. This Agreement shall take priority over any similar provisions 
contained in other agreements between the Parties. 

1.8 This Agreement shall not exempt the Data Processor from obligations to which the Data Processor 
is subject pursuant to GDPR or other legislation.  

2 THE RIGHTS AND OBLIGATIONS OF THE DATA CONTROLLER 

2.1 The Data Controller is responsible for ensuring that the processing of personal data takes place in 
compliance with the prevailing data protection legislation and this Agreement, cf. GDPR article 24.  

2.2 The Data Controller has the right and obligation to make decisions about the purposes and means 
of the processing of personal data. 
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2.3 Among other things, the Data Controller is responsible for ensuring that there is a legal basis for 
the delegated processing of the personal data. 

3 THE RIGHTS AND OBLIGATIONS OF THE DATA PROCESSOR 

3.1 Instructions: The Data Processor is subject to the Data Controller´s authority regarding the 
processing of personal data and shall only process personal data based on documented 
instructions from the Data Controller. If the processing is required under European Union law or 
Norwegian law, the Data Processor shall notify the Data Controller about the aforementioned legal 
requirements before the processing, unless Union or Norwegian law prohibits such notification for 
the sake of important social interests. Subsequent instructions may also be given by the Data 
Controller throughout the duration of the processing of personal data. These instructions shall 
always be documented. If the Data Processor means that an instruction from the Data Controller 
is in breach of the prevailing data protection legislation or any other legislation, the Data Processor 
shall immediately notify the Data Controller about this.  

3.2 Confidentiality: The Data Processor has a duty of confidentiality regarding the documentation and 
the personal data which it will have access to in accordance with the Agreement. This provision 
also applies after termination of the Agreement. The Data Processor is responsible for ensuring 
that the necessary agreements or obligations for confidential processing of such information are 
established with anyone who has access to that information. The Data Processor shall, whenever 
required by the Data Controller, be able to demonstrate the above-mentioned confidentiality. 

3.3 Security measures: The Data Processor confirms that it will take appropriate technical and 
organizational measures to ensure that all processing under this Agreement meets the 
requirements of the prevailing data protection legislation and ensures the protection of the data 
subject's rights, including compliance with all the requirements of GDPR article 32.  

3.4 Assistance according to GDPR articles 32-36: The Data Processor is obliged to provide the Data 
Controller with access to its data security documentation, and to assist the Data Controller with 
fulfilling its own responsibility in accordance with the prevailing data protection legislation. This is 
especially true for assistance with audits and inspections, as well as notification of personal data 
breach and impact assessment. The Data Controller is directly responsible towards the relevant 
supervisory authorities.  

3.5 Assistance with inquiries: The Data Processor shall assist the Data Controller in safeguarding the 
rights of the data subjects. This applies, but is not limited to, providing information on how the 
personal data is processed, handling inquiries which include, among others, access to the personal 
data and fulfilment of the data subjects' right to rectification or deletion of the personal data. For 
all and any inquiries that the Data Processor may receive directly, the Data Processor shall transmit 
those inquiries to the Data Controller as soon as possible.  

3.6 Other type of assistance: In addition to the Data Processor’s obligation to assist the Data Controller 
pursuant to sections 3.4 and 3.5, the Data Processor shall furthermore assist the Data Controller in 
ensuring compliance with other obligations as mentioned in this Agreement or in the prevailing 
data protection legislation, as well as to ensure that personal data is accurate and up to date, by 
informing the Data Controller without delay if the Data Processor becomes aware that the personal 
data it is processing is inaccurate or has become outdated. 

3.7 Access/Disclosure: The Data Processor shall not disclose personal data or information that it 
processes on behalf of the Data Controller to a third party without explicit instructions or 
permission from the Controller.  
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3.8 Compensation for assistance: The Data Processor shall be compensated for such assistance to the 
Data Controller as set out in sections 3.5 – 3.7 and section 4, and all other assistance provided in 
accordance with the prevailing data protection legislation and this Agreement. The right to 
compensation does however not apply if the assistance is necessary due to a data breach or 
processing of personal data in breach of prevailing law or this Agreement, which is deemed caused 
by acts by the Data Processor or any party under the Data Processor’s responsibility and liability. 
The compensation shall be calculated according to elapsed time and the Data Processor's usual 
terms and hourly rates, or if this is not applicable, as agreed upon between the Parties.  

4 SECURITY AND BREACH 

4.1 The Data Processor shall comply with the requirements for security measures according to the 
prevailing data protection legislation. The Data Processor shall at least be able to document 
routines and security measures that meet these requirements, including, as appropriate, measures 
to prevent accessible or illegal destruction or loss of data, unauthorized access to or dissemination 
of data, as well as any other use of personal data that does not comply with this Agreement, and 
measures to restore access to the personal data in any event.  

4.2 The Data Processor undertakes to notify the Data Controller without undue delay and at the latest 
within 24 hours if the Data Processor has information about, or reason to believe, that the personal 
data is used in an unauthorised manner or otherwise handled in violation of the data protection 
legislation and / or the terms of this Agreement. This is especially true for any breach of personal 
data security that the Data Processor becomes aware of, including unauthorized access, 
dissemination, alteration, damage / destruction, but also for any circumstance that may cause a 
change in the risk assessment, and which has or may have an impact on data security.  

4.3 In the event of a personal data breach by the Data Processor, the Data Processor shall notify the 
Data Controller within 24 hours of the Data Processor becoming aware of the breach. Notification 
of breach shall contain, as a minimum, the requirements of GDPR Article 33 (3), including: 

- description of the nature of the personal data breach, including, where possible, the categories 
of and approximate number of data subjects affected, and the categories of and approximate 
number of personal data records concerned, 

- the name and contact information of the data protection officer or other contact point where 
more information can be obtained, 

- description of the likely consequences of the personal data breach, 

- description of the measures taken or proposed to be taken by the Data Controller to address 
the personal data breach, including, where appropriate, measures to mitigate its possible 
adverse effects.   

4.4 The Data Controller is responsible for sending a notification to the supervisory authority at the 
latest 72 hours after the breach has been detected, and the Data Processor shall not send such 
notification or contact the supervisory authority without the instructions of the Data Controller. If 
all information cannot be provided in the first notification, the information should be given 
successively as soon as it is available. In accordance with section 3.4 above and in the event of a 
data security or privacy breach by the Data Controller, the Data Processor shall assist the Data 
Controller in obtaining the necessary information as described in GDPR Article 33 (3), cf. section 
4.3 above.  

4.5 Any breach or suspicion of a breach to the personal data security at the Data Processor shall be 
recorded, hereafter logged and stored at the Data Processor.  
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4.6 The Data Processor shall, without undue delay, correct or implement measures to prevent personal 
data breach and nonconformities. Nonconformities or breach which the Data Processor or its 
subprocessors are responsible for shall be corrected or prevented at no charge to the Data 
Controller and must be documented.  

4.7 The security level of the processing shall take into account the nature of the personal data and the 
risk for personal data breach for the data subjects. For this reason, the Data Processor must 
conduct risk assessments to ensure satisfactory data security.  

5 TRANSFER OF PERSONAL DATA OUTSIDE EU/EEA 

5.1 Any transfer of personal data to third countries or international organisations by the Data 
Processor shall only occur on the basis of documented instructions from the Data Controller and 
shall always take place in compliance with GDPR Chapter V.  

5.2 In case transfers to third countries or international organisations, which the Data Processor has 
not been instructed to perform by the Data Controller, is required under EU or Norwegian law, the 
Data Processor shall inform the Data Controller of that legal requirement prior to processing unless 
that law prohibits such information on important grounds of public interest. 

5.3 Without documented instructions from the Data Controller, the Data Processor therefore cannot 
within the framework of this Agreement: 

(a) transfer personal data to a Data Controller or a Data Processor in a third country or in an 

international organization 

(b) transfer the processing of personal data to a subprocessor in a third country  

(c) have the personal data processed in by the Data Processor in a third country 

5.4 The sections in this Agreement are not to be confused with the standard contractual clauses as 
mentioned in GDPR article 46 (2), and this Agreement does not by itself ensure compliance with 
obligations related to international transfers in accordance with Chapter V of the GDPR. 

5.5 At the time of this Agreement, the Data Processor does transfer personal data outside the EU/EEA. 

6 SUBPROCESSORS  

6.1 The Data Processor's use of subprocessors is dependent on the Data Controller´s authorisation, 
who can disapprove them. A list of approved subprocessors is attached to this Agreement, cf. 
Appendix B.  

6.2 The Data Processor shall meet the requirements specified in GDPR article 28(2) and (4) in order to 
engage a subprocessor.  

6.3 The Data Processor has the Data Controller’s general authorisation for the engagement of 
subprocessors as mentioned in Appendix B. The Data Processor shall specifically inform in writing 
the Data Controller of any intended changes of that list through the addition or replacement of 
subprocessors prior to the engagement of the concerned subprocessor(s).  If the Data Controller 
does not object to the changes in writing within two weeks from receipt of such notice, the Data 
Controller shall be deemed to have accepted the changes.  

6.4 In case of change of subprocessors, Appendix B shall be updated by the Data Processor and notice 
of such update shall be sent to the Data Controller´s contact person.  
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6.5 The Data Processor shall ensure that all subprocessors are bound by the same requirements for 
data security and processing in general as set out in this Agreement. The Data Processor shall 
therefore ensure that its subprocessors only process personal data in accordance with the terms 
of this Agreement and not to a greater extent than is necessary to fulfill the service which the 
subprocessors provide. The Data Controller is entitled to access the Data Processor's subprocessing 
agreements, as well as the relevant subprocessors' documentation for the processing, such as 
security documentation. To the extent necessary to protect business secret or other confidential 
information, including personal data, the Data Processor may redact the text of the agreement 
prior to sharing the copy. 

6.6 The Data Processor is fully responsible towards the Data Controller for all and any of the 
subprocessors´ violations to this Agreement´s requirements, as well as to other applicable data 
protection legislation. The Data Controller can order the Data Processor to stop the immediate use 
of the subprocessors who have acted in breach of their contractual obligations and / or applicable 
data protection legislation.  

6.7 Upon termination of this Agreement, the Data Processor shall ensure that the subprocessors fulfill, 
in the same manner as the Data Processor, the obligation to delete or properly destroy all personal 
data, including backups, as set forth in section 7.1 of the Agreement. 

6.8 The Data Processor shall agree a third-party beneficiary clause with the subprocessor whereby - in 
the event the Data Processor has factually disappeared, ceased to exist in law or has become 
insolvent - the Data Controller shall have the right to terminate the subprocessor contract and to 
instruct the subprocessor to erase or return the personal data. 

7 ERASURE AND RETURN OF DATA 

7.1 On termination of the provision of personal data processing services, the Data Processor shall, 
unless otherwise agreed on in a written agreement, at the choice of the Data Controller, delete all 
personal data processed on behalf of the Data Controller and certify to the Data Controller that it 
has done so, or return all the personal data to the Data Controller and delete existing copies unless 
EU or Norwegian law requires storage of the personal data, or unless otherwise specifically agreed  
between the Parties.   

8 LIABILITY 

8.1 Each of the Parties is liable for damages and shall compensate the other Party for any documented 
material or non-material damage suffered by the other Party as a result of a breach of the 
prevailing data protection legislation or this Agreement.  

8.2 Each of the Parties is liable for damages and shall compensate the data subjects for any material 
or non-material damage suffered by the data subjects as a result of a breach of the prevailing data 
protection legislation in accordance with GDPR Article 82 (1).   

9 TERM AND TERMINATION 

9.1 The terms of this Agreement apply as long as the Data Processor processes, including also has 
access to, personal data on behalf of the Data Controller. 

9.2 Both parties shall be entitled to require the Agreement renegotiated if changes to the law or 
inexpediency of the Agreement should give rise to such renegotiation.  

9.3 If the provision of personal data processing services is terminated, and the personal data is deleted 
or returned to the Data Controller pursuant to section 7.1, the Agreement may be terminated by 
written notice by either party.  
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10 GOVERNING LAW AND JURISDICTION 

10.1 The Agreement is governed by Norwegian law and disputes between the Parties shall be settled at 
the Trøndelag District Court (Trøndelag tingrett). This also applies after termination of the 
Agreement. 
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APPENDIX A – DESCRIPTION OF THE PROCESSING  

A.1 The purpose of the Data Processor's processing of personal data on behalf of the Data 

Controller is:   

The Data Controller holds a subscription for the EloRa system (EloRa Manager) in connection to the 

Data Controller's use of Elotec's sensor technology. The Data Processor will process personal data 

on behalf of the Data Controller in order to provide the Data Controller with access to and use of 

the EloRa system.  

 

 

A.2 The Data Processor's processing of personal data on behalf of the data controller shall 

mainly pertain to (the nature of the processing):  

Processing of personal data in connection to the Services. This entails processing of personal data 

about the Data Controller's employees and customers that have access to EloRa Manager, as well as 

data from the sensors used by the Data Controller that are stored and processed in EloRa Manager.  

 

A.3 The processing includes the following types of personal data about the following 

categories of data subjects: 

The Data Processor will typically process the following categories of personal data about the 

following categories of data subjects in connection with providing the Services to the Data 

Controller: 

- Information about the owners of the sensor equipment ("End Users"): Name, e-mail, 

phone number, address, company information and invoice information; 

- Employees of the Data Controller or other persons with access to the Services through 

the Data Controller (also "End Users"): Name, e-mail, phone number;  

- Information collected by the sensors used by the Data Controller: If personal data can 

be derived from the sensor data, this may include location data, behaviour and 

behavioural patterns, use of buildings, systems and machines belonging to the Data 

Controller.  

A.4 The processing has the following duration: 

Personal data shall not be stored for longer than needed for the purposes mentioned in this 

Appendix A. The Data Processor will process personal data on behalf of the Data Controller for as 

long as the Data Controller uses the Data Processor's Services and for as long as this Agreement 

exists unless longer retention is required by prevailing law. The Data Processor will only delete 

personal data involved in the Services at regular intervals and/or prior to any termination of this 

Agreement upon further and specific instructions by the Data Controller.  



 

 

 

  .  8 | 899 

APPENDIX B – AUTHORISED SUBPROCESSORS  

As of the data of this Agreement, the Data Controller authorises the engagement of the following 

subprocessors:  

NAME ORG.NR. ADDRESS TYPE OF SERVICE / 

DESCRIPTION OF THE 

PROCESSING  

SuperOffice AS 956 753 104 Wergelandsveien 27, 

0167 Oslo, Norway 

CRM system where End 

User's personal data is 

stored internally  

Visma Software AS 933 646 920 Karenslyst allé 56, 0277 

Oslo, Norway 

Invoice information 

processed in Visma Global 

Vitnett AS 981 488 423 Inge Krokanns veg 11, 

7340 Oppdal, Norway  

Internet host provider / 

server provider of internal 

systems 

Exosite   1015 Glenwood Ave, 

MN 55405 

Minneapolis, USA  

Provider of the application 

and services surrounding 

EloRa Manager 

The Things 

Industries  

647 25 189 Singel 542, 1017 AZ, 

Amsterdam, The 

Netherlands  

Provider of the network 

server for EloRa Manager 

Twilio  Rincon Center, 

Mission St., San 

Francisco, California 

Provider of SMS 

notification service 

 

Data related to you installed sensors and system may be shared with the same third party who sold 

you the Elotec EloRa hardware, who in turn may use the data to offer customer and technical 

support services. 

The Data Controller shall on the commencement of the Agreement authorise the use of the 

abovementioned subprocessors for the processing described for that party. The Data Processor shall 

not be entitled – without the Data Controller’s explicit written authorisation – to engage a 

subprocessor for a ‘different’ processing than the one which has been agreed upon or have another 

subprocessor perform the described processing.  

 


