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Secure Network

1 – Install & maintain 
firewall

2 – Remove default 
accounts

Protect Cardholder 
Data

3 – Protect stored data
4 – Encrypt 

transmission on open 
networks

Vulnerability 
Management

5 – Use up-to-date anti-
virus

6 – Maintain secure 
systems

Strong Access Controls

7 – Restrict access to 
need-to-know basis
8 – Assign unique 

identification
9 – Restrict physical 

access

Monitor & Test 
Networks

10 – Track and monitor 
access

11 – Regularly test 
systems

Security Policies

12 – Maintain 
information security 

policy for all personnel

Payment Card Industry Data Security Standard (PCI DSS)
(6 Goals, 12 Requirements)

SOP
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