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Internship for a Development Engineer
Opportunity for a 6-month internship

Security Testing @ SAP Labs France
Sophia-Antipolis – France

As market leader in enterprise application software, SAP helps companies of all sizes and industries run
better. From back office to boardroom, warehouse to storefront, desktop to mobile device – SAP empowers
people and organizations to work together more efficiently and use business insight more effectively to stay
ahead of the competition.

PURPOSE AND OBJECTIVES

Cyber-attacks can disrupt and cause considerable financial and reputational damage to even the most
resilient organizations. If an organization suffers a cyber-attack, it stands to lose assets, reputation and
business, and potentially face regulatory fines and litigation. Most cyber-attacks are automated,
indiscriminate and evolve at an alarming rate.

Cybersecurity is the body of technologies, processes and practices designed to protect networks, computers,
programs and data from damage or unauthorized access from cyber-attacks. Ensuring cybersecurity
requires coordinated efforts throughout the development lifecycle of products. An important element in this
lifecycle is Security Testing. Security Testing reveals flaws in the security mechanisms of products during
development and helps prevent attacks such as SQL injection, XSS, DoS.

Within SAP Global Security (SGS), the Security Testing team enables SAP development teams to build
secure software by providing a service for automated source code scans complemented by other test
methods, such as dynamic checks, fuzzing, and penetration testing. This automated security analysis of
potentially large software products allows to detect and eliminate security flaws at an early stage in the
development cycle before the products are shipped to SAP customers. The team also provides central
education and consulting to develop security awareness in SAP and help development teams make effective
use of these tools.

Our strengths rely on an international and multicultural team. The team is made up of highly skilled and
passionate individuals who together bring many years of experience from various areas of application
security. We are looking for a passionate and collaborative intern with a hands-on mindset.

INTERNSHIP TOPIC 1: WEB APPLICATIONS FOR HEALTH MONITORING
We operate many static analysis tools (SAST) and dynamic analysis tools (DAST) within our team. The
successful intern will develop two web applications and associated REST services for these tools:

- One web application that returns the availability and status of a given tool based on its mains
services response time and its queue load

- One web application that given a project and a tool returns the health state of this project by
checking its configuration, the regularity of audits, the quality of audits, existence of warnings or
errors, etc.

Get experience in building software from scratch!

INTERNSHIP TOPIC 2: HIGH-AVAILABILITY AND ARCHIVING OF EXTREMELY LARGE DATABASES
Within our team, we operate many servers in order to enable SAP developers run static and dynamic
analysis on their code with Security Testing tools. These servers have endless growing databases that
become performance bottlenecks. On the other hand, deleting data from these servers is not an option as
scan history needs to be kept for 10 years for audit and legal reasons. The successful intern will design,
implement, test and deploy productively an efficient archiving solution for our multiple production systems.
The archiving solution shouldn’t affect the performance or accessibility of the production systems. The
archived data, limited to the strict necessary, should remain searchable and reportable. Archived data should
be restored on production systems on demand and data archived for more than 10 years should be
automatically deleted. Managing high availability is also very important to maintaining high uptime and strong
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operational performance of our databases. The candidate will compare different approaches to configure
high availability of our databases and based on this will implement the best solution on our production
servers.

Learn how to overcome the biggest challenge of any application with a large customer base1

INTERNSHIP TOPIC 3: SOFTWARE DEVELOPMENT TO BUILD TECHNICAL DOCUMENTATION

Good documentation is key to the success of any professional project. In Security Testing, we have a mix of not
so well-structured wiki pages and community pages that describe installation steps and usage of Security
Testing tools. We are looking for a developer and technical writer who could improve the current documentation
and the processes used in Security Testing for documentation. We are expecting the successful intern to:

· Gather requirements, compare and select appropriate documentation tools and frameworks.
Examples of platforms include: Read the Docs, MkDocs, Ascii Doc, GitHub pages, static site
generators such as Hugo, Jekyll, Sphinx, and more.

· Set up a process including a versioning system for the content
· Collaborate with team members to identify areas of improvements in existing documentation
· Refactor existing documentation to provide an improved user experience and a more accessible

information structure
· Build a documentation site and publish new content

Learn how to bring agility and effectiveness in your company documentation

INTERNSHIP TOPIC 4: MIGRATION OF SERVERS TO HYPERSCALERS

Our team maintains and operates 120+ servers that run in the internal corporate network. The successful
intern will work on the migration of these servers to one of the following hyperscalers: GCP, AWS or Azure.
His/her tasks will be the following:

- Gather requirements
- Run proof of concepts to determine which hyperscaler matches best the requirements
- Work on a migration plan
- Proceed with the migration

Plus

· Acquisition of knowledge in application security and security testing tools
· Diversity of tasks (design, development, devops)
· High visibility and recognition of the work as the applications/documentation will be consumed by

30.000+ developers in SAP
· Contact with security experts (pentesters, static and dynamic tools experts, and tools consultants)
· Work with a great team in a nice location (Sophia-Antipolis/south of France)

CANDIDATE PROFILE
In addition to a strong scientific and technical background, the position requires strong problem-solving
capabilities with the ability to communicate effectively. The ideal candidate will have/be:

· Good technical/development skills
· Knowledge in JavaScript/NodeJS, python, Java, SQL.
· Willingness and proven ability to quickly acquire development proficiency in new technologies
· Fluent in English (working language)
· Good oral and written communication skills

Knowledge in Security is a plus.

https://readthedocs.org/
https://pages.github.com/
https://gohugo.io/
https://jekyllrb.com/
http://www.sphinx-doc.org/en/master/
https://www.staticgen.com/
http://www.sap.com/corporate-en/legal/copyright/index.epx
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INTERNSHIP CONTEXT

SAP
Over the past 45 years, SAP has grown to become the world's leading provider of business software solutions.
With 12 million users, 96,400 installations, and more than 1,500 partners, SAP is the world's largest inter-
enterprise software company and the world's third-largest independent software supplier, overall. SAP
solutions help enterprises of all sizes around the world to improve customer relationships, enhance partner
collaboration and create efficiencies across their supply chains and business operations. SAP group includes
subsidiaries in over 180 countries and employs more than 96 000 people.

STANDARD INTERNSHIP PACKAGE
· Salary: depending on the length of the internship and your diploma.
· Lunch: SAP Labs France has a local cafeteria; interns contribute 2,63€uro/lunch, like other SAP

employees.
· Transportation: 100€ allowance per month
· Holidays: French Bank Holidays

o January 1st; April 22nd,  May  1st, May 8th, May 30th, July 14th; August 15th,  Nov 1st and 11th;
December 25th

· Travel: no trip will be paid by SAP.
· Accommodation: SAP can propose an accommodation for the duration of your internship. The

accommodation is subsidized by SAP: the intern pays half of the rental cost: 342€ for a 1-room
apartment or 442€ for a 2-room apartment (Choice depending on the availability).

CONTACTS AND PROCEDURE
Please candidate by clicking on this link:
https://career5.successfactors.eu/sfcareer/jobreqcareer?jobId=231653&company=SAP&username=

UPLOAD (all documents must be in English):
· Your CV
· Cover letter
· Any relevant documents

https://career5.successfactors.eu/sfcareer/jobreqcareer?jobId=231653&company=SAP&username=
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