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Article 29 Working Party
issues draft model
clauses for processor-to-
processor data transfers

On 21st March 2014, the Article 29 Working Party (“WP
29″) issued a working document (WP 214) proposing 
new contractual clauses for cross-border transfers
between an EU-based processor and a non-EU-based sub-
processor (“draft model clauses”). This document
addresses the situation where personal data are initially
transferred by a controller to a processor within the
European Union (“EU”) and are subsequently transferred
by the processor to a sub-processor located outside the
EU.

Back in 2010, the EU Commission adopted a revised version of its
model clauses for transfers between a controller in the EU and a
processor outside the EU, partly to integrate new provisions on
sub-processing. However, it deliberately chose not to apply these
ŶĞǁ �ŵŽĚĞů�ĐůĂƵƐĞƐ�ƚŽ�ƐŝƚƵĂƟŽŶƐ�ǁ ŚĞƌĞďǇ�Ă�ƉƌŽĐĞƐƐŽƌ�ĞƐƚĂďůŝƐŚĞĚ�
in the EU and performing the processing of personal data on
behalf of a controller established in the EU subcontracts his
ƉƌŽĐĞƐƐŝŶŐ�ŽƉĞƌĂƟŽŶƐ�ƚŽ�Ă�ƐƵď-processor established in a third
country (see recital 23 of the EU Commission’s Decision 2010/87/
EU).

A lack of compliance options

Absent Binding Corporate Rules, many EU data processors were
ůĞŌ�ǁ ŝƚŚ�ĨĞǁ �ŽƉƟŽŶƐ�ĨŽƌ�ƚƌĂŶƐĨĞƌƌŝŶŐ�ƚŚĞ�ĚĂƚĂ�ŽƵƚƐŝĚĞ�ƚŚĞ��h ͘ �dŚŝƐ�
ŝƐƐƵĞ�ŝƐ�ƉĂƌƟĐƵůĂƌůǇ�ƌĞůĞǀ ĂŶƚ�ŝŶ�ƚŚĞ�ĐŽŶƚĞǆƚ�ŽĨ�Ă�ŐƌŽǁ ŝŶŐ�ĚŝŐŝƚĂů�
economy where more and more companies are transferring their
ĚĂƚĂ�ƚŽ�ĐůŽƵĚ�ĐŽŵƉƵƟŶŐ�ƐĞƌǀ ŝĐĞ�ƉƌŽǀ ŝĚĞƌƐ�ǁ ŚŽ�ĂƌĞ�ŽŌĞŶ�ďĂƐĞĚ�
ŽƵƚƐŝĚĞ�ƚŚĞ��h ͘ �EĞŐŽƟĂƟŶŐ�ĂĚ�ŚŽĐ�ŵŽĚĞů�ĐůĂƵƐĞƐ�ŽŶ�Ă�ĐĂƐĞ-by-
ĐĂƐĞ�ďĂƐŝƐ�ǁ ŝƚŚ�ƚŚĞ��W�Ɛ�ƐĞĞŵĞĚ�ƚŽ�ďĞ�ƚŚĞ�ŽŶůǇ�ƐŽůƵƟŽŶ�Ăǀ ĂŝůĂďůĞ͘�
This is precisely what the Spanish DPA undertook in 2012 when it
adopted a specific set of standard contractual clauses for 
processor–to-sub-processor transfers and put in place a new
procedure allowing data processors based in Spain to obtain
ĂƵƚŚŽƌŝǌĂƟŽŶƐ�ĨŽƌ�ƚƌĂŶƐĨĞƌƌŝŶŐ�ĚĂƚĂ�ƉƌŽĐĞƐƐĞĚ�ŽŶ�ďĞŚĂůĨ�ŽĨ�ƚŚĞŝƌ�
customers (the data controllers) to sub-processors based outside
the EU.

This has inspired the WP 29 to use the Spanish model as a basis
ĨŽƌ�ƉƌĞƉĂƌŝŶŐ�ĚƌĂŌ�ĂĚ�ŚŽĐ�ŵŽĚĞů�ĐůĂƵƐĞƐ�ĨŽƌ�ƚƌĂŶƐĨĞƌƐ�ĨƌŽŵ�ĂŶ��h�
data processor to a non-EU sub-processor that could be used by
ĂŶǇ�ƉƌŽĐĞƐƐŽƌ�ĞƐƚĂďůŝƐŚĞĚ�ŝŶ�ƚŚĞ��h ͘ �, Žǁ Ğǀ Ğƌ͕�ƚŚĞƐĞ�ĚƌĂŌ�ŵŽĚĞů�
clauses have yet to be formally adopted by the European
Commission before they can be used by companies and it may

take a while before the EU Commission adopts a new official set 
of model clauses for data processors. Meanwhile, companies
ĐĂŶŶŽƚ�ƌĞůǇ�ŽŶ�ƚŚĞ�ĚƌĂŌ�ŵŽĚĞů�ĐůĂƵƐĞƐ�ƚŽ�ŽďƚĂŝŶ�ĂƉƉƌŽǀ Ăů�ĨƌŽŵ�
their DPAs to transfer data outside the EU. While the WP 29ʹs 
ĚŽĐƵŵĞŶƚ�ĐĞƌƚĂŝŶůǇ�ƉĂǀ ĞƐ�ƚŚĞ�ǁ ĂǇ�ŝŶ�ƚŚĞ�ƌŝŐŚƚ�ĚŝƌĞĐƟŽŶ͕ �ŝƚ�
ƌĞŵĂŝŶƐ�ƚŽ�ďĞ�ƐĞĞŶ�ŚŽǁ �ƚŚĞƐĞ�ĚƌĂŌ�ŵŽĚĞů�ĐůĂƵƐĞƐ�ǁ ŝůů�ďĞ�
received by the business sector and whether they can work in
ƉƌĂĐƟĐĞ͘

�ĞůŽǁ �ŝƐ�Ă�ůŝƐƚ�ŽĨ�ƚŚĞ�ŬĞǇ�ƉƌŽǀ ŝƐŝŽŶƐ�ƵŶĚĞƌ�ƚŚĞ�ĚƌĂŌ�ŵŽĚĞů�ĐůĂƵƐĞƐ�
for data processors:

 Structure ͗ �ƚŚĞ�Žǀ ĞƌĂůů�ƐƚƌƵĐƚƵƌĞ�ĂŶĚ�ĐŽŶƚĞŶƚ�ŽĨ�ƚŚĞƐĞ�ĚƌĂŌ�
clauses are similar to those that already exist under the
controller-to-processor model clauses, but have been
adapted to the context of transfers between a processor
and sub-processor.

 Framework Contract: the EU data processor must sign a
Framework Contract with its controller, which contains a
ĚĞƚĂŝůĞĚ�ůŝƐƚ�ŽĨ�ŽďůŝŐĂƟŽŶƐ�;ϭϲ�ŝŶ�ƚŽƚĂůͿ�ƐƉĞĐŝĮ ĞĚ�ŝŶ�ƚŚĞ�
ĚƌĂŌ�ŵŽĚĞů�ĐůĂƵƐĞƐ�– ŝŶĐůƵĚŝŶŐ�ƌĞƐƚƌŝĐƟŽŶƐ�ŽŶ�ŽŶǁ ĂƌĚ�ƐƵď
-ƉƌŽĐĞƐƐŝŶŐ͘��dŚĞ�ƉƌĂĐƟĐĂů�Ğī ĞĐƚ�ŽĨ�ƚŚŝƐ�ĐŽƵůĚ�ďĞ�ƚŽ�ƐĞĞ�
the service terms between controllers and their EU
ƉƌŽĐĞƐƐŽƌƐ�ĞǆƉĂŶĚ�ƚŽ�ŝŶĐůƵĚĞ�Ă�ƐƵďƐƚĂŶƟĂůůǇ�ŐƌĞĂƚĞƌ�
ŶƵŵďĞƌ�ŽĨ�ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�ĐŽŵŵŝƚŵĞŶƚƐ͕ �Ăůů�ǁ ŝƚŚ�Ă�ǀ ŝĞǁ �
ƚŽ�ĨĂĐŝůŝƚĂƟŶŐ�ĨƵƚƵƌĞ�ĞǆƚƌĂ-EU transfers by the processor to
ŝŶƚĞƌŶĂƟŽŶĂů�ƐƵď-processors under these model clauses.

 Sub-processing: the EU processor must obtain its
ĐŽŶƚƌŽůůĞƌ͛Ɛ�ƉƌŝŽƌ�ǁ ƌŝƩ ĞŶ�ĂƉƉƌŽǀ Ăů�ŝŶ�ŽƌĚĞƌ�ƚŽ�ƐƵďĐŽŶƚƌĂĐƚ�
ĚĂƚĂ�ƉƌŽĐĞƐƐŝŶŐ�ĂĐƟǀ ŝƟĞƐ�ƚŽ�ŶŽŶ-EU processors. It is up to
the controller to decide, under the Framework Contract,
whether it grants a general consent up front for all sub-
ƉƌŽĐĞƐƐŝŶŐ�ĂĐƟǀ ŝƟĞƐ͕ �Žƌ�ǁ ŚĞƚŚĞƌ�Ă�ƐƉĞĐŝĮ Đ�ĐĂƐĞ-by-case
ĂƉƉƌŽǀ Ăů�ŝƐ�ƌĞƋƵŝƌĞĚ�ĞĂĐŚ�ƟŵĞ�ƚŚĞ��h�ƉƌŽĐĞƐƐŽƌ�ŝŶƚĞŶĚƐ�
ƚŽ�ƐƵďĐŽŶƚƌĂĐƚ�ŝƚƐ�ĂĐƟǀ ŝƟĞƐ͘ �dŚĞ�ƐĂŵĞ�ĂƉƉůŝĞƐ�ƚŽ�ƚŚĞ�ƐƵď-
ƉƌŽĐĞƐƐŝŶŐ�ďǇ�ƚŚĞ�ŝŵƉŽƌƟŶŐ�ŶŽŶ-EU sub-processors. Any
non-EU sub-processor must be contractually bound by the
ƐĂŵĞ�ŽďůŝŐĂƟŽŶƐ�;ŝŶĐůƵĚŝŶŐ�ƚŚĞ�ƚĞĐŚŶŝĐĂů�ĂŶĚ�
ŽƌŐĂŶŝƐĂƟŽŶĂů�ƐĞĐƵƌŝƚǇ�ŵĞĂƐƵƌĞƐͿ�ĂƐ�ƚŚŽƐĞ�ƚŚĂƚ�ĂƌĞ�
imposed on the EU processor under the Framework
Agreement.

 List of sub-processing agreements: the EU processor must
keep an updated list of all sub-processing agreements
ĐŽŶĐůƵĚĞĚ�ĂŶĚ�ŶŽƟĮ ĞĚ�ƚŽ�ŝƚ�ďǇ�ŝƚƐ�ŶŽŶ-EU sub-processor at
least once per year and must make this list available to the
controller.

 Third party beneficiary clause: depending on the
ƐŝƚƵĂƟŽŶ͕ �ƚŚĞ�ĚĂƚĂ�ƐƵďũĞĐƚ�ŚĂƐ�ƚŚƌĞĞ�ŽƉƟŽŶƐ�ƚŽ�ĞŶĨŽƌĐĞ�
ŵŽĚĞů�ĐůĂƵƐĞ�ďƌĞĂĐŚĞƐ�ĂŐĂŝŶƐƚ�ĚĂƚĂ�ƉƌŽĐĞƐƐŝŶŐ�ƉĂƌƟĞƐ�ƚŽ�
it – ŝŶĐůƵĚŝŶŐ�ŝŶŝƟĂůůǇ�ĂŐĂŝŶƐƚ�ƚŚĞ�ĞǆƉŽƌƟŶŐ��h�ĚĂƚĂ�
processor (where the controller has factually disappeared
Žƌ�ŚĂƐ�ĐĞĂƐĞĚ�ƚŽ�ĞǆŝƐƚ�ŝŶ�ůĂǁ Ϳ͕�ƚŚĞ�ŝŵƉŽƌƟŶŐ�ŶŽŶ-EU data
processor (where both the controller and the EU data
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processor have factually disappeared or have ceased to
exist in law), or any subsequent sub-processor (where the
ĐŽŶƚƌŽůůĞƌ͕�ƚŚĞ�ĞǆƉŽƌƟŶŐ��h�ĚĂƚĂ�ƉƌŽĐĞƐƐŽƌ�ĂŶĚ�ƚŚĞ�
ŝŵƉŽƌƟŶŐ�ŶŽŶ-EU data processor have all factually
disappeared or have ceased to exist in law).

 Audits ͗ �ƚŚĞ�ĞǆƉŽƌƟŶŐ��h�ĚĂƚĂ�ƉƌŽĐĞƐƐŽƌ�ŵƵƐƚ�ĂŐƌĞĞ͕�Ăƚ�ƚŚĞ�
request of its controller, to submit its data processing
ĨĂĐŝůŝƟĞƐ�ĨŽƌ�ĂƵĚŝƚ�ŽĨ�ƚŚĞ�ƉƌŽĐĞƐƐŝŶŐ�ĂĐƟǀ ŝƟĞƐ�ĐŽǀ ĞƌĞĚ�ďǇ�
the Framework Contract, which shall be carried out by the
ĐŽŶƚƌŽůůĞƌ�ŚŝŵƐĞůĨ͕ �Žƌ�ĂůƚĞƌŶĂƟǀ ĞůǇ͕�ĂŶ�ŝŶĚĞƉĞŶĚĞŶƚ�
ŝŶƐƉĞĐƟŽŶ�ďŽĚǇ�ƐĞůĞĐƚĞĚ�ďǇ�ƚŚĞ�ĐŽŶƚƌŽůůĞƌ͘�dŚĞ��W��
competent for the controller has the right to conduct an
ĂƵĚŝƚ�ŽĨ�ƚŚĞ�ĞǆƉŽƌƟŶŐ��h�ĚĂƚĂ�ƉƌŽĐĞƐƐŽƌ͕�ƚŚĞ�ŝŵƉŽƌƟŶŐ�
non-EU data processor, and any subsequent sub-processor
ƵŶĚĞƌ�ƚŚĞ�ƐĂŵĞ�ĐŽŶĚŝƟŽŶƐ�ĂƐ�ƚŚŽƐĞ�ƚŚĂƚ�ǁ ŽƵůĚ�ĂƉƉůǇ�ƚŽ�ĂŶ�
ĂƵĚŝƚ�ŽĨ�ƚŚĞ�ĐŽŶƚƌŽůůĞƌ͘�dŚĞ�ƌĞĐŽŐŶŝƟŽŶ�ŽĨ�ƚŚŝƌĚ�ƉĂƌƚǇ�
independent audits is especially important for cloud
industry businesses who – ĨŽƌ�ƐĞĐƵƌŝƚǇ�ĂŶĚ�ŽƉĞƌĂƟŽŶĂů�
reasons – ǁ ŝůů�ŽŌĞŶ�ďĞ�ƌĞůƵĐƚĂŶƚ�ƚŽ�ŚĂǀ Ğ�ĐůŝĞŶƚƐ�ĐŽŶĚƵĐƚ�ŽŶ
-site audits but will typically be more comfortable holding
themselves to independent third party audits.

 Disclosure of the Framework Contract: the controller must
make available to the data subjects and the competent
DPA upon request a copy of the Framework Contract and

any sub-ƉƌŽĐĞƐƐŝŶŐ�ĂŐƌĞĞŵĞŶƚ�ǁ ŝƚŚ�ƚŚĞ�ĞǆĐĞƉƟŽŶ�ŽĨ�
ĐŽŵŵĞƌĐŝĂůůǇ�ƐĞŶƐŝƟǀ Ğ�ŝŶĨŽƌŵĂƟŽŶ�ǁ ŚŝĐŚ�ŵĂǇ�ďĞ�
ƌĞŵŽǀ ĞĚ͘ �/Ŷ�ƉƌĂĐƟĐĞ͕�ŝƚ�ŝƐ�ƋƵĞƐƟŽŶĂďůĞ�ŚŽǁ �ŵĂŶǇ�ŶŽŶ-EU
suppliers will be willing to sign sub-processing agreements
with EU data processors on the understanding that
provisions within those agreements could end up being
ĚŝƐĐůŽƐĞĚ�ƚŽ�ƌĞŐƵůĂƚŽƌƐ�ĂŶĚ�ŽƚŚĞƌ�ƚŚŝƌĚ�ƉĂƌƟĞƐ͘

 dĞƌŵŝŶĂƟŽŶ�ŽĨ�ƚŚĞ�&ƌĂŵĞǁ ŽƌŬ��ŽŶƚƌĂĐƚ: where the
ĞǆƉŽƌƟŶŐ��h�ƉƌŽĐĞƐƐŽƌ͕�ƚŚĞ�ŝŵƉŽƌƟŶŐ�ŶŽŶ-EU data
processor or any subsequent sub-processor fails to fulfil 
ƚŚĞŝƌ�ŵŽĚĞů�ĐůĂƵƐĞƐ�ŽďůŝŐĂƟŽŶƐ͕ �ƚŚĞ�ĐŽŶƚƌŽůůĞƌ�ŵĂǇ�
suspend the transfer of data and/or terminate the
Framework Contract.

Contacts

“Further afield in the US, Phil Lee in the Palo Alto office “ranks among the 
Į ŶĞƐƚ�ƉƌĂĐƟƟŽŶĞƌƐ͟ �ŽŶ�ĚĂƚĂ�Ɖƌŝǀ ĂĐǇ�ĂŶĚ�ŽŶůŝŶĞ�ƌĞŐƵůĂƟŽŶ͕ �ǁ ŝƚŚ�Ă�
ƉĂƌƟĐƵůĂƌ�ƐƉĞĐŝĂůŝƐŵ�ŝŶ�ďĞŚĂǀ ŝŽƵƌĂů�ƉƌŽĮ ůŝŶŐ͕�ĐŽŽŬŝĞƐ͕ �ĚĂƚĂ�ƚƌĂŶƐĨĞƌƐ�ĂŶĚ�
binding corporate rules.”
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“Observers say the firm “provides an exemplary service to clients,
combining urgency with an accurate eye for detail.”
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