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EU Privacy and Complex
Cloud Contracting

The greatest pleasure, and the greatest challenge, of
being a privacy lawyer is the need to be both an ethicist
����������� �����Ǥ���������� ��ǡ����ϔ�����������������������
companies not just on what is the legal thing to do, but
what is the right thing to do (and, no, the two aren’t
always one and the same); while, on other occasions, our
�����������ϔ��������������������������� ����������������
impediments presented by the law.

The dichotomy introduced by cloud deals

Nowhere is this dichotomy more apparent than when advising on
cloud deals. The future is cloud and mobile, as someone once
ƐĂŝĚ͘ ��̂ Ž�ŝƚ�ƐĞĞŵƐ�ĂŶ�ŽĚĚŝƚǇ�ƚŚĂƚ�Ɖƌŝǀ ĂĐǇ�ůĂǁ Ɛ�ĂƌĞ�Ăůů�ƚŽŽ�ŽŌĞŶ�
ŝŶƚĞƌƉƌĞƚĞĚ�ŝŶ�ǁ ĂǇƐ�ƚŚĂƚ�ŝŵƉĂŝƌ�ĐůŽƵĚ�ĂĚŽƉƟŽŶ�ĂŶĚ�ƵƟůŝǌĂƟŽŶ͘ ��
dŚŝƐ�ŽĚĚŝƚǇ�ŝƐ�ƉĞƌŚĂƉƐ�ŵŽƐƚ�ĂƉƉĂƌĞŶƚ�ǁ ŚĞŶ�ŶĞŐŽƟĂƟŶŐ�ĐůŽƵĚ�
ĚĞĂůƐ͕ �ǁ ŚĞƌĞ�ƚǁ Ž�ƉĂƌƟĞƐ�ǁ ŚŽ�ĂƌĞ�ŝŶ�ĐŽŵŵĞƌĐŝĂů�ĂŐƌĞĞŵĞŶƚ�ĂŶĚ�
ǁ ĂŶƚ�ƚŽ�ƌĞĂůŝǌĞ�ƚŚĞ�ďĞŶĞĮ ƚƐ�ŽĨ�Ă�ĐůŽƵĚ�ƌĞůĂƟŽŶƐŚŝƉ�ĂƌĞ�ƵŶĂďůĞ�ƚŽ�
ƌĞĂĐŚ�ĐŽŶƚƌĂĐƚƵĂů�ĂŐƌĞĞŵĞŶƚ�Žǀ Ğƌ�ďĂƐŝĐ�ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�ƚĞƌŵƐ͘

dŚŝƐ�ĨĂŝůƵƌĞ�ƚŽ�ƌĞĂĐŚ�ĐŽŶƚƌĂĐƚƵĂů�ĂŐƌĞĞŵĞŶƚ�ŝƐ�ƐŽ�ŽŌĞŶ�ĚƵĞ�ƚŽ�Ă�
ŵŝƐƵŶĚĞƌƐƚĂŶĚŝŶŐ͕�Žƌ�;ƐŽŵĞƟŵĞƐͿ�Ă�ƉĞƌǀ ĞƌƐĞ�ŝŶƚĞƌƉƌĞƚĂƟŽŶ�ŽĨ͕ ��h�
ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�ƌĞƋƵŝƌĞŵĞŶƚƐ͕ �ƚŚĂƚ�ǁ Ğ�ƚŚŽƵŐŚƚ�ǁ Ğ͛Ě�ƵƐĞ�ƚŚŝƐ�ŶŽƚĞ�
to set the record straight.

Some questions to ask

The following is necessarily broad brush, but hopefully paints a
picture of the key things to consider in cloud deals and how to
address them:

1. t ŚĂƚ�ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�ƚĞƌŵƐ�ĚŽĞƐ�ƚŚĞ�ůĂǁ �ƌĞƋƵŝƌĞ͍ ��In
ŵŽƐƚ�ĐůŽƵĚ�ƌĞůĂƟŽŶƐŚŝƉƐ͕ �ƚŚĞ�ƐĞƌǀ ŝĐĞ�ƉƌŽǀ ŝĚĞƌ�ǁ ŝůů�ďĞ�Ă�
“data processor” and its client the “data controller”. In this
ƚǇƉĞ�ŽĨ�ƌĞůĂƟŽŶƐŚŝƉ͕ �ƚŚĞ�ĐůŝĞŶƚ�ŝƐ�ůĞŐĂůůǇ�ŽďůŝŐĂƚĞĚ�ƚŽ�
impose two key requirements on the service provider –
first, that the service provider must act only on its 
ŝŶƐƚƌƵĐƟŽŶƐ͖ �ƐĞĐŽŶĚ͕ �ƚŚĂƚ�ƚŚĞ�ƐĞƌǀ ŝĐĞ�ƉƌŽǀ ŝĚĞƌ�ŵƵƐƚ�ŚĂǀ Ğ�ŝŶ�
ƉůĂĐĞ�͞ĂƉƉƌŽƉƌŝĂƚĞ͟ �ƐĞĐƵƌŝƚǇ͘��dŚĞƌĞ͛Ɛ�ŶŽ�ƉŽŝŶƚ�ŶĞŐŽƟĂƟŶŐ�
these. Just accept them as a legal necessity and move on.

2. What about Germany? Germany is a huge market for
�ůŽƵĚ�ĐŽŶƚƌĂĐƟŶŐ͕�ďƵƚ�ŝƚƐ�ĚĂƚĂ�Ɖƌŝǀ ĂĐǇ�ůĂǁ Ɛ�ĂƌĞ�ŶŽƚŽƌŝŽƵƐůǇ�
strict. If you’re a cloud provider rolling out a pan-EU
service, you have to address German data privacy
requirements as part of your offering or risk not doing 
ďƵƐŝŶĞƐƐ�ŝŶ�Ă�ŵĂũŽƌ��h�ŵĂƌŬĞƚ͘ ��/Ŷ�ĂĚĚŝƟŽŶ�ƚŽ�ƚŚĞ�ƚǁ Ž�
requirements just described above, Germany also
mandates the need for precise “technical and
ŽƌŐĂŶŝƐĂƟŽŶĂů͟�ƐĞĐƵƌŝƚǇ�ŵĞĂƐƵƌĞƐ�ƚŽ�ďĞ�ŝŶ�ƉůĂĐĞ�ĨŽƌ�ƚŚĞ�
ĐůŽƵĚ�ƐĞƌǀ ŝĐĞ�ĂŶĚ�ƚŚĞ�ŐƌĂŶƟŶŐ�ŽĨ�ĂƵĚŝƚ�ƌŝŐŚƚƐ�ŝŶ�ĨĂǀ ŽƵƌ�ŽĨ�
the cloud client. These need to be addressed either within

the standard EU ts&cs for the cloud service or,
ĂůƚĞƌŶĂƟǀ ĞůǇ͕�ďǇ�ǁ ĂǇ�ŽĨ�ďĞƐƉŽŬĞ�ƚĞƌŵƐ�ũƵƐƚ�ĨŽƌ�' ĞƌŵĂŶ�
deals.

3. Should there be audit rights? Yes, that’s right. Certain EU
territories, like Germany, expect that cloud clients should
have audit rights over their cloud providers. To most
ĐůŽƵĚ�ƉƌŽǀ ŝĚĞƌƐ͕ �ƚŚĞ�ŝĚĞĂ�ŽĨ�ŐƌĂŶƟŶŐ�ĂƵĚŝƚ�ƌŝŐŚƚƐ�ƵŶĚĞƌ�
their standard terms is an anathema. Imagine a provider
with thousands of clients – ǇŽƵ�ŽŶůǇ�ŶĞĞĚ�Ă�ƐŵĂůů�ĨƌĂĐƟŽŶ�
ŽĨ�ƚŚŽƐĞ�ĐůŝĞŶƚƐ�ƚŽ�ĞǆĞƌĐŝƐĞ�ĂƵĚŝƚ�ƌŝŐŚƚƐ�Ăƚ�ĂŶǇ�ŽŶĞ�ƟŵĞ�ĨŽƌ�
ƚŚĞ�ďƵƐŝŶĞƐƐ�ĚŝƐƌƵƉƟŽŶ�ƚŽ�ďĞ�Žǀ Ğƌǁ ŚĞůŵŝŶŐ͘��E Žƚ�ŽŶůǇ�
ƚŚĂƚ͕ �ďƵƚ�ĂůůŽǁ ŝŶŐ�ŵƵůƟƉůĞ�ĐůŝĞŶƚƐ�ŽŶƐŝƚĞ�ĂŶĚ�ŝŶƚŽ�ƐĞƌǀ Ğƌ�
rooms for audit purposes itself creates a huge security
ƌŝƐŬ͘�̂ Ž�ǁ ŚĂƚ͛ Ɛ�ƚŚĞ�ƐŽůƵƟŽŶ͍ ����ĐŽŵŵŽŶ�ŽŶĞ�ŝƐ�ƚŚĂƚ�ŵĂŶǇ�
cloud service providers have these days been
independently audited against ISO and SSAE standards.
�Žŵŵŝƫ ŶŐ�ŝŶ�ƚŚĞ�ĐŽŶƚƌĂĐƚ�ƚŽ�ŵĂŝŶƚĂŝŶ�ƌĞĐŽŐŶŝƐĞĚ�ƚŚŝƌĚ�
ƉĂƌƚǇ�ĂƵĚŝƚ�ĐĞƌƟĮ ĐĂƟŽŶƐ�ƚŚƌŽƵŐŚŽƵƚ�ƚŚĞ�ĚƵƌĂƟŽŶ�ŽĨ�ƚŚĞ�
cloud deal – possibly even offering to provide a copy of 
ƚŚĞ�ĂƵĚŝƚ�ĐĞƌƟĮ ĐĂƟŽŶ�Žƌ�Ă�ƐƵŵŵĂƌǇ�ŽĨ�ƚŚĞ�ĂƵĚŝƚ�ƌĞƉŽƌƚ�–
ǁ ŝůů�;ĂŶĚ�ƌŝŐŚƚůǇ�ƐŚŽƵůĚͿ�ƐĂƟƐĨǇ�ŵĂŶǇ�ĐůŽƵĚ�ĐůŝĞŶƚƐ͘ �

4. And data residency? The old “European data center”
ĐŚĞƐƚŶƵƚ͘ ��t Ğ͛ ǀ Ğ�ďĞĞŶ�ŝŶ�ŵŽƌĞ�ƚŚĂŶ�Ă�ĨĞǁ �ŶĞŐŽƟĂƟŽŶƐ�
where there’s been a mistaken belief that the cloud
service provider needs to host all data in Europe in order
for the service to be “legal” under European data
ƉƌŽƚĞĐƟŽŶ�ůĂǁ ͘ ��dŚŝƐ�ŝƐ�Ă�ƚŽƚĂů�ĨĂůůĂĐǇ͘���ůŽƵĚ�ƐĞƌǀ ŝĐĞ�
providers can (and, make no mistake, will) move data
anywhere in the world – ŽŌĞŶ�ŝŶ�ƚŚĞ�ŝŶƚĞƌĞƐƚƐ�ŽĨ�ƐĞĐƵƌŝƚǇ͕�
back-ups, support and cost efficiency.  What’s more, the 
law permits this – though it does require that some
ŵĂŶŶĞƌ�ŽĨ�ůĞŐĂů�͞ ĚĂƚĂ�ĞǆƉŽƌƚ͟ �ƐŽůƵƟŽŶ�Į ƌƐƚ�ďĞ�
implemented for data being transferred out of Europe.
dŚĞƌĞ�ĂƌĞ�Ă�ŶƵŵďĞƌ�ŽĨ�ƐŽůƵƟŽŶƐ�Ăǀ ĂŝůĂďůĞ�– from model
clauses to safe harbor to Binding Corporate Rules. Cloud
clients need to check their service providers have one of
ƚŚĞƐĞ�ƐŽůƵƟŽŶƐ�ŝŶ�ƉůĂĐĞ�ĂŶĚ�ƚŚĂƚ�ŝƚ�ĐŽǀ ĞƌƐ�ƚŚĞ�ĚĂƚĂ�ĞǆƉŽƌƚƐ�
ŝŶ�ƋƵĞƐƟŽŶ�ďƵƚ͕ �ƐŽ�ůŽŶŐ�ĂƐ�ƚŚĞǇ�ĚŽ͕ �ƚŚĞŶ�ƚŚĞƌĞ͛Ɛ�ŶŽ�ƌĞĂƐŽŶ�
ǁ ŚǇ�ĚĂƚĂ�ĐĂŶŶŽƚ�ďĞ�ŵŽǀ ĞĚ�ĂƌŽƵŶĚ�ŝŶƚĞƌŶĂƟŽŶĂůůǇ�ĨŽƌ�
service-related reasons.

5. Is there adequate security? The law requires cloud clients
to ensure that their service providers have implemented
͞ ĂƉƉƌŽƉƌŝĂƚĞ͟ �ƐĞĐƵƌŝƚǇ͘��dŚĞ�ƚŚŝŶŐ�ŝƐ͕ �ĐůŽƵĚ�ĐůŝĞŶƚƐ�ŽŌĞŶ�
aren’t best able to assess whether their cloud provider’s
security is or is not “appropriate” – one of the commonly
cited reasons for outsourcing to the cloud in the first place 
ŝƐ�ƚŽ�ƚĂŬĞ�ƚŚĞ�ďĞŶĞĮ ƚ�ŽĨ�ƚŚĞ�ŐƌĞĂƚĞƌ�ƐĞĐƵƌŝƚǇ�ĞǆƉĞƌƟƐĞ�ƚŚĂƚ�
ĐůŽƵĚ�ƉƌŽǀ ŝĚĞƌƐ�Žī Ğƌ͘��dŽ�ĨƵƌƚŚĞƌ�ĐŽŵƉůŝĐĂƚĞ�ŵĂƩ ĞƌƐ͕ �
some territories – like Germany, Poland and Spain – have
precise data security rules. It’s highly unlikely that a cloud
provider will ever tailor its global IT infrastructure to
ĂĚĚƌĞƐƐ�ŶĂƟŽŶĂůůǇ-driven requirements of just one or two
territories, so outside of heavily-regulated sectors, there’s
ůŝƩ ůĞ�ƉŽŝŶƚ�ƚƌǇŝŶŐ�ƚŽ�ŶĞŐŽƟĂƚĞ�ĨŽƌ�ƚŚŽƐĞ͘��/ŶƐƚĞĂĚ͕ �ĐůŽƵĚ�
clients should look to other security assurances the cloud
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provider can offer – most notably, whether it maintains ISO 
ĂŶĚ�̂ ^���ĐĞƌƟĮ ĐĂƟŽŶ�;ƐĞĞ�ĂďŽǀ Ğ͊ Ϳ͘

6. �ŶĚ�ǁ ŚĂƚ�ĂďŽƵƚ�ƐƵďĐŽŶƚƌĂĐƟŶŐ͍ ��Cloud suppliers
subcontract: it’s a fact of life. Whether to their own group
affiliates or externally to third party suppliers, the 
likelihood is that the party concluding the cloud
ĐŽŶƚƌĂĐƟŶŐ�ǁ ŝůů�ŶŽƚ�ďĞ�;ƐŽůĞůǇͿ�ƌĞƐƉŽŶƐŝďůĞ�ĨŽƌ�ƉĞƌĨŽƌŵŝŶŐ�
ŝƚ͘ ��dŚĞ�ƋƵĞƐƟŽŶ�ŝŶĞǀ ŝƚĂďůǇ�ĂƌŝƐĞƐ�ĂƐ�ƚŽ�ǁ ŚĞƚŚĞƌ�ƚŚĞ�
supplier needs its client’s consent to subcontract: the short
answer is, generally, yes, but there’s no reason why a
general consent to subcontract can’t be obtained upfront
ŝŶ�ƚŚĞ�ĐŽŶƚƌĂĐƚ͘ ���ƚ�ƚŚĞ�ƐĂŵĞ�ƟŵĞ͕�ŚŽǁ Ğǀ Ğƌ͕�ƚŚĞ�ĐůŽƵĚ�
customer will want assurances that its data won’t be
ŽƵƚƐŽƵƌĐĞĚ�ƚŽ�Ă�ƐƵďĐŽŶƚƌĂĐƚŽƌ�ǁ ŝƚŚ�ůĂǆ�ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�
standards, so any such consent should be carefully
ĐŽŶĚŝƟŽŶĞĚ�ŽŶ�ƚŚĞ�ĐůŽƵĚ�ƉƌŽǀ ŝĚĞƌ�ŇŽǁ ŝŶŐ�ĚŽǁ Ŷ�ŝƚƐ�ĚĂƚĂ�
ƉƌŽƚĞĐƟŽŶ�ƌĞƐƉŽŶƐŝďŝůŝƟĞƐ�ĂŶĚ�ĐŽŵŵŝƫ ŶŐ�ƚŽ�ƚĂŬĞ�
responsibility for managing the subcontractor’s
compliance.

7. What other terms should be in a cloud contract? In
ĂĚĚŝƟŽŶ�ƚŽ�ƚŚĞ�ƉŽŝŶƚƐ�ĂůƌĞĂĚǇ�ĚŝƐĐƵƐƐĞĚ͕ �ŝƚ͛ Ɛ�ĐƌŝƟĐĂů�ƚŚĂƚ�
cloud providers have in place a robust data breach
response mechanism – so that they detect security

intrusions asap and inform the cloud client promptly,
giving it the opportunity to manage its own fallout from
ƚŚĞ�ďƌĞĂĐŚ�ĂŶĚ�ĂĚĚƌĞƐƐ�ĂŶǇ�ůĞŐĂů�ĚĂƚĂ�ďƌĞĂĐŚ�ŶŽƟĮ ĐĂƟŽŶ�
ƌĞƋƵŝƌĞŵĞŶƚƐ�ŝƚ�ŵĂǇ�ďĞ�ƵŶĚĞƌ͘��/Ŷ�ĂĚĚŝƟŽŶ͕ �ĐůŽƵĚ�
providers should be expected to inform their clients
;ǁ ŚĞƌĞ�ůĞŐĂůůǇ�ƉĞƌŵŝƩ ĞĚ�ƚŽ�ĚŽ�ƐŽͿ�ĂďŽƵƚ�ĂŶǇ�ŶŽƟĐĞƐ�Žƌ�
ĐŽŵƉůĂŝŶƚƐ�ƚŚĞǇ�ƌĞĐĞŝǀ Ğ�ĐŽŶĐĞƌŶŝŶŐ�ƚŚĞŝƌ�ŚŽƐƟŶŐ�Žƌ�
processing of their client’s data – the client will generally
be on the hook for responding to these, so it’s important
ŝƚ�ƌĞĐĞŝǀ ĞƐ�ƚŚĞƐĞ�ŶŽƟĐĞƐ�ƉƌŽŵƉƚůǇ�Őŝǀ ŝŶŐ�ŝƚ�ĂĚĞƋƵĂƚĞ�ƟŵĞ�
to respond.

^Ž�ƚŚĞƌĞ͛Ɛ�ŶŽ�ƌĞĂƐŽŶ�ƚŚĂƚ�ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�ƐŚŽƵůĚ�ďĞ�ŚŽůĚŝŶŐ�ƚŚŽƐĞ�
ĚĞĂůƐ�ƵƉ͊ ���ůů�ŽĨ�ƚŚĞ�ŝƐƐƵĞƐ�ĚĞƐĐƌŝďĞĚ�ĂďŽǀ Ğ�ŚĂǀ Ğ�ƐƚƌĂŝŐŚƞŽƌǁ ĂƌĚ�
ƐŽůƵƟŽŶƐ�ƚŚĂƚ�ƐŚŽƵůĚ�ďĞ�ƉĂůĂƚĂďůĞ�ƚŽ�ďŽƚŚ�ĐůŽƵĚ�ĐůŝĞŶƚƐ�ĂŶĚ�
ƉƌŽǀ ŝĚĞƌƐ�ĂůŝŬĞ͘��ZĞŵĞŵďĞƌ͗�ŐŽŽĚ�ĚĂƚĂ�ƉƌŽƚĞĐƟŽŶ�ĂŶĚ�ŐŽŽĚ�
business are not mutually exclusive – ďƵƚ�ƌĞĂůŝƐƟĐ͕�ĐŽŵƉĂƟďůĞ�
goals.

Contacts

Observers say the firm “provides an exemplary service to clients,
combining urgency with an accurate eye for detail.”

Quotation from
Chambers & Partners 2013

Mark Webber
Partner - Palo Alto
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T: +1 (650) 513 2684

Phil Lee
Partner - Palo Alto
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T: +1 (650) 513 2769

Nick Holland
Partner - London

E: ����Ǥ�������̷ ϐ����ϐ�����Ǥ���
T: +44 (0)20 7861 4977

“Further afield in the US, Phil Lee in the Palo Alto office “ranks among the 
Į ŶĞƐƚ�ƉƌĂĐƟƟŽŶĞƌƐ͟ �ŽŶ�ĚĂƚĂ�Ɖƌŝǀ ĂĐǇ�ĂŶĚ�ŽŶůŝŶĞ�ƌĞŐƵůĂƟŽŶ͕ �ǁ ŝƚŚ�Ă�
ƉĂƌƟĐƵůĂƌ�ƐƉĞĐŝĂůŝƐŵ�ŝŶ�ďĞŚĂǀ ŝŽƵƌĂů�ƉƌŽĮ ůŝŶŐ͕�ĐŽŽŬŝĞƐ͕ �ĚĂƚĂ�ƚƌĂŶƐĨĞƌƐ�ĂŶĚ�
binding corporate rules.”

Quotation from
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