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Priorities for customers
taking cloud services

Introduction
Cloud services vary enormously, with different service models, 
;^ŽŌǁ ĂƌĞ- ͕ �WůĂƞŽƌŵ- and Infrastructure- as a Service) and
deployments (public, private and hybrid clouds).   Different models 
raise slightly different legal and regulatory issues for customers, 
ďƵƚ�ƚŚĞƌĞ�ĂƌĞ�ĐŽŵŵŽŶ�ƚŚĞŵĞƐ͘ ����ƉĂƌƟĐƵůĂƌ�ĐŚĂůůĞŶŐĞ�ĨŽƌ�
customers is that, certainly in the public cloud sphere, vendors are
offering a commodity service and so offer commodity, non-
ƚĂŝůŽƌĞĚ͕ �;ĂŶĚ�ƐŽŵĞƟŵĞƐ�ŶŽŶ-ŶĞŐŽƟĂďůĞͿ�ƚĞƌŵƐ�ƚŽ�ŵĂƚĐŚ͘ ��
, Žǁ Ğǀ Ğƌ͕�ŝŶ�ŽƵƌ�ĞǆƉĞƌŝĞŶĐĞ͕�ǀ ĞŶĚŽƌƐ�ĂƌĞ�ŽŌĞŶ�ǁ ŝůůŝŶŐ�ƚŽ�ŶĞŐŽƟĂƚĞ�
to win big accounts. For smaller customers with less bargaining
muscle, the following top ten should provide a checklist of key
issues for due diligence.

Security: Do your due diligence
Data security is naturally high on the list of customer concerns.
The customer is dependent on the vendor for the security of the
service.   Security breaches can lead to customer loss - financial 
ĂŶĚ�ƌĞƉƵƚĂƟŽŶĂů�- ƉƵďůŝĐ�ĐĞŶƐƵƌĞ�ĂŶĚ�ƌĞŐƵůĂƚŽƌǇ�ƐĂŶĐƟŽŶƐ͖ �ďƵƚ�
ƚŚĞ�ĐƵƐƚŽŵĞƌ�ŵŝŐŚƚ�ƐƚƌƵŐŐůĞ�ƚŽ�ŽďƚĂŝŶ�ƐƵŝƚĂďůĞ�ƐĞĐƵƌŝƚǇ�ǁ ĂƌƌĂŶƟĞƐ�
and/or assurances. Customer due diligence can be hampered by a
lack of vendor transparency. How will the customer's data be
protected? What access controls are in place? What training is
provided to the vendor's staff?  Does the vendor hold recognised 
ƐĞĐƵƌŝƚǇ�ĂĐĐƌĞĚŝƚĂƟŽŶƐ͍ ��dŚĞ�ŶĂƚƵƌĞ�ŽĨ�ĐůŽƵĚ�ƐĞƌǀ ŝĐĞƐ�ŵĞĂŶƐ�ƚŚĂƚ�ŝƚ�
might not be feasible to physically inspect the vendor's data
ĐĞŶƚƌĞƐ͘ ���ůƚĞƌŶĂƟǀ ĞůǇ͕�ƚŚĞ�ǀ ĞŶĚŽƌ�ĐŽƵůĚ�ĐŽŵŵŝƐƐŝŽŶ�Ă�ƐĞĐƵƌŝƚǇ�
audit from an independent third party that could then be made
available to customers.

Ideally, the cloud contract should include an incident response
plan, a right for the customer to terminate in the event of a
ƐĞĐƵƌŝƚǇ�ďƌĞĂĐŚ͕ �ĂŶĚ�ĂŶ�ŽďůŝŐĂƟŽŶ�ŽŶ�ƚŚĞ�ƐĞƌǀ ŝĐĞ�ƉƌŽǀ ŝĚĞƌ�ƚŽ�ŶŽƟĨǇ�
the customer of any data security breaches.

Check the vendor's service levels and customer
remedies for service failures
Even the largest vendors are not immune to service outages.
�ĞĨŽƌĞ�ĐŽŵŵŝƫ ŶŐ�ďƵƐŝŶĞƐƐ�ĐƌŝƟĐĂů�ĂƉƉůŝĐĂƟŽŶƐ�Žƌ�ĚĂƚĂ�ƚŽ�ƚŚĞ�
cloud, customers should press vendors to commit to a credible
^>��ǁ ŝƚŚ�ĂƉƉƌŽƉƌŝĂƚĞ�ŵĞƚƌŝĐƐ͕ �ŵĞĂƐƵƌĞŵĞŶƚ�ƉĞƌŝŽĚƐ͕ �ƌĞƉŽƌƟŶŐ�
ŽďůŝŐĂƟŽŶƐ�ĂŶĚ�ƌĞŵĞĚŝĞƐ�ĨŽƌ�ƐĞƌǀ ŝĐĞ�ĨĂŝůƵƌĞƐ͘ ��/ƚ�ŝƐ�ĐŽŵŵŽŶ�ĨŽƌ�
vendor contracts to contain wide disclaimers and exclusions of
ůŝĂďŝůŝƚǇ͘�dŚĞ�ĐƵƐƚŽŵĞƌ�ƐŚŽƵůĚ�ĂƐƐĞƐƐ�ƚŚĞ�ƉŽƚĞŶƟĂů�ƌŝƐŬƐ�ŽĨ�ƵƐŝŶŐ�
the service as well as the type and scale of loss that the customer
could suffer from a service failure or outage (as it would for any 
type of technology services contract). Do the vendor's terms
ĂůůŽĐĂƚĞ�Ă�ĨĂŝƌ�ƉƌŽƉŽƌƟŽŶ�ŽĨ�ƌŝƐŬ�ƚŽ�ƚŚĞ�ǀ ĞŶĚŽƌ�ĂŶĚͬ Žƌ�ƉƌŽǀ ŝĚĞ�Ă�
ŵĞĂŶŝŶŐĨƵů�ŝŶĐĞŶƟǀ Ğ�ĨŽƌ�ƚŚĞ�ǀ ĞŶĚŽƌ�ƚŽ�ŵĞĞƚ�ƚŚĞ�ĂŐƌĞĞĚ�ƐĞƌǀ ŝĐĞ�
levels?

Plan for an easy exit
A quick exit might be necessary for vendor insolvency, material
ďƌĞĂĐŚ�Žƌ�Ă�ďƵƐŝŶĞƐƐ�ĐŽŶƟŶƵŝƚǇ�Ğǀ ĞŶƚ͘ ��t ŚĂƚĞǀ Ğƌ�ƚŚĞ�
circumstances, the customer will want to ensure that it can
ƌĞƚƌŝĞǀ Ğ�ŝƚƐ�ĂƉƉůŝĐĂƟŽŶƐ�ĂŶĚ�ĚĂƚĂ�ĨƌŽŵ�ƚŚĞ�ǀ ĞŶĚŽƌΖƐ�ĐůŽƵĚ�ĂŶĚ�ƵƐĞ�
and/or transfer them to a replacement service provider. The
ŝĚĞĂů�ƟŵĞ�ƚŽ�ƉůĂŶ�ĂŶĚ�ĂŐƌĞĞ�Ğǆŝƚ�ĂƌƌĂŶŐĞŵĞŶƚƐ�ǁ ŝƚŚ�ƚŚĞ�ǀ ĞŶĚŽƌ�ŝƐ�
before contract signature. Ideally, the contract should include a
requirement for the vendor to provide periodic drops of
customer data to the customer and/or to return customer data at
the customer's request. It should also specify the format in which
customer data will be returned (one that is readily useable by the
customer) and make appropriate provision for back-up
ĂƌƌĂŶŐĞŵĞŶƚƐ�ĂŶĚ�ŵŝŐƌĂƟŽŶ�ĂƐƐŝƐƚĂŶĐĞ͘

The cloud contract should also address ownership of customer
ĚĂƚĂ͘ ��dŚŝƐ�ŝƐ�ƉĂƌƟĐƵůĂƌůǇ�ŝŵƉŽƌƚĂŶƚ�ďĞĐĂƵƐĞ�ŝŶ�Ă�ǀ ŝƌƚƵĂů�
environment, there might not be a physical copy of the
customer's data and applicable local laws on ownership of
intangible data may not be sufficiently clear or developed to 
ĞŶĂďůĞ�Ɛǁ ŝŌ�ƌĞƚƌŝĞǀ Ăů�ĨƌŽŵ�ƚŚĞ�ǀ ĞŶĚŽƌ͘���ŚĞĐŬ�ƚŚĂƚ�ƚŚĞ�ǀ ĞŶĚŽƌΖƐ�
terms do not allow the vendor to delete customer data (for
ĞǆĂŵƉůĞ�ŽŶ�ƚĞƌŵŝŶĂƟŽŶ�Žƌ�ŽŶ�ďƌĞĂĐŚ�ŽĨ�ƚŚĞ�ǀ ĞŶĚŽƌΖƐ��ĐĐĞƉƚĂďůĞ�
Use Policy), and if they do, insist that the vendor gives reasonable
ŶŽƟĐĞ�ĂŶĚ�ĂŶ�ŽƉƉŽƌƚƵŶŝƚǇ�ĨŽƌ�ƚŚĞ�ĐƵƐƚŽŵĞƌ�ƌĞŵĞĚǇ�ƚŚĞ�ĚĞĨĂƵůƚ͕ �
and that the vendor delivers up copies of the customer data to
the customer before data is deleted.

Vendor solvency: do your homework, but plan for the
worst
The high profile collapse of UK data centre operator, 2e2, earlier 
this year shows how important it is for due diligence to extend to
the vendor's financial health.  Once the administrators move in, it 
ŵĂǇ�ďĞ�ƚŽŽ�ůĂƚĞ�ƚŽ�ƐĞĐƵƌĞ�ƚŚĞ�ŵŝŐƌĂƟŽŶ�ĂƐƐŝƐƚĂŶĐĞ�ƚŚĂƚ�ƚŚĞ�
customer needs. It was reported across the technology press
that 2e2's administrators told customers that it could take as long
as 16 weeks to return their data to them. Worse, customers
ǁ ŽƵůĚ�ŚĂǀ Ğ�ƚŽ�ƉĂǇ�ĂĚĚŝƟŽŶĂů�ĨĞĞƐ�ƚŽ�ĞŶĂďůĞ�ƚŚĞ�ĚĂƚĂ�ĐĞŶƚƌĞ�ƚŽ�
ĐŽŶƟŶƵĞ�ƚŽ�ŽƉĞƌĂƚĞ�ǁ ŚŝůĞ�ƚŚĞ�ĂĚŵŝŶŝƐƚƌĂƚŽƌƐ�ƐŽƵŐŚƚ�Ă�ďƵǇĞƌ͘��/Ĩ�
ĐƵƐƚŽŵĞƌƐ�ǁ ĞƌĞ�ŶŽƚ�ǁ ŝůůŝŶŐ�ƚŽ�ƉƌŽǀ ŝĚĞ�ƚŚĞ�ĂĚĚŝƟŽŶĂů�ĨƵŶĚŝŶŐ͕�
then 2e2's data centres would have to close.

So, what can cloud customers do to protect themselves against
ǀ ĞŶĚŽƌ�ŝŶƐŽůǀ ĞŶĐǇ�ĂŶĚ�ŵŝŶŝŵŝƐĞ�ďƵƐŝŶĞƐƐ�ĐŽŶƟŶƵŝƚǇ�ƌŝƐŬ͍ ��
Financial distress provisions – if the customer can persuade the
vendor to include them in the contract – can give the customer
early warning of financial troubles.   Vendors are unlikely to resist 
allowing the customer the right to terminate on the appointment
of an insolvency office holder; but, customers might consider 
trying to secure the right to terminate earlier if there are signs of
material financial distress. 

Regulatory compliance
Many companies - ƉĂƌƟĐƵůĂƌůǇ�ƚŚŽƐĞ�ŝŶ�ŚŝŐŚůǇ�ƌĞŐƵůĂƚĞĚ�ƐĞĐƚŽƌƐ�
such as financial services – must comply  with laws that require 
them to run a robust IT infrastructure for all or the regulated part
of their business. This can present challenges in the cloud
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context:
 A lack of transparency from some vendors can make it

difficult for customers to assess the adequacy of the 
vendor's security provision.

 The customer's regulator may demand a degree of
oversight of outsourced services (for example, through
ĂƵĚŝƚƐͿ�Žƌ�ƐĞŐƌĞŐĂƟŽŶ�ŽĨ�ƚŚĞ�ĐƵƐƚŽŵĞƌ�ĚĂƚĂ�ĨƌŽŵ�ŽƚŚĞƌ�
ĚĂƚĂ͘ ��/Ĩ�ƐŽ͕ �ƚŚĞŶ�ŝƚΖƐ�ƵŶůŝŬĞůǇ�ƚŚĂƚ�Ă�ƉƵďůŝĐ�ĐůŽƵĚ�ƐŽůƵƟŽŶ�
ǁ ŝůů�ďĞ�ĂďůĞ�ƚŽ�ƐĂƟƐĨǇ�ƚŚĞƐĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ͘ ��Wƌŝǀ ĂƚĞ�Žƌ�
hybrid clouds offer a way forward by allowing data and/or 
ĂƉƉůŝĐĂƟŽŶƐ�ĨƌŽŵ�ƚŚĞ�ƌĞŐƵůĂƚĞĚ�ƉĂƌƚ�ŽĨ�ƚŚĞ�ĐƵƐƚŽŵĞƌΖƐ�
business to be stored on local hardware.

Check the vendor's AUP and consequences of breach
Customers must usually observe the vendor's Acceptable Use
Policy (AUP). The vendor might reserve the right to suspend the
cloud services and/or to remove offending data for AUP breaches.  
In the European Union, vendors will usually insist on the right to
ƌĞŵŽǀ Ğ�ĚĂƚĂ�ĂƐ�ƉĂƌƚ�ŽĨ�ƚŚĞŝƌ�ΗŶŽƟĐĞ-and-take-ĂĐƟŽŶΗ�ƉƌŽĐĞƐƐ�ƐŽ�
that the vendor can benefit from a defence that shields 
intermediaries ("hosts" and "mere conduits") from liability for
third party content. Customers, in turn, will want to ensure that
the AUP includes a reasonable process for handling illegal content
and gives the customer a reasonable opportunity to remedy AUP
ďƌĞĂĐŚĞƐ�ďĞĨŽƌĞ�ƚƌŝŐŐĞƌŝŶŐ�ƚĞƌŵŝŶĂƟŽŶ͘

Avoid lock-in
To avoid lock-ŝŶ�ƚŽ�Ă�ƉĂƌƟĐƵůĂƌ�ĐůŽƵĚ�ǀ ĞŶĚŽƌ͕�ĐƵƐƚŽŵĞƌƐ�ŵƵƐƚ�ďĞ�
ĂďůĞ�ƚŽ�ŵŝŐƌĂƚĞ�ƚŚĞŝƌ�ĚĂƚĂ�ĂŶĚ�ĂƉƉůŝĐĂƟŽŶƐ͕ �ǁ ŚĞƚŚĞƌ�ďĂĐŬ�ŝŶ-house
or to a new cloud provider or data centre. There is a growing
ŵĂƌŬĞƚ�ŝŶ�ŽƉĞŶ�ĐůŽƵĚ�ƐŽůƵƟŽŶƐ�ĂŶĚ�ƐŽůƵƟŽŶƐ�ďĂƐĞĚ�ŽŶ�ŽƉĞŶ�
standards, as vendors recognise that interoperability and
portability are key customer concerns.

Is the vendor signed up to SaaS Escrow arrangements?
A number of escrow service providers now offer cloud business 
ĐŽŶƟŶƵŝƚǇ�ƐŽůƵƟŽŶƐ�ŝŶĐůƵĚŝŶŐ͗�
 "Recovery as a Service" – where the escrow agent

maintains a complete recovery environment that mirrors
the vendor's cloud infrastructure and the customer's data.
The recovery environment is made "live" and available for
ƚŚĞ�ĐƵƐƚŽŵĞƌΖƐ�ƵƐĞ�ĨŽƌ�Ă�ůŝŵŝƚĞĚ�ƉĞƌŝŽĚ�ĂŌĞƌ�ƚŚĞ�
occurrence of pre-agreed trigger events, to allow the
ĐƵƐƚŽŵĞƌ�ƟŵĞ�ƚŽ�ŵĂŬĞ�ĂůƚĞƌŶĂƟǀ Ğ�ĂƌƌĂŶŐĞŵĞŶƚƐ͖

 Escrow/deposit of all source code, infrastructure
ŝŶĨŽƌŵĂƟŽŶ�ĂŶĚ�ĚĂƚĂ�ŶĞĐĞƐƐĂƌǇ�ƚŽ�ĞŶĂďůĞ�ƚŚĞ�ĐƵƐƚŽŵĞƌ�ƚŽ�
recreate the vendor's cloud environment, with provisions
for the release of that material to the customer on pre-
agreed trigger events.

Migrating applications to the cloud: check your licence
terms

�ƵƐƚŽŵĞƌƐ�ƐŚŽƵůĚ�ĐŚĞĐŬ�ƚŚĞŝƌ�ƐŽŌǁ ĂƌĞ�ůŝĐĞŶĐĞ�ƚĞƌŵƐ�ĐĂƌĞĨƵůůǇ�
ďĞĨŽƌĞ�ŵŝŐƌĂƟŶŐ�ĞǆŝƐƟŶŐ�ĂƉƉůŝĐĂƟŽŶƐ�ƚŽ�ƚŚĞ�ĐůŽƵĚ͘ ��/ƚΖƐ�ĞƐƐĞŶƟĂů�
ƚŚĂƚ�ƚŚĞ�ůŝĐĞŶĐĞ�ƚĞƌŵƐ�ƉĞƌŵŝƚ�ƚƌĂŶƐĨĞƌ�ƚŽ�Ă�ĐůŽƵĚ�ƉůĂƞŽƌŵ͕ �ďƵƚ�ĂůƐŽ�
ƚŚĂƚ�ƚŚĞ�ĐƵƐƚŽŵĞƌΖƐ�ƉůĂŶŶĞĚ�ƵƐĞ�ŝƐ�ŝŶ�ůŝŶĞ�ǁ ŝƚŚ�ĂŶǇ�ƌĞƐƚƌŝĐƟŽŶƐ�ŝŶ�
ƚŚĞ�ůŝĐĞŶĐĞ͕�ƐƵĐŚ�ĂƐ�ƚĞƌƌŝƚŽƌǇ͕�ŶƵŵďĞƌ�ĂŶĚ�ůŽĐĂƟŽŶ�ŽĨ�ƵƐĞƌƐ͘ ��

Personal data and privacy
' Ğƫ ŶŐ�Ɖƌŝǀ ĂĐǇ�ƌŝŐŚƚ�ŝŶ�ƚŚĞ�ĐůŽƵĚ�ŝƐ�ǀ ŝƚĂů͘��ƵƌŽƉĞĂŶ�Ɖƌŝǀ ĂĐǇ�ƌƵůĞƐ�
require customers to place contractual controls on how their
service providers handle personal data and restrict exports of
personal data to countries outside of the European Economic
�ƌĞĂ͘ ��dŚĞ��ƌƟĐůĞ�Ϯϵ�t ŽƌŬŝŶŐ�WĂƌƚǇ�;ƚŚĞ�ďŽĚǇ�ŽĨ��ƵƌŽƉĞĂŶ�Ɖƌŝǀ ĂĐǇ�
regulators) has set the bar high on compliance. Its highly
ƉƌĞƐĐƌŝƉƟǀ Ğ�ĂƉƉƌŽĂĐŚ�ŝŶĐůƵĚĞƐ�ƐŽŵĞ�ϭϰ�ƌĞĐŽŵŵĞŶĚĞĚ�
ĐŽŶƚƌĂĐƚƵĂů�ŽďůŝŐĂƟŽŶƐ�ĂŶĚ�ĂƐƐƵƌĂŶĐĞƐ�ƚŚĂƚ�ĐůŽƵĚ�ĐƵƐƚŽŵĞƌƐ�
should seek from vendors.  For businesses affected by European 
Ɖƌŝǀ ĂĐǇ�ƌƵůĞƐ͕ �ƚŚĞ�ƌĞƐƚƌŝĐƟŽŶƐ�ŽŶ�ŝŶƚĞƌŶĂƟŽŶĂů�ƚƌĂŶƐĨĞƌƐ�ĐĂŶ�ďĞ�Ă�
challenge. Customers may not have visibility of where their data
ŝƐ�ďĞŝŶŐ�ƉƌŽĐĞƐƐĞĚ͕ �ƉĂƌƟĐƵůĂƌůǇ�ŝĨ�ƚŚĞ�ǀ ĞŶĚŽƌΖƐ�ĐůŽƵĚ�
infrastructure is dispersed across a number of data centres in
Ěŝī ĞƌĞŶƚ�ũƵƌŝƐĚŝĐƟŽŶƐ͘ ��' ŽŝŶŐ�ĨŽƌǁ ĂƌĚ͕ ��ŝŶĚŝŶŐ�̂ ĂĨĞ�WƌŽĐĞƐƐŽƌ�
ZƵůĞƐ�ǁ ŝůů�ďĞ�ĂŶ�ŝŵƉŽƌƚĂŶƚ�ŵĞĂŶƐ�ĨŽƌ�ůĞŐŝƟŵŝƐŝŶŐ�ŝŶƚĞƌŶĂƟŽŶĂů�
transfers of personal data. These intra-group arrangements allow
ĐůŽƵĚ�ǀ ĞŶĚŽƌƐ�ƚŽ�ƐĂƟƐĨǇ�ƚŚĞŝƌ�ĐƵƐƚŽŵĞƌƐ�ƚŚĂƚ�ƚŚĞ�ǀ ĞŶĚŽƌ�ǁ ŝůů�
process the customer's personal data in a privacy-compliant way,
and importantly, will be recognised by European privacy
regulators.

Conclusion:
dŚĞ�ĐůŽƵĚ�Žī ĞƌƐ�ĐƵƐƚŽŵĞƌƐ�ŝŶŶŽǀ ĂƟǀ Ğ͕�ŇĞǆŝďůĞ͕�ƐĐĂůĂďůĞ�ƐŽůƵƟŽŶƐ�
for low up-ĨƌŽŶƚ�ĐŽƐƚƐ�ĂŶĚ�ƵƟůŝƚǇ-based or recurring fees.
E ŽŶĞƚŚĞůĞƐƐ͕ �ǁ ŝĚĞƐƉƌĞĂĚ�ĂĚŽƉƟŽŶ�ĐŽŶƟŶƵĞƐ�ƚŽ�ďĞ�ŚĂŵƉĞƌĞĚ�ďǇ�
customer concerns over some of the issues highlighted in this top
ten. We advise our clients to engage with the vendor over any
concerns.  If the vendor is unwilling or unable to offer the comfort 
(contractual or otherwise) that the customer requires, then at
least the engagement process will have flushed that out, allowing 
the customer to make an informed decision whether to proceed
Žƌ�Į ŶĚ�ĂŶ�ĂůƚĞƌŶĂƟǀ Ğ�ƐŽůƵƟŽŶ͘
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