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ANALYSIS

There is no doubt that scientific 
research is important to our 
society, but it often requires a 

large amount of protected special cat-
egory personal data. This article 
explains the current legal landscape for 
scientific research activities under data 
protection law in the UK and the EU 
and how the forthcoming European 
Health Data Space (EHDS) and UK 
plans may change it.  

Recently, the EU has created a draft 
European Health Data Space1. The final 
version is expected to be formally 
adopted by the EU Council this coming 
autumn. The primary purpose of the 
EHDS is to allow individuals to take 
control of their health data and facilitate 
data sharing within healthcare systems 
across the EU. However, the EHDS 
also aims to provide a “consistent, 
trustworthy, and efficient system for 
ensuring health data for research, inno-
vation, policy-making and regulatory 
activities”2. The aim is to benefit indi-
viduals, health professionals and 
researchers but generally also the 
industry, which should have greater 
availability of electronic health data for 
research use. The UK also has future 
plans to improve research conditions 
including within the new draft Data 
Protection and Digital Information 
Bill.  

EU AND UK GDPR PROVISIONS 
ON SCIENTIFIC RESEARCH 
Data protection laws recognise the 
importance of scientific research and 
contain specific provisions to ensure 
that the restrictions on data processing 
do not inhibit innovation and advance-
ment. They permit a softening of some 
of the GDPR requirements when per-
sonal data is to be used for scientific 
purposes.  

The relevant EU and UK GDPR 
provisions are currently similar. While 

the term “scientific research” is not 
defined, Recital 159 helpfully explains 
that scientific research purposes should 
be viewed broadly and that they include 
technological development and demon-
stration, fundamental research, applied 
research and privately funded research. 
Scientific research purposes include 
studies carried out in the public interest 
in the area of public health.  

Regulatory guidance provides 
further support. For example, UK 
ICO guidance explains that research in 
a commercial setting would be 
included and also gives a non-exhaus-
tive list of activities and features that 
are indicative of this kind of processing 
enjoying exemptions. Examples from 
the list of activities include formulat-
ing hypotheses, isolating variables, 
designing experiments, sampling 
populations, integrating and analysing 
data as well as publication of findings. 
We await updates to the ICO guidance 
on this point. The PHG Foundation 
paper dated May 2020 dealing with 
data protection issues in the health 
research space3 highlighted some of 
the grey areas requiring clarification 
from the ICO.  

The softening to the standard rules, 
that is available within the research 
provisions, can be summarised into 
three main areas of focus: 
•    Exceptions within the data pro-

tection principles: For example, the 
“storage limitation” principle notes 
you can keep personal data indefi-
nitely for research purposes and 
research is identified as a secondary 
purpose compatible with primary 
purposes. 

•    Exemptions and exceptions to indi-
vidual rights: The GDPR provides 
individuals with a number of data 
subject rights. There are a number of 
exceptions and exemptions that can 
be applied when responding to a 

request to exercise these rights 
which involve processing for scien-
tific research purposes. For 
example, there is an exception for 
research built into the right to be 
informed4 but they can be derived 
in different ways under varying 
national legislation.  

•    Conditions for processing special 
category personal data and crimi-
nal offence data: There is a specific 
condition allowing the use of 
special category personal data or 
criminal offence data for research 
purposes. In addition, consent for 
scientific research is allowed to be 
broader with less specificity.  
All of these provisions are under-

pinned by Article 89 GDPR which 
requires appropriate safeguards to be in 
place as a condition of processing per-
sonal data for scientific research pur-
poses. These safeguards take the form of 
technical and organisational measures 
and might include, where possible, 
anonymising or pseudonymising data.  

LEGAL BASIS FOR PROCESSING 
HEALTH DATA FOR RESEARCH  
There is no specific lawful basis under 
Article 6 GDPR for processing personal 
data in a scientific research context. 
However, for commercial organisa-
tions, “legitimate interests” is the most 
likely lawful basis for processing.  

Consent in this area can be prob-
lematic. It is important to note that 
the lawful basis for processing per-
sonal data under data protection law 
is distinct from obtaining consent for 
separate ethical reasons or under 
another legal obligation. Obtaining 
consent from a patient as a lawful 
basis under data protection law can be 
challenging as it can be withdrawn 
(with no exception for research). The 
specificity required can still be chal-
lenging when inevitably research may 
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take the processing in new and unex-
pected directions. In the UK, there is 
ICO guidance and also guidance from 
the Health Research Authority5. It spe-
cifically recommends avoiding reliance 
on consent as a lawful basis supported 
by the PHG Foundation paper which 
highlights numerous difficulties, not 
least that of explaining the differences 
between consent under the GDPR and 
consent to research more broadly.  

As health data is special category 
personal data, as well as an Article 6 
lawful basis, organisations will be 
required to identify an additional con-
dition for processing in compliance 
with Article 9. Others may apply 
depending on the circumstances but 
there is a specific Article 9 GDPR con-
dition - Article 9 (2) (j) which can be 
relied on for processing health data for 
scientific research purposes.  

The above is supported by Euro-
pean Data Protection Board’s (EDPB) 
guidance on the interplay between 
Clinical Trials Regulations and the 
GDPR6, which specifically considers 
the combination between legitimate 
interest and Article 9 (2) (j) as one of the 
viable combinations of lawful bases for 
processing clinical trial personal data 
for secondary research purposes. Fur-
thermore, the EDPB re-iterates the 
challenge of obtaining valid consent 
from a patient in the context of a clinical 
trial given the possible imbalance 
between the individual and the con-
troller. It cautions that imbalances of 
power can also be indicated more gen-
erally where there is a public body 
involved or where a participant is not in 
good health, or when they belong to 
economically or socially disadvantaged 
groups. This means that consent may be 
an inappropriate legal basis for signifi-
cant amounts of health research. 

FRAGMENTATION OF THE 
CONDITIONS FOR PROCESSING 
The GDPR enables EU member states 
(which at the time of implementation 
included the UK) to introduce further 
conditions with regard to the process-
ing of health data for research purposes. 
These local law requirements will apply 
in addition to the GDPR condition but 
may be variable per location.  

For the UK, the Data Protection 
Act 2018 (DPA 2018) introduces addi-
tional requirements. Section 19 and 

Schedule 1 paragraph 4 of the DPA 
2018 state that you can process special 
category including health personal data 
for research-related purposes, but only 
if the processing is: 
•    necessary for that purpose (i.e. it is a 

reasonable and proportionate way 
of achieving your purpose, and you 
must not have more data than you 
need); 

•    subject to appropriate safeguards 
for people’s rights and freedoms; 

•    not likely to cause someone sub-
stantial damage or substantial 
distress; 

•    not used for measures or decisions 
about particular people, except for 
approved medical research; and 

•    in the public interest (i.e. a clear and 
positive public benefit is likely to 
arise from the research). 
The fragmented legislative land-

scape in EU member states in relation 
to the requirement for additional con-
ditions for the processing of health data 
for research purposes leaves a patch-
work of requirements that organisa-
tions must navigate through, involving 
some risk in trying to adopt one multi-
jurisdictional model. There are how-
ever some common themes which are 
relevant in various member states, 
including the requirements of:  
•    ensuring that the processing of 

personal data is ‘necessary’ with 
de-identifying or coding (if ano-
nymisation is not viable) where 
possible;  

•    implementing security measures to 
protect the information, including 
measures to restrict access to the 
same; 

•    restricting the dissemination of the 
personal data processed and to have 
contracts in place with the third 
parties from where you source the 
information;  

•    keeping certain records regarding 
your research processing activities 
in addition to your GDPR Article 
30 records; 

•    carrying out risk assessments in 
relation to these processing activ-
ities, including data protection 
risk assessments (DPIAs) where 
applicable;  

•    appointing a data protection officer 
(DPO) or, if you already have one in 
place, to involve the DPO in the rel-
evant risk assessments carried out 

regarding your research activities;  
•    having governance structures in place 

and appropriate policy documents;  
•    involving a health practitioner 

who is subject to professional 
confidentiality requirements in 
the processing activities; and  

•    obtaining a permit from the local 
Data Protection Authority (or liais-
ing with the local data protection 
authority by means of a consulta-
tion) before you carry out the 
research activities.  

THE FUTURE: THE NEW EHDS 
IN THE EU, AND UK INITIATIVES 
Potentially, the new EHDS in the EU, 
will provide another way to access 
health data in order to use it for research 
purposes.  

The EHDS regulation sets out that 
“data holders” shall make certain cat-
egories of health data available for sec-
ondary processing purposes. This may 
be personal or non-personal data as it 
may be shared in an anonymised form.  

These types of data include elec-
tronic health records, pathogen 
genomic data, person generated elec-
tronic data, including those generated 
via medical devices or wellness and 
digital health applications. These data 
categories may have been obtained for 
different purposes (e.g. the provision of 
health care or for public health, 
research, policy-making purposes) and 
by a variety of stakeholders in the 
public and private sector.  

Data holders (also present in the 
recently adopted EU Data Act7) are 
organisations as a public or private 
entity with the risk or obligation to 
make available, provide, restrict access 
or exchange certain data.  

The data holders will provide the 
data to a “data user” (again, defined 
broadly, as a natural or legal person 
who has lawful access to personal or 
non-personal electronic health data for 
secondary use). The data user will have 
access to such data via a “data permit”, 
which will be issued by “health data 
access bodies” only for certain intended 
purposes. These include the processing 
of personal data for a number of health-
related purposes including (Art. 34):  
(e) scientific research related to health 

or care sectors;  
(f)  development and innovation 

 activities for products or services 
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1    European Health Data Space - 
European Commission (europa.eu) 
health.ec.europa.eu/ehealth-digital-
health-and-care/european-health-data-
space_en  

2    European Health Data Space - 
European Commission (europa.eu).  

3    PHG Foundation report: The GDPR 
and genomic data - the impact of the 
GDPR and DPA 2018 on genomic 
healthcare and research. PHG 
Foundation is a charity and part of the 
University of Cambridge. 

4    Article 14(5)(b) GDPR gdpr-info.eu/art-
14-gdpr/  

5    www.hra.nhs.uk/planning-and-
improving-research/policies-standards-
legislation/data-protection-and-
information-governance/gdpr-guidance/ 

6    EDPB Opinion 3/2019 concerning the 
Questions and Answers on the interplay 
between the Clinical Trials Regulation 
(CTR) and the General Data Protection 
regulation (GDPR) (art.70.1.b)). 
Adopted on 23 January 2019 
www.edpb.europa.eu/sites/default/files/

files/file1/edpb_opinionctrq_a_final_en.
pdf  

7    Regulation (EU) 2023/2854 of the 
European Parliament and of the 
Council of 13 December 2023 on 
harmonised rules on fair access to and 
use of data and amending Regulation 
(EU) 2017/2394 and Directive 
(EU) 2020/1828 (Data Act) (europa.eu) 
eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=OJ:L_20230
2854 

REFERENCES

contributing to public health or 
social security, or ensuring high 
levels of quality and safety of health 
care, of medicinal products or of 
medical devices;  

(g) training, testing and evaluating of 
algorithms, including in medical 
devices, AI systems and digital 
health applications, contributing to 
the public health or social security, 
or ensuring high levels of quality and 
safety of health care, of medicinal 
products or of medical devices. 
There are prohibited secondary 

purposes for which the data accessed 
cannot be used which include advertis-
ing or marketing activities towards 
health professionals, individuals, or 
corporates.  

In addition to granting permits for 
the secondary use of health data, health 
data access bodies will monitor the activ-
ities of data users and data holders and 
may issue penalties for non-compliance 
with their obligations.  

The heath data access bodies will 
be appointed in each member state and 
they will manage the application pro-
cess for data permits. Where the data 
required contains personal data, the 
applicant data user will have to pro-
vide information regarding the legal 
basis for processing and an assessment 
of the ethical aspects of the processing. 
The data permit will contain a number 
of conditions applicable to the data 
users regarding their ability to use the 
data, for instance, in relation to the 
format of the health data accessed, the 
purposes for which it is made avail-
able, the duration of the permit etc.  

In the UK, the Goldacre review, the 
government’s Data for Research and 
Development Programme, the 

recently-formed national institute of 
the Health Data Research UK and UK 
Health Data Research Alliance, all have 
broad aims of improving the environ-
ment for health data research for the 
public good. Furthermore, the new 
Data Protection and Digital Informa-
tion Bill going through the UK Parlia-
ment has the aim of reducing burdens 
on researchers and giving organisations 
greater confidence about the circum-
stances in which they can process per-
sonal data without consent by 
allowing the re-use of personal data 
for the purpose of: 
1.   longer term research studies,  
2.   clarifying what amounts to “scien-

tific research”,  
3.   easing the consent requirements 

where it may not be possible to 
identify fully the purposes at the 
outset of scientific research, and 

4.   the requirement to provide privacy 
notices in certain cases for research.  
There is currently no direct equivalent 

of the EHDS or Data Act in the UK.  

CONCLUSION  
While the GDPR recognises the 
importance of scientific research and, 
accordingly, softens some of its 
requirements when personal data is to 
be used for these purposes, the frag-
mented legislative framework in the 
UK and EU is a challenge for organisa-
tions that wish to carry out such activ-
ities on a transborder basis. In practice, 
different approaches and multi-layers 
of regulation regarding the legal basis 
for processing create difficulties and 
may stifle research and innovation.  

The forthcoming EU EHDS seeks, 
amongst other purposes, to set out a 
framework for the sharing of health 

data for scientific research purposes. 
This may be a step in the direction of 
improving the sharing of data for the 
purpose of the advancement of society, 
in particular, in relation to scientific 
research, without seemingly opening it 
up to commercial exploitation. This is 
in line with other recent initiatives of 
the European Union, such as the Data 
Act. The UK also has intentions to 
make some changes to improve the con-
ditions for research which will be 
reviewed keenly by the industry.  

It seems there is still an impetus to 
develop the improved ways of working, 
established during the recent pandemic, 
for research generally. 
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France’s stance on pay or 
consent after the EDPB Opinion 
Nana Botchorichvili of Idea Avocats analyses the key 
differences in the approach to cookie walls and the controversial 
issue of behavioral advertising. 

The current status of Brazil’s 
Artificial Intelligence (AI) Bill 

On 17 April 2024, the Euro-
pean Data Protection Board 
(EDPB) published its much 

awaited Opinion on the lawfulness 
under the GDPR of the so called “pay 
or consent” models implemented by 
large online platforms1 (hereafter, 

EDPB Opinion) – i.e., when users of 
such services are asked either to con-
sent to the processing of their per-
sonal data for behavioral advertising 
purposes to access the service for free, 

Brazil’s legislature is currently examining a comprehensive AI 
bill which was proposed in February. Juliana Müller of Brazil’s 
Data Protection Authority (ANPD) reports. 
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Bill No. 2338/20231, titled “On 
the Use of Artificial Intelli-
gence”, authored by Senator 

Rodrigo Pacheco, is currently being 
debated by the Temporary Internal 
Committee on Artificial Intelligence 
in Brazil (CTIA, in Portuguese)2, 

within the Federal Senate of Brazil. 
Throughout 2023, the CTIA held 

several public hearings3 with 
renowned experts to discuss the 
impacts of artificial intelligence from 
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EU AI Act soon in force – 
global cooperation needed  
 
The EU AI will soon be in force – we await publication in the 
Official Journal in early June. The Act is groundbreaking and, as 
Professor Graham Greenleaf writes, will also affect businesses and 
governments located outside the EU (p.23). Elsewhere, Brazil has an 
advanced draft (p.1). What is needed now is regulatory 
interoperability. Apart from the EU, there are many active players: 
G7 and G20, UNESCO, United Nations, OECD (p.5) and Council 
of Europe (p.8) to name a few. 
 
While the EU GDPR and the EU AI Act are complementary, it may 
be that lessons can be learned to some extent from the GDPR 
‘failures’ – one of them being enforcement challenges. The EU 
GDPR procedural rules regulation, aimed at improving enforcement 
in cross-border cases, is making progress. Speaking at the CPDP 
conference in Brussels on 23 May, Karolina Mojzesowicz, Deputy 
Head of Unit Data Protection, EU Commission, said that the 
Council is currently forming its position and the Belgian presidency 
is committed to adopting a general approach soon.  
 
The UK GDPR reform on the other hand is dead for now as the 
country prepares for a general election on 4 July (p.11). If the 
Labour party wins, as is expected, there may well be an AI Bill. But 
it has not announced whether it will revive the Conservative 
government’s Data Protection and Digital Information Bill. 
 
The European Data Protection Board (EDPB) has issued its 
Opinion on ‘pay or consent’ but France’s previous stance is 
somewhat different (p.1). The EDPB, the UK ICO  and DPAs from 
other “adequate” jurisdictions met recently to discuss adequacy and 
data transfers (p.11). The pool of adequate countries is still very 
small. Canada’s renewed adequacy is discussed in this issue by 
Professor Emeritus Colin J. Bennett who aptly states that “Canada’s 
privacy protection regime passes, but the exam is still on” (p.9).  
 
PL&B’s 37th Annual Conference, 1-3 July, will feature 30 sessions 
including one with Commissioners from Canada, Germany and the 
UK discussing regulatory cooperation.  
See www.privacylaws.com/plb2024 
 
Laura Linkomies, Editor 
PRIVACY LAWS & BUSINESS
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Access PL&B events documentation, 
except for the Annual International 
Conferences in July, Cambridge. 

8. Helpline Enquiry Service 
Contact the PL&B team with  
questions such as the current status 
of legislation, and sources for specific 
texts. This service does not offer legal 
advice or provide consultancy. 

9. Free place at a PL&B event 
A free place at a PL&B organised event 
when booked at least 10 days in advance. 
Excludes the Annual Conference. More 
than one free place with Multiple and 
Enterprise subscriptions.  

The PL&B International Report, published six times a year, is the world’s longest running 
international privacy laws publication. It provides comprehensive global news, on 180+ 
countries alongside legal analysis, management guidance and corporate case studies.
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