
Subject:  Safe WiFi / Smart Family 
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To:  "Phil Schiller"  
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Date:  Tue, 09 Oct 2018 12:13:28 +0000 

Phil,

 

I write to request your personal engagement and intervention on two issues of significance to the 
our work together and our ongoing relationship. 

 

First, as you may be aware, after extensive discussions and escalations with your team, Verizon 
has met continued resistance and been forced by Apple to remove a customer-focused capability 
to block ad tracking from Verizon’s Safe WiFi application.  This is disappointing to Verizon, as 
this feature has been a popular service with our customers, and disabling it will cause confusion 
and concern.

 

The Safe WiFi app provides consumers the choice to implement the important privacy 
protections of a VPN and ad tracking blocking.  The ad tracking blocker feature is comparable to 
existing ad tracking blocking that consumers frequently use when browsing the web.  Like other 
apps, Safe WiFi extends this protection to browsing and apps on the user’s mobile device.   The 
feature is only enabled by the consumer, reflecting our shared desire to provide consumers choice 
in determining their level of privacy protection.  

 

We do not believe our Safe WiFi application violates Apple’s policies, because no unauthorized 
actions are defaulted in the application, and the end user is fully informed on the benefits and 
impacts associated with invoking this important privacy protection capability.

 

While my team and I disagree with Apple’s demand to remove the ad tracking blocker feature 
from Verizon’s Safe WiFi app, especially given the numerous examples of other applications 
currently offering similar functionality in the App Store, we have nevertheless made that material 
modification to our solution – one that we believe unfairly and unnecessarily prevents a privacy 
protection our customers desire. 
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In addition to the disconnect between our two teams for Safe WiFi, my team has also made me 
aware of a new concern regarding our Smart Family application. 

 

Verizon’s Smart Family application provides parents or guardians with a long list of cross-OS 
benefits including location alerts, blocking of harmful content, management of approved 
contacts, screen time limits, and appropriate downloading of age appropriate applications.

 

This valuable solution leverages Apple’s MDM capability (and similar capabilities from Google) 
in support of these features.  My team was recently advised by Apple that MDM support would 
be removed from our application.  Should Apple maintain that position, it would significantly 
prejudice Smart Family’s current and future capabilities for Apple devices. 

 

Given the well-received benefits of Smart Family, I request that your teams work directly with 
mine to find a workable solution that will maintain these important features within Smart Family 
for the Apple ecosystem now and on a go-forward basis. 

 

While we recognize Apple’s interest in a well-ordered ecosystem, Apple’s recent actions suggest 
a perilous absence of collaboration and common sense.  For example, we were recently forced to 
seek review by your App Review Board of a nonsensical and arbitrary requirement that Verizon 
make Smart Family available to non-Verizon subscribers.  Even a cursory understanding of that 
service, as we have explained to your teams, reveals that the service is fundamentally tied to our 
subscribers’  use of our network.  Yet, even upon “appeal”, Apple has rejected Smart Family on 
that basis. 

 

Beyond these recent disconnects between our teams, I believe our product groups need to work 
together more collaboratively, and in the spirit of partnership, on customer-friendly approaches to 
app store policies and important application enablement features that are in the best interests of 
our customers.  

 

To that end and as two organizations committed to real customer choice and great customer 
experience, I'd like to suggest that we get a small group of senior leaders together to discuss how 
best to avoid some of the most recent disconnects described above, so that we can ensure we are 
both well positioned to support a comprehensive engagement and support model that puts our 
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customers' needs first and foremost in all of our future activities together.

 

I look forward to hearing your thoughts on Safe WiFi and Smart Family, and how best to get the 
teams together to re-align on our future endeavors together.

 

Regards,

 

 

 

Sent from my Verizon iPad

Verizon - making 5G impossible to ignore 
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Subject: Re: From a young Parent -Ref' Purging rivals' in NYT
From: "Philip Schiller" < Confidential >

Received(Date): Mon, 29 Apr 2019 19:20:26 +0000
To: Confidential

Bcc: "Philip Schiller" < Confidential

Date: Mon, 29 Apr 2019 19:20:26 +0000

Confidential

Thank you for considering using Apple's products and for your email.

I would like to assure you that the App Store team has acted extremely responsibly in
this matter, helping to protect our children from technologies that could be used to
violate their privacy and security. After you learn of some of the facts I hope that you
agree.

Unfortunately the New York Times article you reference did not share our complete
statement, nor explain the risks to children had Apple not acted on their behalf. Apple
has long supported providing apps on the App Store, that work like our ScreenTime
feature, to help parents manage their children's access to technology and we will
continue to encourage development of these apps. There are many great apps for
parents on the App Store, like "Moment - Balance Screen Time" by Moment Health and
"Verizon Smart Family" by Verizon Wireless.

However, over the last year we became aware that some parental management apps
were using a technology called Mobile Device Management or "MDM" and installing an
MDM Profile as a method to limit and control use of these devices. MDM is a technology
that gives one party access to and control over many devices, it was meant to be used
by a company on it's own mobile devices as a management tool, where that company
has a right to all of the data and use of the devices. The MDM technology is not
intended to enable a developer to have access to and control over consumers' data and
devices, but the apps we removed from the store did just that. No one, except you,
should have unrestricted access to manage your child's device, know their location,
track their app use, control their mail accounts, web surfing, camera use, network
access, and even remotely erase their devices. Further, security research has shown
that there is risk that MDM profiles could be used as a technology for hacker attacks by
assisting them in installing apps for malicious purposes on users' devices.

When the App Store team investigated the use of MDM technology by some developers
of apps for managing kids devices and learned the risk they create to user privacy and
security, we asked these developers to stop using MDM technology in their apps.
Protecting user privacy and security is paramount in the Apple ecosystem and we have
important App Store guidelines to not allow apps that could pose a threat to consumers
privacy and security. We will continue to provide features, like ScreenTime, designed to
help parents manage their children's access to technology and we will work with
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developers to offer many great apps on the App Store for these uses, using
technologies that are safe and private for us and our children.

Thank you,

Phil

From: Confidential

Subject: From a young Parent -Ref' Purging rivals' in NYT

Date: April 29, 2019 at 9:58:33 AM PDT

TO: Confidential

Dear Tim

I am an Apple customer from India.

Until 2017 I was an Android phone user, as I kept looking for a compact phone the search led me
to iphone SE.

As I was battling my decision to jump over to Apple ecosystem, you stood strongly against US
Govt when requests were made to

weaken the encryption system .

That was the Moment I made the decision and came into iPhone world.

A year ago, I got upset as SE's brand new version never came, However I took as a change that
cannot be stopped. Obviously there are multitude reasons why a Manufacturer would

not continue with a range of product.

I am a parent, we have two kids, 4 & 7. My wife owns an Android, a happy android user. In
recent weeks we were discussing to get iphone for her too so we can be in same ecosystem thus

start using apps that would become useful for us in managing household activities.

One of the points that made me support this approach was, the ability to secure the phones of
children by parent, i.,e Parent controls which I could easily download knowing Apple's app
approval process is stronger

than Android.

And now, I read this article in NYT where it is upsetting to read that : ( 'Purging Rivals', Jack
Nicas The NewYorkTimes. 29 April 2019).
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1) In the ambition to win over parental control apps, you are unethically killing entrepreneurs and
small business.

2) in this greed, Apple is making kid's safety a collateral damage.

I have put the decision on hold and I am even considering returning to Android, of course a
iphone buyer of SE won't affect your bottom-line, I hope as a person who stood up ethically for
the customer's privacy you would value our Children's safely too.

I hope a review process in light of the article that appeared in the newspaper would correct the
unethical and Unsafe practice Apple is carrying out with blind ambition.

Best regards

Confidential

Truth is a pathless land
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