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Guidelines for Sending Messages 

The following guidelines must be followed while using JSON API for sending the messages.  
 
Receiver Phone Number 

 
For national and international messaging, the mobile number should be prefixed with the appropriate 
country code  

e.g. 91 in case of an Indian number.  
 

No special character like "-", "(",")" or anything similar is allowed in the phone number, e.g., 

91-9812345678 is disallowed.  

 
Character set support 

ValueFirst JSON API support sending messages in GSM Character set, and for Unicode using 
Unicode-16 Big-Ending and UTF-8 format.  

 
Message Length 

 
If a message is sent whose length is longer than permitted characters limit, it shall be counted as 
multiple messages, however will be delivered on handset as a single message.  

 
For standard Latin character set 160 characters per SMS is supported. If SMS text is longer 
than 160 characters, messages shall be calculated in multiples of 153 characters.  
For Unicode messaging (non-English) only 70 characters per SMS is supported. If Unicode SMS 
text is longer than 70 characters, messages shall be calculated in multiples of 67 characters.  

For Binary messaging 140 characters including UDH is supported. If Binary SMS is longer 
than 140 characters, messages shall be calculated in multiples of 134 characters.  

 

Sender ID 

As per DOT and TRAI guideline, all alpha sender ids and short-code sender id will be prefixed by 

Operator and circle code. For sending SMS in India, alpha sender Ids of 6 characters only is allowed for 

transactional SMS and numeric sender ID of 6 digits is allowed for promotional SMS. This has been 

done to make NCPR (National Do Not Call) compliance easier. The details of operator/circle and 

corresponding prefixes are mentioned at the end of the document.  

For international mobile numbers, alpha numeric sender ID up to 16 characters is allowed. In case of 
WhatsApp normal 10 digit Indian numbers with 91 is good to go and similar in case of international 
number appended with a country code in WhatsApp will work.  
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Accessing Server Services  

The username and password shall be provided by your account manager from ValueFirst. This 

authorisation information will be required to generate a bearer token which will be further used for availing 

the services of ValueFirst.  

 
Token Management  

A bearer token is used to perform the MT actions and can be managed using service username and 

password. Following actions are linked to token:  

 
1. Token Generation  

2. Token Enable  

3. Token Disable  

4. Token Delete  

 
 

Delete, enable and disable can be done for all tokens or for a specific given token as well. 
To perform for any of the mentioned actions for all use “Token=all”.   

 
Token Rotation  
Token generated will have expiry date which is 7 days so new token need to be generated before old token get expiry. This new 
token will further be used for MT actions. Please update your tokens timely to avoid any termination issues. An expiry date of the 
token is provided in every response of token generation request. 

 
 

Token Generation  

 
Sample Request  

 
URL: https://api.myvfirst.com/psms/api/messages/token?action=generate 

Request : POST 

Authorization: Basic Auth 

 

https://api.myvfirst.com/psms/api/messages/token?action=generate
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Sample Response  

 
{ 

"token": "eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291 

bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k", 

"expiryDate": "2021-04-21 17:57:53" 

} 

 

Token Enable  

 
Sample Request (Single Token Enable)  

 
URL:https://api.myvfirst.com/psms/api/messages/token?action=enable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5 

teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW- 

Nl9MMCHWLfo9gLjd66k 

Request: POST 

Authorization: Basic Auth 

 
Sample Request (All Token Enable)  

URL: https://api.myvfirst.com/psms/api/messages/token?action=enable&token=All 

Request: POST 

Authorization: Basic Auth 

 
Token Disable  

 
Sample Request (Single Token Disable)  

 
URL:https://api.myvfirst.com/psms/api/messages/token?action=disable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5 

teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW- 

Nl9MMCHWLfo9gLjd66k 

Request: POST 

Authorization: Basic Auth 

 
Sample Request (All Token Disable)  

URL: https://api.myvfirst.com/psms/api/messages/token?action=disable&token=All 

Request: POST 

Authorization: Basic Auth 

 

Token Delete  

 
Sample Request (Single Token Delete)  

 
URL:https://api.myvfirst.com/psms/api/messages/token?action=delete&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5 

teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW- 

Nl9MMCHWLfo9gLjd66k 

Request: POST 

Authorization: Basic Auth 

 
Sample Request (All Token Delete)  

URL: https://api.myvfirst.com/psms/api/messages/token?action=delete&token=All 

Request: POST 

Authorization: Basic Auth 

https://api.myvfirst.com/psms/api/messages/token?action=enable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=enable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=enable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=enable&token
https://api.myvfirst.com/psms/api/messages/token?action=disable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=disable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=disable&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=disable&token
https://api.myvfirst.com/psms/api/messages/token?action=delete&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=delete&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=delete&token=eyJhbKJKJKVibskuI1NiJ9.eyJpcBXMIYOBodHRwczovL2FwaS5teXZhbHVlZmlyc3QuY29tL3BzbXMiLCJzdWIiOiJkZW1vc291bXlheG1sMyIsImV4cCI6MTYxOTE4MDg3M30.rPuvLBiNoZKusW3GHTHoZCW-Nl9MMCHWLfo9gLjd66k
https://api.myvfirst.com/psms/api/messages/token?action=delete&token=All
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JSON API URL Endpoint: https://api.myvfirst.com/psms/servlet/psms.JsonEservice  

Request Method: POST   

Authorization Method: Bearer Token  
 
 
 

 
 
 

 

 
JSON BODY: 

 
{"@VER":"1.2", "USER{ }, 
"DLR":{"@URL":""},"SMS":[{"@UDH":"0","@CODING":"1","@TEXT":"","@PROPERTY":"0","@ID":"1",  

"ADDRESS":[{"@FROM": "","@TO": "","@SEQ": "1","@TAG": "some clientside random data"},  

{"@FROM": "","@TO": "","@SEQ": "1","@TAG": "some clientside random data"}]},  

{"@UDH": "0","@CODING": "1","@TEXT": "","@PROPERTY": "0","@ID": "2",  
"ADDRESS": [{"@FROM": "","@TO": "","@SEQ": "1","@TAG": "some clientside random data"}]}]}  

 
Sample API: 

API URL Endpoint: https://api. myvfirst.com/psms/servlet/psms.JsonEservice  

https://api.myvfirst.com/psms/servlet/psms.JsonEservice
https://api.myvaluefirst.com/psms/servlet/psms.JsonEservice
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{"@VER":"1.2", "USER":{}, 
"DLR":{"@URL":""},"SMS":[{"@UDH":"0","@CODING":"1","@TEXT":"Test","@PROPERTY":"0","@I 
D":"1", "ADDRESS":[{"@FROM": " VFIRST/WhatsappNumber ","@TO": "8335896947","@SEQ":  
"1","@TAG": "some clientside random data"},  
]}]}  

 
Sample Response: 

 
{"MESSAGEACK":{"GUID":{"GUID":"ki6rf573583051f430011c-8a8DEMOLEMEIL","SUBMITDATE":"2018- 
06-27 15:57:35","ID":1}}}  

 

 
Sample API for doing MT using Template Id: 

API URL Endpoint: https://api.myvfirst.com/psms/servlet/psms.JsonEservice  

 
{"@VER":"1.2",  

"USER":{}, 

"DLR":{"@URL":""},"SMS":[  

{"@UDH": "0","@CODING": "1","@TEXT": "","@TEMPLATEINFO": "5~19~75~546~23","@PROPERTY": 

"0","@ID": "2",  

"ADDRESS": [{"@FROM": "VFIRST/Whatsapp Number","@TO": "9891267372","@SEQ": "1","@TAG":  

"some clientside random data"}]}]}  

 

 
 New Parameter TEMPLATEINFO has been added for above functionality which will contain the 

template id and variables value to be replaced in template text. Template info parameter will have ~ 
separated values.  

 
 If both TEXT and TEMPLATEINFO is given then priority will be given to Text. 

 
 New error code i.e. INVALID_TEMPLATEINFO = 28694; has been created for error if   occurred 

any , related to TEMPLATEINFO parameter, which include like invalid templateid is provided, 
variables count mismatch than the template Text variables count, template text not found for the 
given template id.  

https://api.myvaluefirst.com/psms/servlet/psms.JsonEservice


 

   

The following table describes the different elements of a SMS- 
MT request.  

 
Tag Name  Description  

Users 

SMS 

UDH  UDH is used for sending binary messages. For text message the value 
should be 0.  

CODING  Extended type of messages. For text message the value should be 1.  

PROPERT  
Y  

Unique property of message. Default value is 0. For sending Flash SMS the 
value should be 1.  

ID  Unique ID of message. The client sends this value. In future communication,  
server sends this value back to  

the client. This value is used in future to check status of the message.  

TEXT  This field describe the message text to be sent to receiver. SMS can contain  
up to 160 characters in Message  
Text. API allows user to send Message text of more than 160 characters.  
Credits will be deducted in the  

multiple of 1 60 characters according to the length of SMS.  

SEND_ON  It is now possible to schedule a message. To schedule message to go at a  
later time, user can specify  

“SEND_ON” date as attribute of SMS tag. Only absolute date is supported. 
The value should be given in  

“YYYY-MM-DD HH:MM:SS TIMEZONE” format. Time zone is difference w.r.t.  
to GMT. Please refer Scheduling  

Support for more information on this feature.  

ADDRESS Describe the Sender as well as Receiver address  

FROM  The Sender of the message. This field should conform to Sender Phone 
Number guidelines  

TO  Person receiving the SMS, should confirm to Receiver Phone Number 
guidelines  

SEQ  Unique Sequence ID. Must be an integer and must be unique to each SMS.  
While checking message status  

you must send this value.  

TAG  A text that identify message. This is an optional parameter  

 
 

SMS-MT Example of Response 

 
The Sample response of ValueFirst JSON API.  



 

   

{"MESSAGEACK":{"GUID":[{"GUID":"KI2EC395172653F410004TXOENC9  KDEFAUL 
T","SUBMITDATE ":"2018-02 -14 
12: 39: 51","ID": 1},{" GUID":"KI2EC395173653F410004 AU 35H8M7DEFAULT","SUBMI 
TDATE":"2018 - 
02-14 12:39:51","ID":2}]}} 

 

The following table describes the different elements of SMS-MT Response.  
Tag Name  Descrip  

tion  
GUID  A globally unique message ID that is generated for each <SMS> tag. Note that,  

in future to check the status of  
the message you must save this code.  

SUBMITDATE  The date and time when the transaction was completed.  
ID  Unique SMS ID sent by the customer. For each message a unique GUID is  

generated. The Server sends the SMS ID so  
that the client application can map the GUID to the SMS ID provided by them.  

ERROR  
(In case of any error) 
To conserve bandwidth utilization ValueFirst JSON API only sends Sequence  
information of messages that has either  
some error or were rejected because of some error.  
If there are no errors in a particular message, you shall not receive any  
confirmation of each address SEQ. For  
instance, in the above example in message ID 1 (of client) the TO number „My  
company‟ was rejected as non-  
numeric. The second message does not have any error, and hence there was  
no error information for the second  
part.  
SEQ: The Sequence ID (provided by client) that has error.  
CODE: Reason why the message wasn’t accepted. The table shown next  
describes these error conditions.  
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Encoding Procedure 

ValueFirst Server accepts all content in JSON. As your message is an JSON packet, special characters 

in message text needs to be converted JSON encoded. As a rule of thumb all string data should be 

JSON encoded as shown below:  

Note: This is only required if you are posting data through a client application. Web browsers can 

automatically convert the text to HTML encoded format. The encoding for sending message through 

ValueFirst Pace Server requires two steps.  

Step 1  
The following table displays the codes that have to be replaced.  

Code  Replace with  
#39 (single quote)  &apos  
#32 (space)  &#032  
#34 (double quote)  &quot  
>  &gt  
<  &lt  
#13 (Line feed)  &#013  
#10(form feed)  &#010  
#9(Tab)  &#009  

  

Step 2  

ValueFirst Server accepts all data as a form post. Therefore, it is required that all JSON 

content needs to be URL encoded before hitting ValueFirst Server.  

Rules for encoding JSON content to URL format:  

1. Select for each character in messages.  

2. If the ASCII value of the character is greater than 128 or smaller than 32 or the character is „ *‟,  

„ #‟, „ %‟,  

„ <‟, „>‟ or „+‟, replace it with its corresponding hexadecimal (hereinafter Hex) value (2 

digits with leading zero) proceeded by a „%‟ character, e.g., space is encoded into %20.  

 * is encoded into %2A  

 # is encoded into %23  

 % is encoded into %25  

 < is encoded into %3C  

 > is encoded into %3E  

+ is encoded into %2B  

 enter key (#13#10) is encoded into %0D%0A  
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DLR URL 
DLR URL can be configured at the backend against a username on which ValueFirst API will send the 
DLR as soon as it is  

received at ValueFirst’s end.  

 
Below table depicts the parameter values to be passed to get corresponding values  

 
Sample Parameter 
names  

Values  Sample Response  

TO  %p  9198123456  
78  

FROM  %P  VFIRST  

TIME  %t  2017-05-23 16:55:18  

MESSAGE_STATUS  %d  1  

REASON_CODE  %2  000  

DELIVERED_DATE  %3  2017-05-23 16:55:18  

STATUS_ERROR  %4  8448  

CLIENT_GUID  %5  kh5ng551155213b161011bme3vTE 
STUSER  

CLIENT_SEQ_NUMB  
ER  

%6  Value as Submitted  

MESSAGE_ID  %7  h5ng551155313946013uw3  

CIRCLE  %8  Delhi  

OPERATOR  %9  AIRCEL  

TEXT_STATUS  %13  Success  

SUBMIT_DATE  %14  2017-05-23 16:55:11  

MSG_STATUS  %16  Delivered  

Additional Parameter 1 %21  Value as Submitted  

Additional Parameter 2 %22  Value as Submitted  

Additional Parameter 3 %23  Value as Submitted  

Additional Parameter 4 %24  Value as Submitted  

Additional Parameter 5 %25  Value as Submitted  

Note:  

In the requested DLR URL, the attributes used in the URL can be named accordingly but values used 
corresponding to used attributes or variables are case sensitive.  
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Standard Error Codes 

All errors that may come across in ValueFirst JSON API are listed below.  

 
Error Code  Description  
General 
52992  Username / Password incorrect  
52995 Daily Credit Limit Reached  
57089  Contract expired  
57090  User Credit expired  
57091  User disabled  
65280  Service is temporarily unavailable  
65535  The specified message does not conform to DTD  
0  SMS submitted success NO Error (not returned in ValueFirst  

JSON API )  
Message Post 
28673  Destination number not numeric  
28674  Destination number empty  
28675  Sender address empty  
28676  Template Mismatch  
28677  UDH is invalid / SPAM message  
28678  Coding is invalid  
28679  SMS text is empty  
28680  Invalid sender ID  
28681  Invalid message, Duplicate message, Submit failed  
28682  Invalid Receiver ID (will validate Indian mobile numbers only.)  
28683  Invalid Date time for message Schedule (If the date specified in 

message post for schedule delivery is less than current date or more 
than expiry date or more than 1 year)  

 28684   
Invalid SMS Block 

28694  If occurred any error , related to TEMPLATEINFO parameter, which 
include like invalid template id is provided, variables count 
mismatch than the template Text variables count, template text not 
found for the given template id.  

28695  
Related to WhatsApp template matching and mapping  

28702  Invalid DLT Parameters  

28703  Invalid DLT Content Type  

28704  Invalid Authorization Type(If message is rejected due to authorization 
scheme other than Authorization header) 

Note: If message is rejected for wrong Authorization method selected then 

that message is rejected on filter with Http error code 401 and description 

“Unauthorized” 

If message is rejected for HTTPS then that message is rejected on filter with 
Http error code 403 and description “HTTP Not Allowed” 

Status Request 
8448  Message delivered successfully  
8449  Message failed  
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8450  Message ID is invalid  
Scheduler Related 
13568  Command Completed Successfully  
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13569  Cannot update/delete schedule since it has already been processed  

13570  Cannot update schedule since the new date-time parameter is  
incorrect.  

13571  Invalid SMS ID/GUID  
13572  Invalid Status type for schedule search query. The status  

strings can be “PROCESSED”, “PENDING” and “ERROR”.  
13573  Invalid date time parameter for schedule search query  
13574  Invalid GUID for GUID search query  
13575  Invalid command action  

 

Note: There isn‟t any status returned in case message is in waiting status. Therefore, there 
would not be any status tag in JSON in case of waiting status.  
“Reason for failure” codes are SMSC specific and hence are not covered here.  

 

 
DLT Error Codes 

 
All the DLT related DLR errors codes that may come across in ValueFirst are listed below:  

 

Error Code  Description  

110  Entity not found  
111  Entity not registered  
112  Entity Inactive  
113  Entity blacklisted  
114  Invalid telemarketer  
115  Header not found  
116  Header Inactive  
117  Header Blacklisted  
118  Template not found  
119  Template Inactive  
120  Template not matched  
121  Template blacklisted  
122  Invalid consent  
123  General consent error  
124  DLT Miscellaneous error  



 

   

 

Regulatory Implementation and Impact 
 

Sender ID Regulation 

Telecom Regulatory Authority of India (TRAI) has given a direction to all telecom service 
provider of India to prefix an Identification Code before SenderID for every message sent using 
alpha and numeric sender id. The Direction can be downloaded directly from TRAI website or 
simply by clicking following link: 
http://www.trai.gov.in/WriteReadData/trai/upload/Directives/131/direction10dec08.pdf  

 

The Identification Code will be of three characters, consisting, Service Provider Code and Service 
Area Code, followed by a Hyphen character. Hence, the maximum length of a sender ID has been 
fixed to 6 characters for alpha and numeric both.  

 
The details of operator codes are as below:  
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http://www.trai.gov.in/WriteReadData/trai/upload/Directives/131/direction10dec08.pdf


 

   

 

 

The Details of Circle codes are as below:  
 

National Customer Call Preference Registry (NCCPR) 
NCCPR (previously known as NDNC) is a database of all users who do not wish to receive unsolicited 
commercial communication. The list is managed by TRAI. ValueFirst has a strict No-SPAM policy and 
hence a person whose mobile number exists in this list must not be sent any commercial communication 
using voice or SMS, unless s/he has not given explicit permission to receive so.  
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