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What is an LLM?
On a very high level



Query in 
natural 
language

GenAI-Magic 
+ all 

knowledge of 
the world 
trained

Answer in 
natural 
language

What is an LLM?

A model allows everything by default (denylisting)



Tension: Security vs...

Security

UsabilityBusiness 
Features



Riding the Hype
Since 2022…



2022 and 2023: Oh Wow…
What‘s an LLM?

How do I start?

Foundation Models?

What‘s GenAI?

What does this mean for our business?

What Models should we try?

Prompt Engineering?

Is that secure?



2024: Oh Ok…
Does this scale?

Train our own model?

What model should we choose?

How can we get more efficient?

How to reduce cost?

How to minimize risk?
Is that secure?



2025: Oh hm…
Oh oh. Our CFO asks why this costs so much!

GPT 5,4o,o4? Claude 3.7, 4.0,sonnet,opus,gemini,DeepSeek,… 🥹

How to minimize Risk!?

Do we really get faster and better?

AI yes, but secure!

GenAI Enterprise Architecture? 

Why does our CISO look so stressed?

Agents? MCP? A2A? Skills?



2026… Oh Sh*t?
The threat Situation

…



Prompt Injection
• 2022 (Simon Willison)
• Attack on AI-Apps
• OWASP LLM Top10 / ASI 

Top10 Nr.1 
• Important: Cannot 

currently be mitigated 
100%

https://simonwillison.net/2022/Sep/12/prompt-injection/


95% Security == 
NO Security



Query in 
natural 
language

GenAI-Magic 
+ all 

knowledge of 
the world 
trained

Answer in 
natural 
language

What‘s MCP? (…or A2A? Or skills?)

Dynamic 
knowledge Local system Remote system / 

agent





Status Quo (mid 25)
• „Security Nightmare“ (equixly)
• Command Injection

• 43% anfällig dafür, ungewollt Befehle 
auszuführen (mcp-remote )

• Path Traversal 
• 22% anfällig, Dateien außerhalb 
erlaubter Ordner zu lesen 
(filesystem-mcp)

• SSRF
• 30% erlaubten „unrestricted URL 
fetching“  
(MCP-Markdownify)

https://equixly.com/blog/2025/03/29/mcp-server-new-security-nightmare/
https://security.snyk.io/vuln/SNYK-JS-MCPREMOTE-10734125
https://security.snyk.io/vuln/SNYK-JS-MCPREMOTE-10734125
https://security.snyk.io/vuln/SNYK-JS-MCPREMOTE-10734125
https://security.snyk.io/vuln/SNYK-JS-MODELCONTEXTPROTOCOLSERVERFILESYSTEM-10734144
https://security.snyk.io/vuln/SNYK-JS-MCPMARKDOWNIFYSERVER-10249387
https://security.snyk.io/vuln/SNYK-JS-MCPMARKDOWNIFYSERVER-10249387
https://security.snyk.io/vuln/SNYK-JS-MCPMARKDOWNIFYSERVER-10249387




The Lethal Trifecta for AI agents

Process untrustworthy 
inputs

Access to sensitive 
systems or private 

data

Communicate 
externally or change 

state

Wie das Lethal Trifecta:

Agents MUST satisfy no more 
than two of the three properties 
within a session to avoid the 
highest impact consequences.

Remove one of the three 
attributes, and there‘s lower risk. 
NOT ZERO!

Source: Simon Willison (adapted, generally older)
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https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
https://chromium.googlesource.com/chromium/src/+/master/docs/security/rule-of-2.md


Tool Poisoning

Source: Invariant Labs | Real attack e.g. nx

https://invariantlabs.ai/blog/mcp-security-notification-tool-poisoning-attacks
https://socket.dev/blog/nx-packages-compromised


Demo 2
evil MCP tricks LLM to read files and exfiltrate data



(Simplified, usual) AI Security Kill Chain

1: Initial Access via 
Prompt Injection

2: Privilege escalation via 
Confused Deputy / Tool 

Abuse
3-7: c2

Bösartige Instruktionen 
werden in den Kontext des 
LLM eingeschleust (Tool-
Responses, Dokumente, 
Webseiten, Prompts)

Das LLM führt im Kontext des 
Nutzers ungewollte Aktionen 
aus, oft ohne dessen Wissen.

Exfiltration oder State 
Changes über verfügbare 

Tools (API-Calls, Dateizugriffe, 
…)



Zwischenfazit: 
History repeating

„It feels like we’re facing a regression in security, with 
these fundamental vulnerabilities resurfacing in modern 

technologies.“ 
(Source: Equixly Report)

https://equixly.com/blog/2025/03/29/mcp-server-new-security-nightmare/


The fundamentals needs to be 
strong.



The fundamentals

Observability

Threat Modelling

AI-Apps

Agents

Authentication

Sandboxing

Supply Chain Security

Continuous, 
secure  dev and 
ops lifecycle 
(CIA)

Natural 
language, 
„Magic“

SSDLC

AI-Enabled Organization
- „you must be this tall to 
use AI securely“

Authorization

Principle of least privilege

Governance Risk Management Compliance

Zero Trust



Solution space
• Models get better, have policies trained in 

• but: still not at a 100%. Even GPT-5/Opus 4.6 are not at a 100%

• MCP-Server: Develop individually. follow SSDLC. Think about 
the lifecycle from discovery to removal.

• Currently daily new tools for adding security controls, e.g.
• Guardrails (Input/Output validation)
• Agentic Gateways (to add deterministic hooks and dynamic IAM)
• Sandboxing solutions (to isolate)
• AWS Bedrock AgentCore , MS Entra Agent ID (Hyperscaler 
platforms)

• Regularly check OWASP GenAI Top10 , ASI Top10, AI Exchange and 
Mitre Atlas

https://guardrailsai.com/
https://guardrailsai.com/
https://agentgateway.dev/
https://agentgateway.dev/
https://github.com/anthropic-experimental/sandbox-runtime
https://github.com/anthropic-experimental/sandbox-runtime
https://aws.amazon.com/de/bedrock/agentcore/
https://aws.amazon.com/de/bedrock/agentcore/
https://learn.microsoft.com/en-us/entra/agent-id/identity-professional/microsoft-entra-agent-identities-for-ai-agents
https://genai.owasp.org/llm-top-10/
https://genai.owasp.org/llm-top-10/
https://docs.google.com/document/d/1KvTfGjFBJzPk3TEPUHhWGvvhTayVhKklT69ai5x0z8c/edit?usp=sharing
https://owaspai.org/
https://atlas.mitre.org/


MCP and IAM
The tl;dr
• First Nov ‘24 Spec: meh.
• March ‘25 Spec: WTH? (MCP-Server  = RS und AS in eins)
• June ’25 Spec: Finally usable. (But: DCR, new RFCs, bad 

ecosystem support)
• November ‘25 Spec: Good additions, but it grows more 

complex, e.g. URL-Mode elicitations and CIMD, enterprise 
auth extension, …

https://web.archive.org/web/20241224151900/https:/modelcontextprotocol.io/docs/concepts/architecture
https://blog.christianposta.com/the-updated-mcp-oauth-spec-is-a-mess/


Demo
OAuth-MCP on June 25-Spec with DCR, Keycloak and 
.NET/C#-SDK



Are we secure with this
Hint: Nope.



Is OIDC / OAuth 
sufficient?

Nope. 
Other protocols and RFCs are discussed

https://github.com/modelcontextprotocol/modelcontextprotocol/issues/1415
https://github.com/modelcontextprotocol/modelcontextprotocol/issues/1299


Big IAM questions 
in an agentic world



Big IAM Questions in an agentic 
world
The main challenges
• Which IDP is responsible for which resource?
• How to let the IDP know the client (agentic system)?
• How to let the resource know the client?
• How to preserve the authority?







More big questions
• How to create secure, frictionless processes for AI-

Onboarding, AI at runtime and AI-Offboarding in 
Enterprises? (hint: registries are shiny, but just another 
iceberg) 

• How do we mitigate 
„shadow AI“?

       (Source: Fortune / MIT NANDA)

• How do we answer „who is acting right now, with what level 
of access?“ when „who“ might be an agent, too.

https://www.artificialintelligence-news.com/wp-content/uploads/2025/08/ai_report_2025.pdf




www.innoq.com

Krischerstr. 100
40789 Monheim
+49 2173 3366-0

Ohlauer Str. 43
10999 Berlin

Ludwigstr. 180E
63067 Offenbach

Kreuzstr. 16
80331 München

Wendenstraße 130
20573 Hamburg

Spichernstrasse 44
50672 Köln

innoQ Deutschland GmbH

Thank you! Questions?
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