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..and then you think about the infrastructure




Architectural Decisions

- > Domain architecture

> Macro architecture

> Micro architecture
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That wouldn't have happened with proper logging!
... Would it?



What makes good logging?

> What identifies a good log message?
> Which log level should | use when?
> Should I log into files? What format?



Some recommendations

> Log messages should have a uniform style.

> Log violations of assumptions.

> Use markers to make log streams filterable.

> Prefer machine-readable log formats over human-readable.
> |dentify correlation tokens and attach them to the log event.

> Collect and store logs in a central repository.



Default Levels

Local Files? -> WARN only

Central Logfile Repository? -> INFO

Magic bugs + advanced setup? DEBUG, or even TRACE.




LOGYJ @

>

>

>

Async Appenders (LMAX, MemoryMappedFileAppender)
Routing

Properties

Reconfiguration (Auto load, JMX,...)

Audit logs

Markers / Log levels



Thread Context

ThreadContext.put("loginId", login);

logger.error("Something bad happened!");
ThreadContext.clear();

+ Layout:

$-5p: [%$X{loginId}] 9%m%n

Log:

ERROR: [John Doe] Something bad happened!



Thread Context (2)

ThreadContext.put("loginId", login);

logger.error("Something bad happened!");
ThreadContext.clear();

+ JSON Layout:
Log:

"@version" "1,
"@timestamp" "2014-04-29T14:21:14.988-07:00",
"logger" "com.example.LogStashExampleTest",
"level" "ERROR",
"thread" "Test worker",

"message" "Something bad happened!",

"Properties" {
"loginId" => "John Doe"




Log4j2 demo



Requirements in a distributed environment

> Aggregate logs in different formats from different systems.
> Search & Correlate
> Visualize

> Alert on complex correlations.
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Logstash Architecture

inputs

e collectd

e drupal_dblog

e elasticsearch

e eventlog

® exec

o file

e ganglia

e gelf

e gemfire

e generator

e graphite

e heroku

* imap

e invalid_input

® irc

® jmx

e logdj

e lumberjack

* pipe

e puppet_facter

e rabbitmq
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codecs

cloudtrail
collectd
compress_spooler
dots

edn

edn_lines
fluent

graphite

json

json_lines
json_spooler
line

msgpack
multiline
netflow

noop
oldlogstashjson
plain
rubydebug
spool

filters

e advisor

e alter

e anonymize

e checksum

e cidr

e cipher

e clone

e collate

® CsV

e date

e dns

e drop

e eclapsed

e elasticsearch
e environment
e extracthumbers
fingerprint

e gelfify

e geoip
® grep
e grok
[ WaTdal’dalaTalV/=aV,

outputs

boundary

circonus
cloudwatch

csv

datadog
datadog_metrics
elasticsearch
elasticsearch_http
elasticsearch_river

email

exec

file

ganglia

gelf

gemfire
google_bigquery

google_cloud_storage

graphite
graphtastic
hipchat
http

ire




Logstash — Hands on!



A Logstash Cluster
Legend: [_i Logstash Ie Redis Ig ElasticSearch ]
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... and there are others, too!

Apache Flume (ASL 2.0)
FluentD (ASL 2.0)
Graylog 2 (GPL)

Loggly (commerical)

Splunk (commerical)






Yes, you can!




Metrics

> Business Metrics
> Application Metrics

> System Metrics



Continuous Delivery & Metrics?

Sample of a deployment-pipeline

“prod” and “testing” has a
Blue/ green deployment:
1+x active boxes +

14+x shadow boxes

when all tests of build-X are
successful, deployment to
shadow-box in PROD

application-specific
Monitoring & Metrics
to detect changes

triggered manually after signoff

/

manual ;
Dev tosts Production
2 “testing” “prod”
g on success -> active box active box
v = deploy to
Jenkins “testing” -
Git o __onsuccess _ | devtest shadow box_ _, | “testing” “prod”
s, ->deploy box N shadow box shadow box
N -
i N A . %, A
AN \29 1 9 1 1
) TN % ! ‘69 N : X manual switch of
- 'f;o S | ,;\03 | 1 active box triggered
y . : ¢ \‘\ ! ! by product owner
N N\
. - 4| Acceptancetest 4| Acceptancetest Acceptancetest
Unittest | Integrationtest devtest-config testing-config prod-config

switch of active
triggered manually by
tester

THIS switch triggers the
“RC changes” email




Continuous Delivery & Metrics?

Sample of a deployment-pipeline

“prod” and “testing” has a when all tests of build-X are application-specific
Blue/ green deployment: successful, deployment to Monitoring & Metrics
1+x active boxes + shadow-box in PROD
14+x shadow boxes triggered manually after signoff & de/teCt changes
manual .
Dev tosts Production
] R /
3 “testing” “prod”
Q on success -> active box active box
v - deploy to
Jenkins I‘testing" :
Git > on success devtest slladow box “testing” “prod”
--» | FmmmeEEEE > e >
s, ->deploy box . shadow box shadow box
N\ -
N A N A
SN ‘60\‘9: ! V@;\% | X manual switch of
L’ ’ \ ‘7%'&\ A | ,,; % | 1 active box triggered
y 3 1 . . Y ' ' ! by product owner
N AN .
. - Acceptancetest 4| Acceptancetest / Acceptancetest
Unitiest | Integrationtest devtest-config testing-config B prod-config
switch of active
triggered manually by
Take metrics when oot

running your test suites
on ALL environments “RC changes” email

THIS switch triggers the
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Counters

A counter is a simple incrementing and decrementing integer.




Meters

A meter measures the rate at which a set of events occur.
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. A Histogram measures the distribution of values.
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Query &
Graph

|

{ Measure } { St } { Store } {
; Sample

eg Coda Hale’s Metrics, collectd, Diamond...

Dashboards

CEP

Anomaly
Detection

ay N 2 B N B

Alerting

-— .- - @@ -




Collect &

e.g. Etsy's statsd...




Collect &

e.g. Square’s Cube...




Dashboards

Collect & Query &
{Measure} { Sample } { Store } { Graph }

eg Graphite, Ganglia, rrdtool, OpenTSDB...

Anomaly
Detection

Alerting

ay N 2 B N B

|
o
|
J




ectd

@ A\‘.'—.wv. a i la'
g ) (2!




‘ Dashboards ‘

g_e_.é._Riemann, Esper, Siddhi...

; { . } ;
Collect & Query &
{ peas J { Sample } { 2ot } { Graph } T RSS!

Anomaly
Detection
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ectd

. »lore S ' e.g. Kale, Oculus...
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Dashboards




Cubism.js

Mirror @ Offset 1=+
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Credits: Michael Bostock






Comparisons

context.cube("http://..."),
cube.metric("sum(request)"),

secondary =
primary.shift(-7 * 24 * 60 * 60 * 1000);
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Dashing

Last ypdated at'17:34




Best practices

>

>

>

>

>

>

>

Measure everything!
Counters ./. Meters
Metrics are cheap, but not for free.
Retention Policies
Get rid of silos
Correlate your data

...to make better decisions



Prevent the apocalypse!
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Logging shows events.
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Thanks for your attention!

Alexander Heusingfeld | w@goldstift

Tammo van Lessen | w@taval
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