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Dependencies



Dependencies
• Programming Language


• Frameworks


• Libraries


• Build Tools


• Container Images



Updating
• New Features


• Performance Enhancements


• Security


• Security



Challenges
• High number of dependencies


• Doing the update itself


• Getting noticed of new versions



Don’t panic!

GabboT, CC BY-SA 2.0 <https://creativecommons.org/licenses/by-sa/2.0>, via Wikimedia Commons





Example Project



.

├── .dockerignore

├── .editorconfig

├── .gitattributes

├── .gitignore

├── .gitlab-ci.yml

├── .mvn

│   └── wrapper

│       ├── maven-wrapper.jar

│       └── maven-wrapper.properties

├── .nvmrc

├── .sdkmanrc

├── Dockerfile

├── Dockerfile.release

├── README.md

├── bin

│   └── generate_database.java

├── faucet.config.js

├── mvnw

├── mvnw.cmd

├── package-lock.json

├── package.json

├── pom.xml

└── src

    └── main

        ├── java

        └── resources


8 directories, 19 files



How many dependencies?



Onboarding





{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json"

}






Configuration



Basics



{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "assignees": ["michael"],

  "prConcurrentLimit": 0,

  "prHourlyLimit": 0

}




{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs"

  ]

}












Updates



{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ]

}






{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ],

  "packageRules": [

      {

        "description": "Disables automatic major and minor upgrades of Spring Boot",

        "matchDatasources": ["maven"],

        "matchPackageNames": [

          "org.springframework.boot:spring-boot-starter-parent",

          "org.springframework.boot:spring-boot-dependencies"

        ],

        "matchUpdateTypes": ["major", "minor"],

        "enabled": false

      }

    ]

}




{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ],

  "packageRules": [

      {

        "description": "Disables automatic major and minor upgrades of Spring Boot",

        "matchDatasources": ["maven"],

        "matchPackageNames": [

          "org.springframework.boot:spring-boot-starter-parent",

          "org.springframework.boot:spring-boot-dependencies"

        ],

        "matchUpdateTypes": ["major", "minor"],

        "dependencyDashboardApproval": true

      }

    ]

}








jbang



///usr/bin/env jbang "$0" "$@" ; exit $?

//JAVA 17+

//JAVA_OPTIONS -Dapple.awt.UIElement=true

//DEPS org.springframework.boot:spring-boot-dependencies:3.0.10@pom

//DEPS org.springframework.boot:spring-boot-starter-jdbc

//DEPS com.h2database:h2

//DEPS org.json:json:20230227

//DEPS commons-codec:commons-codec


class GenerateDatabase {


    public static void main(String[] args) {

        System.out.println("Generating database");

    }

}








{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ],

  "customManagers": [

      {

        "customType": "regex",

        "fileMatch": [

          "^bin/.*\\.java$"

        ],

        "matchStrings": [

          "//DEPS (?<depName>.*?:.*?):(?<currentValue>[^@\n]*)(@pom)?"

        ],

        "datasourceTemplate": "maven"

      }

  ],

  "packageRules": [

      {

        "description": "Disables automatic major and minor upgrades of Spring Boot",

        "matchDatasources": ["maven"],

        "matchPackageNames": [

          "org.springframework.boot:spring-boot-starter-parent",

          "org.springframework.boot:spring-boot-dependencies"

        ],

        "matchUpdateTypes": ["major", "minor"],










SDKMAN!



# Enable auto-env through the sdkman_auto_env config

# Add key=value pairs of SDKs to use below

java=17.0.7.7-tem

jbang=0.109.0

maven=3.9.2




{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^\\.sdkmanrc$"

      ],

      "matchStrings": [

        "java=(?<currentValue>.*)\\n"

      ],

      "datasourceTemplate": "java-version",

      "depNameTemplate": "java"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^\\.sdkmanrc$"

      ],

      "matchStrings": [

        "maven=(?<currentValue>.*)\\n"

      ],

      "datasourceTemplate": "maven",






Node.js





      <plugin>

        <groupId>com.github.eirslett</groupId>

        <artifactId>frontend-maven-plugin</artifactId>

        <version>1.13.4</version>

        <configuration>

          <nodeVersion>v18.17.0</nodeVersion>

          <installDirectory>target</installDirectory>

        </configuration>

        <executions>

          <execution>

            <id>install node and npm</id>

            <goals>

              <goal>install-node-and-npm</goal>

            </goals>

          </execution>

          <execution>

            <id>npm install</id>

            <goals>

              <goal>npm</goal>

            </goals>

            <configuration>

              <arguments>ci</arguments>

            </configuration>

          </execution>

          <execution>

            <id>npm run compile</id>

            <goals>

              <goal>npm</goal>

            </goals>

            <configuration>

              <arguments>run compile</arguments>




{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^pom.xml$"

      ],

      "matchStrings": [

        "<nodeVersion>v(?<currentValue>.*)</nodeVersion>"

      ],

      "datasourceTemplate": "github-tags",

      "depNameTemplate": "node",

      "packageNameTemplate": "nodejs/node",

      "versioningTemplate": "node"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^\\.sdkmanrc$"

      ],

      "matchStrings": [

        "java=(?<currentValue>.*)\\n"






Docker



FROM alpine:3.18.2

SHELL ["/bin/sh", "-euo", "pipefail", "-c"]


RUN apk --no-cache add --update \

        bash \

        docker-cli \

        httpie




$ hadolint Dockerfile.release

Dockerfile.release:13 DL3018 warning: Pin versions in apk add. Instead of `apk add <package>` use `apk add 
<package>=<version>`




FROM alpine:3.18.2

SHELL ["/bin/sh", "-euo", "pipefail", "-c"]


ENV APK_BASH_VERSION="5.2.15-r5"


ENV APK_DOCKER_CLI_VERSION="23.0.6-r4"


ENV APK_HTTPIE_VERSION="3.2.1-r4"


RUN apk --no-cache add --update \

        bash="${APK_BASH_VERSION}" \

        docker-cli="${APK_DOCKER_CLI_VERSION}" \

        httpie="${APK_HTTPIE_VERSION}"




FROM alpine:3.18.2

SHELL ["/bin/sh", "-euo", "pipefail", "-c"]


# renovate: datasource=repology depName=alpine_3_18/bash versioning=loose

ENV APK_BASH_VERSION="5.2.15-r5"


# renovate: datasource=repology depName=alpine_3_18/docker-cli versioning=loose

ENV APK_DOCKER_CLI_VERSION="23.0.6-r4"


# renovate: datasource=repology depName=alpine_3_18/httpie versioning=loose

ENV APK_HTTPIE_VERSION="3.2.1-r4"


RUN apk --no-cache add --update \

        bash="${APK_BASH_VERSION}" \

        docker-cli="${APK_DOCKER_CLI_VERSION}" \

        httpie="${APK_HTTPIE_VERSION}"




{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^Dockerfile$",

        "^Dockerfile\\.[^/]*$"

      ],

      "matchStrings": [

        "#\\s*renovate:\\s*datasource=(?<datasource>.*?) depName=(?<depName>.*?)( versioning=(?<versioning>.*?))?\\sENV .*?_VERSION=\"(?<currentValue>.*)\"\\s"

      ],

      "versioningTemplate": "{{#if versioning}}{{{versioning}}}{{else}}semver{{/if}}"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^pom.xml$"

      ],

      "matchStrings": [

        "<nodeVersion>v(?<currentValue>.*)</nodeVersion>"

      ],

      "datasourceTemplate": "github-tags",




{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases",

    "regexManagers:dockerfileVersions"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^pom.xml$"

      ],

      "matchStrings": [

        "<nodeVersion>v(?<currentValue>.*)</nodeVersion>"

      ],

      "datasourceTemplate": "github-tags",

      "depNameTemplate": "node",

      "packageNameTemplate": "nodejs/node",

      "versioningTemplate": "node"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^\\.sdkmanrc$"

      ],

      "matchStrings": [






{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases",

    "regexManagers:dockerfileVersions",

    "docker:pinDigests"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^pom.xml$"

      ],

      "matchStrings": [

        "<nodeVersion>v(?<currentValue>.*)</nodeVersion>"

      ],

      "datasourceTemplate": "github-tags",

      "depNameTemplate": "node",

      "packageNameTemplate": "nodejs/node",

      "versioningTemplate": "node"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^\\.sdkmanrc$"

      ],






{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "config:recommended",

    ":assignee(michael)",

    ":prConcurrentLimitNone",

    ":prHourlyLimitNone",

    ":rebaseStalePrs",

    ":separatePatchReleases",

    "regexManagers:dockerfileVersions",

    “docker:pinDigests”,

    "default:automergeDigest"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^pom.xml$"

      ],

      "matchStrings": [

        "<nodeVersion>v(?<currentValue>.*)</nodeVersion>"

      ],

      "datasourceTemplate": "github-tags",

      "depNameTemplate": "node",

      "packageNameTemplate": "nodejs/node",

      "versioningTemplate": "node"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^\\.sdkmanrc$"

      ],






Custom Presets



{

  "$schema": "https://docs.renovatebot.com/renovate-schema.json",

  "extends": [

    "local>innoq/renovate//presets/java",

    ":assignee(michael)",

    ":separatePatchReleases",

    "default:automergeDigest"

  ],

  "customManagers": [

    {

      "customType": "regex",

      "fileMatch": [

        "^pom.xml$"

      ],

      "matchStrings": [

        "<nodeVersion>v(?<currentValue>.*)</nodeVersion>"

      ],

      "datasourceTemplate": "github-tags",

      "depNameTemplate": "node",

      "packageNameTemplate": "nodejs/node",

      "versioningTemplate": "node"

    },

    {

      "customType": "regex",

      "fileMatch": [

        "^bin/.*\\.java$"

      ],

      "matchStrings": [

        "//DEPS (?<depName>.*?:.*?):(?<currentValue>[^@\n]*)(@pom)?"

      ],

      "datasourceTemplate": "maven"






How many dependencies?





Self-hosting





stages:

  - renovate


renovate:

  stage: renovate

  image: renovate/renovate:37.65.2@sha256:a437bb582820e165f848d3c92308f65edd614b29272fd5011d333084cf44b8da

  rules:

    - if: '$CI_PIPELINE_SOURCE == "schedule"'

  script:

    - renovate

  cache:

    key: ${CI_COMMIT_REF_SLUG}-renovate

    paths:

      - renovate/cache/renovate/repository/




module.exports = {

    platform: 'gitlab',

    endpoint: process.env.CI_API_V4_URL,

    autodiscover: true,

    dryRun: null,

    gitAuthor: 'Renovate Bot <renovate@example.com>’,

    onboardingConfig: {

        '$schema': 'https://docs.renovatebot.com/renovate-schema.json',

        extends: [

            'local>innoq/renovate//presets/default',

        ],

    },

    baseDir: `${process.env.CI_PROJECT_DIR}/renovate`,

    optimizeForDisabled: true,

    repositoryCache: 'enabled',

    registryAliases: {

        '$CI_REGISTRY': process.env.CI_REGISTRY,

    },

    hostRules: [

        {

            hostType: 'docker',

            matchHost : 'https://index.docker.io',

            username : ‘someusername',

            password : process.env.DOCKERHUB_TOKEN,

        },

        {

            matchHost: `https://${process.env.CI_REGISTRY}`,

            username: 'someusername',

            password: process.env.RENOVATE_TOKEN,

        },

        {

            hostType: 'maven',

            matchHost: process.env.CI_API_V4_URL,

            token: process.env.RENOVATE_TOKEN,

        },

    ],

}


mailto:renovate@example.com




{

  "$schema" : "https://docs.renovatebot.com/renovate-schema.json",

  "extends" : [

    "local>innoq/renovate//presets/default",

    "default:automergeDigest",

  ],

  "assignees": ["michael"],

  "dependencyDashboardLabels": ["Update"],

  "labels": ["Update"],

  "ignoreTests": true,

  "packageRules": [

    {

      "matchDatasources": ["docker"],

      "matchPackageNames": ["renovate/renovate"],

      "matchUpdateTypes": ["minor", "patch"],

      "automerge": true

    }

  ]

}




More
• Article in German: 

https://www.innoq.com/de/articles/2024/01/renovate/ 


• Recorded previous version of talk in English: 
https://www.youtube.com/watch?v=q43LmW1b2O0 


https://www.innoq.com/de/articles/2024/01/renovate/
https://www.youtube.com/watch?v=q43LmW1b2O0
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Thanks! Questions?
Michael Vitz
Mail michael.vitz@innoq.com
X @michaelvitz
Mastodon @michaelvitz@innoq.social
LinkedIn michaelvitz
Bluesky @michaelvitz.bsky.social

https://www.innoq.com/de/talks/2024/01/renovate-dein-freund-und-helfer-fuer-dependency-updates/ 

mailto:michael.vitz@innoq.com
https://twitter.com/michaelvitz
https://innoq.social/@michaelvitz
https://www.linkedin.com/in/michaelvitz/
https://bsky.app/profile/michaelvitz.bsky.social
https://www.innoq.com/de/talks/2024/01/renovate-dein-freund-und-helfer-fuer-dependency-updates/

