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Agenda
1. Classic Data Governance  

2. Morden Data Governance 

3. Demo: AI-based Data Governance 

4. Technical Details: Spring AI 

Disclaimer:  
For demonstrations, will work with Data Mesh Manager



Data Governance 
 



What is Data Governance

Source: Eryurek et al.: Data Governance The Definitive Guide. O'Reilly

QualityIntegrity Security UsabilityEnsure

Means People Processes Tools

Goal Trust in Data



The Reality 
 



Canonical Data Modeling

• Wish to have one enterprise-wide  
valid data model 

• Business knowledge & details gets lost 

• Disconnected Ownership 

• Hard to change / slow

Image Source: innovator.de

Data Governance got lost in data modeling,  
but got disconnected from business and IT teams

http://innovator.de


Bureaucracy
• Lots of policies in Word documents, 

not using the language of business,  
nor developers 

• Forms and JIRA Tickets 

• Manual Processes 

• Manual Approvals 

Data Governance became a bottleneck (not enabler),  
with rather negative reputation 



New Challenges 
 



New Challenges
• Decentralization (Product Teams, Data Mesh, ...)  

• Ownership & teams 

• Systems & technologies 

• Data models in bounded contexts 

• The Raise of AI 

• Engine for innovations

Data is exchanged across business & IT teams



Modern Data Governance 
 



Federated Computational Data Governance

Data Contracts

Automation

Concepts

Responsibility
Data Product Owner

Data is owned decentralized by business & IT experts where data is generated 
Product owners are responsible for what happens with their data

Define the syntax, 
semantics, quality, and 
terms of use as YAML

Data discovery with a 
self-service access 
request workflow

Data Marketplace

The conventions and  
rules of play for data on 

the data platform

Global Policies

Contract Enforcement

Test that data products 
correctly implement the 

data contract

Give table access based 
on access request 

approvals

Automated Permission 
Granting

Check that policies are 
correctly adopted by  
data product owners

AI-based  
Policy Checking



Data Contracts 
 



Data Contract:  
Schema + Semantics + Quality

• API for Datasets 

• Written by domain 
experts 

• Made implicit 
knowledge explicit 

• Machine-readable 



Data Model



Quality



Quality



Lineage



Terms & Conditions



Service Levels



Servers (Physical Endpoints)



Contract Testing

$ datacontract test datacontract.yaml





Data Contract Testing





Data Contracts Cover Governance Aspects

• Ownership Who is responsible for providing data?  Ownership (Info) 

• Quality What quality do we provide? Quality Attributes & Contract Testing 

• Compliance What are we allowed to do with data? Terms and Conditions 

• Legal In which region may data be stored? Terms and Conditions 

• Privacy What is personal (PII) data? Data Model Attribute 

• Classification What sensitivity level has my data? Data Model Attributes 

• Security Who has access to which data and why? --> Access Requests 



Data Marketplace 
 



Decentralized Approval Process
• Data Marketplace: Central registry for data products 

• Self-service Data Access Requests 

• Data Product Owners approve Access Requests 

• Permissions to actual data are automated by the data platform













Know Your Consumers (KYC)

• Data product owners know 
their consumers 

• Access is fully automated 

• Life-Cycle Management: 
Access can be cancelled by 
consumer or providers 

• Important for data product 
evolution  
(e.g. breaking changes)



Global Policies 
 



Global Policies

• Agree on common standards for  
data products and data contracts 

• Deciders: Data Product Owners 
(supported by SME) 

• Responsibility: Data Product Owners 

• Automated by: Data Platform 













Data Governance     





Data Governance AI

  LLM

Policy (Markdown)

Metadata (YAML)

Result (JSON / HTML)



Demo 
 



Data Governance AI

Analyze  
Policy

Check 
Resources

onPolicyChange onResourceChange



User Prompt 
(templated)

Step 1: Analyze Policy

Global Policy

(Markdown)     ChatGPT-4o

System Prompt

ResultStructured 
Output (JSON)



Step 2: Check Metadata

User Prompt 
(templated)

Load metadata 
YAML     ChatGPT-4o

System Prompt

ResultStructured 
Output (JSON)

For Each Resource  
by Resource Type:

Function Calls



UI



User Feedback!



Support Owners in Access Approval Process



BYI AI Model





Spring AI: Prompt Stuffing (RAG)

https://docs.spring.io/spring-ai/reference/concepts.html



Spring AI: Function Calling

https://docs.spring.io/spring-ai/reference/concepts.html



Spring AI: Structured Output

https://docs.spring.io/spring-ai/reference/concepts.html



Learnings 
 



Learnings: Modern Data Governance
• Data Contracts are the elementary for modern data governance 

• Ownership for governance shifts left to product owners 

• Decentralized architectures need a central repository 

• Automate as much as possible 



Learnings: AI Engineering
• LLMs are another (powerful) tool in software architecture 

• Invest in prompt engineering 

• Testing is more complex (and costly) 

• AI makes mistakes: 

• Use AI to detect issues 

• Ultimately, humans are responsible 

• Incorporate user feedback 

• AI can't solve everything



Links
Open Source 

• datacontract.com 

• cli.datacontract.com 

• editor.datacontract.com 

Commercial 

• datamesh-manager.com

http://datacontract.com
http://cli.datacontract.com
http://editor.datacontract.com
http://datamesh-manager.com
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