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“Web 2.0” Platforms

and many more…

= User content on big platforms with APIs

2010 - ~ 550.000 “Facebook Apps” 

2015 - ~ 30 Flickr Apps tagged “geo” 

…
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The access problem

Client

Resource Owner

needs Access checks Permission 
provides Access

gives Permission
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> Client registers at the service

> Client asks resource owner for permission  
via the service

> Client gets a token

> Client can access the resource with the token
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OAuth 1
> Authorization Protocol

> RFC 5849 (38 pages spec)

> One security issue (fixed 2009)

> non-trivial request / response creation

> Scope: “web applications”
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Why OAuth 2?

> Simplify client development process

> Desktop Applications / Single-Page-Apps

> Mobile Phones

> “Living room devices”
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> Resource Owner 

> Client 

> Resource Server 

> Authentication Server
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OAuth 2 Tokens
> Access Token 

“An access token is a string representing  
an authorization issued to the client.”

> Token Type (e.g. “Bearer”)

> usually short-living

> Refresh Token

> Scope
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Authorization Code Grant

User Agent Client Auth Server
redirect to grant screen
add ‘state’ (and callback + client id )

show grant screen

grant the request

redirect with state and authorisation_code to client callback URI

submit auth code,
identify with client credentials

respond with token
optional refresh token
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OAuth 2 Grant Types

> Authorization Code

> Implicit

> User Credentials

> (Client Credentials)
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OAuth 2 Spec Overview

Core

Framework Bearer TokenSecurity

JSON Web Token Assertions

JWT Bearer Assertion SAML 2 Bearer Assertion

WG Drafts (PoP, Token Exchange, Introspection, …)
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Short Comparison

OAuth 1 OAuth 2

> Authorization protocol

> Spec finalized

> Additional crypto to TLS

> Production ready libs

> Delegation framework

> Many extensions

> TLS only (Core)

> Incompatible implementations
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OAuth 2 for Single-Sign-On?

> Token = “Authorization to access Resource”  
Resource could be = Login to Service

> Missing:

Who?

Where?

When?

How?

… ?
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OpenID Connect

OAuth 2 JOSE

OpenID ConnectIdentity Layer
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}{ 
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{ 
“typ”:”JWT”, 
“alg”:”HS256” 
}{ 
   "iss": "http://server.example.com", 
   "sub": "248289761001", 
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}
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Form Post 
Response Mode
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> Securing internal APIs

> Single-Sign-On

> Active Directory

> Mobile Clients

> White Label Software
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Should I use it?

> OpenID Connect Extensions  
still partly Working Drafts

> JOSE still Working Draft

> OAuth Extensions: PoP, etc.

> Implementation Complexity
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