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= User content on big platforms with APIs

2010 - ~ 550.000 “Facebook Apps”

2015 - ~ 30 Flickr Apps tagged “geo”
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> Client registers at the service

> Client asks resource owner for permission
via the service

> Client gets a token

> Client can access the resource with the token
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OAuth 1

> Authorization Protocol

> RFC 5849 (38 pages spec)

> One security issue (fixed 2009)

> non-trivial request / response creation

> Scope: “web applications”
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Why OAuth 27

> Simplity client development process
> Desktop Applications / Single-Page-Apps
> Mobile Phones

> “Living room devices”
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> Resource Owner
> Client
> Resource Server

> Authentication Server
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OAuth 2 Tokens

> Access Token

“"An access token is a string representing
an authorization issued to the client.”

> Token Type (e.g. “Bearer”)
> usually short-living
> Refresh Token

> Scope
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Authorization Code Grant

2

. redirect to grant screen .
:idd ‘state’ (and callback + client id )

> .
show grant screen .
. <
grant the request : :
’o e ’ °
: redirect with state and authorisation_code to client callback URI
. < T .
. . > . .
. : * submit auth code, :

. identify with client credentiali:

respond with token
optional refresh token

. <
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OAuth 2 Grant Types

> Authorization Code
> Implicit
> User Credentials

> (Client Credentials)
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OAuth 2 Spec Overview

Core

Framework Security Bearer Token

JSON WVeb Token Assertions

JWT Bearer Assertion SAML 2 Bearer Assertion

VWG Drafts (PoEToken Exchange, Introspection, ...)
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Short Comparison

OAuth 1

OAuth 2

Authorization protocol
Spec finalized
Additional crypto to TLS

Production ready libs

)

)

)

)

Delegation framework
Many extensions

TLS only (Core)

Incompatible implementations
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OpenlD Connect

OAuth 2 JOSE
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JWT Example

{

\\typ// . //JWT// ,
“alg”:”HS256”

I

"iss": "http://server.example.com",
"sub": "248289761001",
"aud": "s6BhdRkgt3",

"exp": 1311281970,
"1at": 1311280970,

"nonce": "n-0S6 WzA2Mj",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"gender": "female",

"birthdate": "0000-10-31",

"emalil": “janedoelexample.com”,
"emall verified": {"essential": true}
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JWT Example

{
\\typ// . //JWT// ,
“alg”:”HS256”

"iss": "http://server.example.com",

"sub": "248289761001",

"aud": "s6BhdRkgt3",

"exp": 1311281970,

"1at": 1311280970,

"nonce": "n-0So WzAZ2Mj",

"name": "Jane Doe",

"given name": "Jane", JWT Pa)’IOad
"family name": "Doe", ___assmammesma e
"gender": "female",

"birthdate": "0000-10-31",

"emalil": “janedoelexample.com”,

"emall verified": {"essential": true}
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eyJhbGc101JSUzIIN1IsInR5¢cCI6IkpXVCJ9.
eyJpc3MiOiJodHRwczovL2p3dClpZHAUZXhhbXBsZS5]
P201LCIzdWI101JtYW1lsdG86bW1lrzZUBleGFtcGx1LmNv
bSIsIm51Z21I6MTQyOTYSMzY3MSw1ZXhwIjoxNDISNJk3
MjcxLCIpYXQiOjEOMIk20TM2NzEs Imp0aSI6ImlkMTIz
NDU2IiwidH1wIjoiaHROCHM6Ly91eGFtcGx1LmNvbS9Oy
ZWdpc3R1c1J9.

A3DVPjcIeQPGOkKkMcABwAe 8lWHVPGIAFhNyskwVisxIL
t6SKLtYGxYz0m/7V-

DjzjYLXgzSwycwlRJBuYr vdLRASaoGsGQpP5-
SA1ASSALMMk3MMZTIoOSHgZrC8TezZx8bJB1PzkSu91dJI
uzKI8PRPp3DH8Tum-XDsCmqu3 ull2633Mbl1Bg4HKEZ -
q2L2Yok2Z1bgFxRn2GfV3z1Q08ugGOp3V UlwvPccX8F3
m—
qge3MrF5aPSFGoU%ZDcQcBO2ypGT1uBNYNPzuMx9EdET
PJOIxAlawgP74tFS27rt 8KLUDNBVWVATNEYDFrgACFC]
zk49znd4JLvNObbDebka3 g
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eyJhbGc101JSUzIIN1IsInR5¢cCI6IkpXVCJ9.
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P201LCIzdWI101JtYWlsdG8obWlrzZUBleGFtcGx1LmNv
bSIsIm51Z21I6MTQyOTYSMzY3MSw1ZXhwIjoxNDISNJk3
MjcxLCIpYXQiOjEOMIk20TM2NzEs Imp0aSI6ImlkMTIz
NDU2TiwidHIwIjoiaHROCHM6Ly91leGFtcGx1LmNvbS9y
ZWdpc3R1c1J9.

A3DVPjcIeQPGOkKkMcABwAe 8lWHVPGIAFhNyskwVisxIL
toSKtYGxYz0m/V-

DjzjYLXgzSwycwlRJBuYr vdLRASaoGsGQpP5-
SA1ASSALMMk3MMZTIoOSHgZrC8TezZx8bJB1PzkSu91dJI
uzKI8PRPp3DH8Tum-XDsCmqu3 ull2633Mbl1Bg4HKEZ -
q2L2Yok2Z1bgFxRn2GfV3z1Q08ugGOp3V UlwvPccX8F3
m—
qge3MrF5aPSFGoU%ZDcQcBO2ypGT1uBNYNPzuMx9EdET
PJOIxAlawgP/74tFS27rt8KLUDNBVWVATNLYDFrgAcCFEC]
zk49znd4JLvNObbDebka3 g

Header
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Payload
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eyJhbGc101JSUzIIN1IsInR5¢cCI6IkpXVCJ9.
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NDU2IiwidH1wIjoiaHROCHM6Ly91eGFtcGx1LmNvbS9Oy
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PJOIxAlawgP74tFS27rt 8KLUDNBVWVATNEYDFrgACFC]
zk49znd4JLvNObbDebka3 g

Signature
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ID Token Example

{
\\typ// . //JWT// ,

“alg”:”HS256”
J

"iss": "http://server.example.com"

"sub": "248289761001", mandatory
"aud": "s6BhdRkgt3",

"exp": 1311281970, Claims
"iat":

1311280970,

: WzAZMJ T,
"name": "Jane Doe'",
"given name": "Jane",
"family name": "Doe",
"gender": "female",
"birthdate": "0000-10-31",
"email": “janedoelexample.com”,
"emall verified": {"essential": true}



ID Token Example

{

\\typ// . //JWT// ,
“alg”:”HS256”

I

"iss": "http://server.example.com",
"sub": "248289761001",
"aud": "s6BhdRkgt3",

"exp": 1311281970,
"1at": 1311280970,
"nonce": "n-0S6 WzA2Mj",
"name": "Jane Doe",
"given name": "Jane",
"family name": "Doe",
"gender": "female",

! ‘o n : scope E-Mail

"email": “janedoelexample.com”,

"emall verified": {"essential": true}
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OpenlD Connect Modules

Discovery Dynamic Client
E Registration

Session Form Post
Management Response Mode
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Enterprise Use Cases

> Securing internal APIs
> Single-Sign-On

> Active Directory

> Mobile Clients

> White Label Software
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Should | use it?

> OpenlD Connect Extensions
still partly Working Drafts

> JOSE still Working Draft
>  OAuth Extensions: PoP, etc.

> Implementation Complexity
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